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Tom tit: ezCheck la gidi phdp sir dung OR code va cdc ki thudt bao mqt dé dam
bdo méi ma ORcode la dinh danh duy nhdt cho timg don vi sdn pham Tvr do nguoi
tieu dung c6 thé kiém tra nguon goc san pham va nhdn dwoc nhiéu théng tin khéc vé
san pham nhw Hudng dan sir dung, chinh sach khuyén mdi,... Doanh nghiép ¢é dwoc
gidi phdp bdo vé hang héa hiéu qud, ciing nhw tao dwoc si gan két khach hang thong
qua viéc nhdn dwoc cdc thong tin phan hoi tir khach hang, chii dong quang bd sdn
pham. Tuy nhién, hién nay dir liéu ciia ezCheck dwoce heu trik tdp trung trén mét nhém
server, Cac thong tin ndy c6 thé bi sira x6a bdi ngwoi quan tri, boi hacker; dan t&i dé
tin cdy cua dit liéu chwa cao. Bai bao nay tdp trung trinh bay giai phap tang cuong do
tin cdy cia hé thong ezCheck bang cdch vmg dung cong nghé Blockchain thong qua
mot s6 kich ban sir dung trong thyc té.

Tir khoa: Blockchain, ezCheck, QRcode, chang gid, Xac thuc nguon gac.

1. GIOI THIEU EZCHECK VA VAN PE CON TON TAl
1.1. ezCheck

ezCheck 1a giai phap xac thuc ngudn goc hang hoa, chéng hang gia va gin két
Nguoi tieu dung (NTD) véi Doanh nghiép (DN)/Nha san xuat (NSX) trong thoi dai s6
bang cach tao ra kénh théng tin 2 chiéu théng suét, minh bach giira DN va NTD ciing
v6i mot co ché xéc thuc thdng minh.
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Hinh 1: M6 hinh hé thong ezCheck
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Hai chirc nang co ban cua ezCheck la:
- Xac thuc ngudn gbe san pham,
- Kénh thong tin 2 chiéu gitra DN va NTD.

Khi DN str dung Tem/Nhén ¢ chtra ma ctia ezCheck, NTD c6 thé quét mi cac
san pham d6 dé xéac thuc ngudn gdc san pham hang hda. Mbi don vi san pham s& dugc
gan mot ma duy nhat, thé hién dang QR code:

- Nha san xuit s& thu thap va cung cip thong tin ban dau trén hé thdng thong qua
giao dién Web (CMS module)

- Nguoi sir dung dung smartphone quét QR code dé truy xuat va xac thuc thong
tin cta san pham (Client module).

g em B W

NSX Dong goi Trung gian 1: : Trung gian 2: Tleg st dung
b & (Nhaphan phéi)  (Crahangbanié) .-

Hinh 2: Quy trinh nghiép vu hé thong

Hé théng ezCheck dugc thiét ké thanh cac module con, cac module nay co thé
trién khai cing trén mot may tinh v6i mé hinh nhé hodc c6 thé trién khai trén nhiéu
may tinh v&1 moé hinh 16n:
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Hinh 3: M6 hinh két noi hé thong ezCheck
1.2. Van d@é con ton tai

Tuy hé théng ezCheck da dugc thiét ké thanh nhiéu module con dé dé dang nang
cap va mé rong khi can dung luong 16n nhung nhin tong thé, md hinh hé thong
ezCheck ciing nhu md hinh cua cac hé théng xac thuc ngudn goc khac hién nay van la
mb hinh tap trung. Céc thanh phan cua hé théng duoc tap trung trén mot hoic mot
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nhoém nho céc server, do mot hoic mot nhom ngudi quan tri, diéu ndy din téi nhitng
nguy co nhu:

- Thong tin luu trit trén server ¢ thé bi chinh stra mot cach don gian, d& dang boi
Hacker hoac chinh ngudi quan tri hé thong;

- Dit liéu luu trit tap trung, co thé co backup du phong nhung rat dé bi x6a véi
nhimg cudc tan cong c6 chu dich;

- Thong tin vé san pham, hang hoa tap trung & timg bd phan, chua c6 mbi lién hé
giita cac khau trong chudi cung ing voi nhau.

Nhu vay, do tinh chat tap trung, phu thudc vao con ngudi ma cac giai phap hién
nay c6 do tin cay, tinh minh bach chua cao. Pé khic phuc vin dé nay, mét trong
nhitng giai phap hién nay l1a chuyén mé hinh hé thdng sang md hinh phan tan. Dix liéu
s& duoc phan tan ra céc server vat ly khac nhau, khdng thé thém, bét, sira, x6a dit liéu
khi chwa c6 su dong thuan cua cac bén tham gia. Pay ciing 1a dic tinh co ban cua cong
nghé tién tién hién nay - cong nghé Blockchain. Bai bao nay trinh bay vé viéc tng
dung cong nghé Blockchain dé ting cudong d6 tin cdy cua giai phap xac thuc ngudn
gdc san pham, hang héa ezCheck caa CDIT.

2. UNG DUNG BLOCKCHAIN TANG CUONG PO TIN CAY CUA
EZCHECK

2.1. Sw phu hop cua Blockchain trong viée tang cwong do tin cay

Blockchain 13 cong nghé luu trit dit liéu theo chudi. Mdi khéi dir liéu duge moc
nbi v6i nhau thong qua cac thuit toan phuc tap nhim dam bao khi khéi dir liéu da
dugc thém vao chudi thi khong thé stra, x6a, thay ddi thir ty v6i cac cong nghé tinh
todn hién nay trong khoang thoi gian cho phép dugc (hay con goi la do phtrc tap tinh
toan cao). Véi ky thuat nay, cong nghé Blockchain mang nhitng dic diém nhu:

- Khéng thé lam gid, khéng thé phd hity cdc chudi Blockchain: chi c6 may tinh
luong tir méi 6 thé can thiép vao va giai ma chudi Blockchain va no chi bi pha
hay hoan toan khi khong c6 internet trén toan cau.

- Tinh minh bach: Blockchain cung cip nhiéu budc tién to 16n trong viéc cai
tién tinh minh bach khi so sanh v6i cach thic ghi chép hd so va so cai hién
hanh trong cac nganh cong nghiép.

- Logi bé don vi trung gian: cic hé théng duoc xay dung dua trén cong nghé
Blockchain cho phép loai bé cac don vi trung gian lién quan dén hoat dong lap
ho so va chuyén giao tai san.

- Tinh bdt bién: khi giao dich hodc dir liéu da duoc ghi boi nguoi nam giir khoa
bi mat, chi riéng nguoi khoi tao Blockchain méi c6, dit liéu d6 khong thé sira
chita, no6 s¢€ luu lai mai mai.
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- Tinh phi tgp trung: cac hé thong xay dung dya trén cong nghé Blockchain ¢
thé hoat dong trén mang ludi mdy tinh phi tap trung, nham giam thiéu rui ro bi
tan cong, thoi gian chét may chua va that thoat dir liéu.

- Pé tin cdy: cac hé thdng xay dung dua trén cong nghé Blockchain gia ting do
tin cdy gitra cac bén giao dich nho tinh minh bach dugc cai thién va mang ludi
phi tip trung. Pong thoi loai bo cac don vi trung gian tai cac qudc gia noi con
nguoi kho cé long tin vao don vi trung gian trong giao dich.

Nhu vdy, cic tmg dung dya trén cong nghé Blockchain s& ké thira cac thudc tinh,
dic diém Blockchain, dic biét 1a vé do tin vay. Thuc té, cac nghién ctru trén thé gioi
va & Viét Nam déu chi ra rang, cong nghé Blockchain 13 tmg cir vién hang dau cho cc
giai phap xac thyc. Do d6, CDIT di nghién ctru, 4p dung Blockchain dé cai tién d6 tin
cdy cua hé thong ezCheck, nham mang dén cho x3 hoi mot giai phap an toan hon,
thong minh hon, dap g nhu cau cao hon cia DN ciing nhu ngudi sir dung.

2.2. M hinh f¥ng dung céng nghé Blockchain vao san pham ezCheck

Blockchain hoat dong theo mo6 hinh mang phan tén, mdi khdi dit liéu duge thém
vao chudi can phai c¢6 sy dong thuan cia tat ca cac node mang, ddng thoi cac khdi dir
lidu nay ciing duoc thém vao tit ca cac node, s luong node mang cang 16n, do tin cay
cang cao, dir liéu dugc nhan ban nhiéu hon, sb luong can dé)ng thuan cao hon. Nhu
viy, dé ting cuong do tin cdy, Blockchain dd danh d6i v6i khong gian luu trit va toc
d6 xtr 1y. Dé tan dung hiéu qua cua Blockchain, dit liéu ghi 1én mang Blockchain nén
1a nhitng dir liéu ngin gon, ¥ nghia (Vi du nhu cac thong tin vé giao dich). D6 ciing 13
ly do ma Blockchain rat phu hop véi tién dién tir va ciing da phat trién rit manh cing
véi tién dién tur.

Do d6, dé phat huy duoc wu diém cua Blockchain thi cic tmg dung trén nén cong
nghé Blockchain thuong c6 hai loai dir liéu 1a dit liéu on-chain va dit liéu off-chain:

- Dw ligu on-chain: la dir li€u luu trén mang Blockchain, thuong 1a cac dir li¢u
ngan gon, ¥ nghia nhu cac ma bam, cac sy kién sinh ra trong qua trinh thém,
bot, stra, x6a thong tin khi thuc hién quy trinh nghi¢p vu cia dich vu/img dung.

- Dir li¢u off-chain: 1 dit liéu multimedia c6 kich thudc 16n, c6 thé thay doi sinh
ra trong qud trinh thyc hién quy trinh nghiép vu cua dich vu/img dung.
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Cdac chirc nang, flow trao ddi
gilta cac chirc nang

Quy trinh nghiép vu

"Dit ligu
on-chain

D liéu
off-chain

DU liéu lweu trén hé théng,
phuc vu cac chirc nang
nghiép vu cha hé théng

D{ liéu Iwu trén Blockchain
phuc vy viéc xac thyc

Hinh 4: M0 hinh vng dung Blockchain

Khi tich hgp Blockchain vao hé théng ezCheck, nhitng dit li¢u hién tai cua hé
thng dugc coi 1 dir liéu off-chain, con nhiing dit liéu on-chain 13 nhimg dit liéu s&
duogc st dung dé xac thyc thong tin 12 ding hay sai, ¢ bi chinh stra gi khong nhu:

- M3 bim cta céac dir liéu offchain (Text, hinh anh, 4m thanh, video vé san pham)

- Lich sir cia nhitng giao dich trong hé thdng ezCheck nhu kich hoat ma,
thém/sira/x6a thong tin vé san pham,. ..

Nguwoi st
dung

. Truy xudt va
' xac thwe TT

i |
w Thém TT

Théng ké

Blockchain
Platform  "Blockehain

QL San pham

Nha san xuét,

QL L& hang
déng goi

Backend

QL Tem/ma

QL Bon vi

Hinh 5: Kién triic hé thong xdc thwe nguon goc iing dung Blockchain

Céc dbi tuong (actor) ciia hé thong:
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- Nha san xuat/dong goi,
- Nha trung gian (van chuyén, dong goi lai, siéu thi, ban 1¢),
- Nguoi tiéu dung.

Cac d6i twong tham gia giao dich trong hé théng déu duoc cdp mot dia chi
Blockchain, dia chi nay dugc cip khi dang ky sir dung hé thong. Cac d6i tuong tham
gia hé thdng c6 quyén thém cac thong tin trong hé thong, mdi hanh dong nay 1a mot
giao dich. Thong tin dugc tao ra trong giao dich nay la hinh d4nh, mo ta, ngay gio,...
dugc bam ra va giri 1én trén hé théng Blockchain véi FromID 1a dia chi Blockchain
ctia cac d6i tuong tao ra thong tin.

3. THU NGHIEM TRONG THUC TE
3.1. M@ hinh trién khai thir nghiém

Xét vé 6 tin cay, Public Blockchain dugc coi 1a ¢6 do tin cdy cao nhat vi dit liéu
on-chain dugc public va luu trit phan tan trén toan mang, nhung viéc guri dir liéu 1én
chudi sé& bi tinh phi. Viéc nay phu hop véi nhitng san phdm c6 gia trj cao, con nhimng
san pham khac c6 thé c6 nhitng giai phap khac phu hop hon nhu mét nén tang Private
Blockchain chang han.

Trong pham vi nghién ctru, hudng t6i mot mot giai phap co do tin cdy cao nhat
cling nhu san sang lam chu nén tang Blockchain, nhém thyc hién da dung mdt hé
thong Blockchain ndi bd dua trén nén tang opensource Ethereum, 1a mot trong nhimg
nén tang Public Blockchain V2.0 phé bién nhit hién nay.

Hé théng xac
thue nguén géc

http://new.ezcheck.vn

Nén tang
Blockchain

http://blockchain.ezcheck.vn

http://new.ezcheck.vn/c2

Xéc thyc/thém théng tin T ———
T

Quan ly san pham, hang hoa

Hinh 6: M6 hinh trién khai thir nghiém ciia hé thong
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3.2. Case study: wng dung Blockchain phat hién thay déi thong tin vé san pham,
hang hoa

Trong qua trinh thyc hién, nhoém nghién ctru da tién hanh thir nghiém hé thong
xac thuc ngudn goc tmg dung cong nghé Blockchain vao quan 1y chudi hanh trinh va
truy xudt ngudn gdc cua giéng cdy trong tai Vién Sinh thai rimg va Moi trudng,
Truong Pai hoc Lam nghi¢p Viét Nam, Ha Noi.

Vi y tuong coi mdi ciy gidng 1a mot ddi twong vé6i cac thude tinh riéng c6 cac
thong sd can theo ddi (vi tri trong, diéu kién moi trudng, kich thude ciy, ché do chim
soc, cac hoat dong ctia ngudi chim soc tac dong 1én cay,...). Dir liéu cta ddi tuong nay
dugc luu tip trung trén server. Mdi ddi tuong (cdy) duoc dinh danh bang 1 ID duy
nhit (dudi dang duong link web) thdng qua QR code. Ngudi chim soc hang ngdy s&
stt dung smarphone v&i phan mém SCAN QR code dé cap nhit cac thong sb (trang
thai, s6 do hay hinh anh) tai thoi diém kiém tra 1én server. Phia server sé& ty dong phin
tich dir li¢u tao ra cac bao cdo, cadc canh bao hay cac su ki¢n nhéc lich cho nguoi cham
SOC.

Hé thong trién khai thir nghiém duoc mo ta chi tiét & bang dudi day

Giao dién san pham truée khi bi siva xéa thong tin
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Thong tin
hanh
trinh

GP Xac thirc nguén goc UD Blockchain

Nguwéi tao: Dai Hoc Lam
Nghiép

Ngay tao: 2019-02-28 03:49:05
M6 ta:

Rirng 56 1

Xac thye trén Blockchain:

OK, nhén vao dé xem chi tiét
CHI TIET TREN BLOGKCHAIN CUA CHANG THIF 3:

THONG TIN TREN HE THONG:
- DiF li¢u trén hé théng:

1bd70M! 16590dar21ecc
d3d272dbf5dat

THONG TIN TREN BLOCKCHAIN:

- Dia chi ngwéi gl di liéu 18n Blockehain:
0x1a859776bdc7 120ae8d097862dc43¢c37¢9e49b99

- Ngay di¥ liéu dwoc ghi lén Blockchain:

2019-02-28T09:07:22. 0002
- Dir liéu @3 ghi 1én Blockehain:
e5ff286c35f8ea26d5d46455483fcecd36e29647582a0d024¢

bdb62064f9b

il GP Xac thwe nguén géc UD Blockehain

CHUOI HANH TRINH CUA SAN PHA~

Ngwéi tao: Dai Hoc L&m Nghiép

Ngay tao: 2019-02-28 03:49.05,
M6 ta:

Rirng 8 1 - Sta

Xac thue trén Blockchain:

Céanh bao
thdng tin
san pham

da bj thay
dbi

CHI TIET TREN BLOCKCHAIN CUA CHANG THUF 3:

THONG TIN TREN HE THONG:
- DU liéu trén hé thong:
geartgdc

00fe5105d1 433168

83d0b094db

THONG TIN TREN BLOCKCHAIN:

- Bia ohi nguoi giFi dié liéu 1én Blockchain:
0x1a859776bdC7 1202e8d097862dc43¢37C9e49099

- Ngay di¥ liéu dwge ghi Ien Blockehain:
2019-02-28T09:07:51.000Z

- Di liéu da ghi 1&n Blockchain:

01bde9078c056a4504ba7a61d7a04ec405aa4e98D18ed06CC610

515762843668

Xem chi tiét trén Blockchain

4. KET LUAN

Bai bao da trinh bay mot ung dung cta Blockchain trong viéc tang cuong do tin
cdy cua giai phap xac thuc ngudn gbc hang hoa ezCheck. Viée st dung tem ezCheck
va dich vu xac thuc ngudn gbc cia ezCheck c6 thé gitip dam bao cac san pham cua
DN khi ra thi trudng luén duge xac thuc ngudn gde 18 rang va co kénh két ndi truc

tiép toi NTD.

Hién san pham nay cua Vién CDIT da duoc chuyén giao céng nghé cho Tap
doan Buu chinh Vién théng Viét nam VNPT dé cung cip dich vu trén ca nudc véi

thuong hi¢u VNPT Check.
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