KHOA PAO TAO KY NANG
PO KIEM KHAC PHUC SU CO MANG VA DICH VU IP/NGN

ThS. Hoang Manh Thing
Phong NCPT Mang va Hé thong

Tém tiit: Mang IP/NGN la mang mdi, da dich vu va rat phite tap. Cho dén nay, VNPT da
trién khai mang IP/NGN réng khdp tai tdt cd cac dia phwong. Do vy, viéc khdc phuc xir Iy sit c6
cua nhom chuyén gia trén Tap doan khong thé thuwc hién mét cach nhanh va quy mé Ién dugc
ma can phdi ¢é sw ho tro cua cdc can bg ky thudt IP/NGN tai cdc don vi. Cac can bg ndy can
phdi dwge dao tao mét s6 ky ning co ban de c6 thé chii dong xit Iy ciing nhu phoz hop voi cac
chuyén gia ciua Tdp doan. Dap u’ng nhu cau nay, Vién CDIT da xdy dung va trién khai thanh
cong khoa hoc ky nang do kiém va khdc phuc sw ¢6 mang va dich vu IP/NGN. Khéa hoc nay can
thiét va khéng thé thiéu véi cdc can bé IP/NGN. Trong bai bdo ndy, tdc gid sé mé ta mot so ndi
dung cua khoa hoc va tung budc phan tich hiéu qua cua khoa hoc doi véi cac hoc vién.

1. GIOI THIEU

Mang IP/NGN Ia mang mdi, da dang va
phtic tap. Cho dén nay VNPT di trién khai
rong khép cac Tinh thanh véi cac dich vu
m6i nhu VPN, Voip, HSI, IPTV. V6i pham
vi mang ludi rong nhu vay, viée trién khai
khic phuc xir Iy su ¢6 cia mot nhom chuyén
gia trén Tap doan khong thé thyc hién mét
cach nhanh chéng va quy mo 16n duoc, ma
can phai ¢ su hd trg clia cac can bod ky thuat
tai cac don vi. Cac can bd nay can phai duoc
dao tao mot s6 k¥ ning co ban dé c6 thé chu
dong xu 1y ciling nhu phdi hop véi cac
chuyén gia cua Tap doan. Pép ung nhu ciu
nay, Vién CDIT da xdy dung va trién khai
thanh cong khoa hoc ky ning do kiém va
khic phuc sy ¢6 mang va dich vu. Bai bao
sau day sé trinh bay cdc ndi dung chinh sau:
Phin mét trinh bay tong quan va y nghia vé
do kiém. Phan 2 trinh bay cong cu do kiém
co ban va hiéu qua. Phan 3 gi6i thiéu k§ ning
do kiém cac dich vu cta mang [P/NGN. Phan
cudi 1a két qua va thao luan.

2. NOIDUNG

2.1. Vi tri, vai tro va quy trinh cua do
kiém

Khai niém: Po kiém(Testing) 1a hoat
dong PO (Measurement) va Kiém tra céc
tinh ndng/hoat dong/Chat lugng cua thyuc thé
can do nham danh gia thuc thé d6 theo céc
muc tiéu duoc dé ra trude do. Cac thuc thé &
day co thé 12 mot thiét bi, mot qua trinh hay
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mot hé théng xac dinh. Lién quan dén do
kiém c6 céac thong tin nhu don vi do, hé don
vi chuan, phwong phap do, sai s6 va cach xur
1y cac két qua do.

Cac mg dung cua do kiém thuong duoc
mg dung trong khoa hoc va trong san xut
kinh doanh. Trong tng dung khoa hoc do
kiém nham kiém nghiém lai cac 1y thuyét da
¢ hodc tim ra cac mai. Con trong san xuét
kinh doanh nhim x4c dinh muac d6 chat
lugng dat dugc cia san pham/dich vu/qua
trinh hoat dong

Vai tro: Vai tro va vi tri ciia do kiém
trong téng thé hoan chinh duogc biéu dién
nhu hinh vé dudi day:

Hinh 1.: Vi tri, vai tro cua do kiém trong
hé sinh thai (Ecosystem)

Con cu thé trong linh vuc vién thong, cac
hinh thirc do kiém da xuat hién nhu:

- Po kiém hé thdng: System Test

- Do nghiém thu ki thuat:
testing

Acceptance



- Do hoa mang
- Do kiém chit luong dinh ky

- Do kiém xtr 1y 13i trong qua trinh van hanh
khai thac

- Giam sat chat lugng thudng xuyén

Quy trinh cac budc thyc hién do kiém

- Buéc 1: Xéc dinh myc tiéu do kiém nhim
xég dinh d61 tugng do, pham vi do, do
nham muc dich gi

- Budc 2: Xay dung bai do nham xay dung
cac kich ban do trong cac tinh hudng, cac
truong hop hodc cac tham sé khac nhau
cua doi tuong do
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- Budc 3: T6 chie thyc hién do kiém nhdm
str dung céac cong cu, phuong phap dé thuc
hién dung theo cac bai do va cic két qua
yéu cau

- Budc 4: Tong hop danh gia két qua, véi
cac két qua ding, sai can phan tich va
danh gia dé tim ra nguyén nhan, két qua.

2.2. Wireshark - Cong cu hiru dung
trong do kiém mang IP

Phan ndy nhom trinh bay mot cong cu
pho bién trong viéc do kiém trén mang IP, do6
la phan mém Wireshark.

WireShark 1a phan mém mi nguén mo
dung dé bt goi tin va phan tich cac goi tin
luu thong qua card mang cta may tinh. Céc
giao thuc dugc hd tro boi WireShark tir
nhitng loai phé bién nhu TCP, IP dén nhirng
loai dac bi¢t nhu la AppleTalk va Bit Torrent.

Céc tinh nang chinh cua WireShark:

- Bat géi tin di qua card mang

- Phan tich chi tiét théng tin gbi tin bét
duoc

- Luu trit cac thong tin bat duge dudi dang
file

- HO tro rat nhidu giao thic ( khoang hon
1000 giao thirc)

- Loc duogc cac goi tin bt duoc dudi nhiéu
tiéu chuan khac nhau

Kién trac phan mém Wireshark nhu hinh
ve dudi:
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TCP/IP Stack Window OS

Wireshark

Hinh 2. Kién truc phan mém cua Wireshark

Cac thao tac co ban trong viéc st dung
phan mém wireshark trong viéc do kiém

- Thuyec hién loc khi bat géi tin

Link-layer header type: -

] Capture packets in promiscuous mode

T Limit each packet to | 65535 = byt
Juffer size: |1 E “‘Egﬂbﬁeei{
N

[Qaptule Fillel:] | vlan and tcp

Capture packets in promiscuous mode
Limit each packet to | 65535 ~ lytes
Buffer size: 1 E megabyte(s)

I

[Copture Fiter:|  vian and hosf

Bo di

- VE cac flow trao doi dir liéu
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0.297025 . Echo(ping)request . TEMP: Echo (ping) request ic
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® Internet Protocol versil | | pas7is SCTP: HEARTBEAT
® Stream Control Transmigl | | soe7a5 SCTPtHEARTBEAT
0.325886 SCTP: HEARTBEAT_ACK
0.325896 SCTP: HEARTBEAT_ACK
0361272 SCTP: HEARTREAT
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Phan tich ban tin

File Edit View Go Capture @Analyze Skatistics Telephony
B e eee = X2 8

Filter: | TP

o, Time Source
2 0.08037F2 4604
9 0.0BE0FS
10 0.088092
11 0.698942

1z 0.598058

4603
4603
4246
4246
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Ethernst L,
Internet Protocol Version 4,
0100 .... = Version: 4
Header Tength: 20 bytes

Src:

oy

Total Length: 138

Identification: Ox2aab (109233

Flags: O=00

Fragment offset: ©

Time to liwe: 253

Protocol: SCTP (1323

Header checksum: O=ddéc [correct]
Source: 10.151.212.50 {10.151.212.50)
Destination: 10.11.204.3 {10.11.204.3)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

Stream Control Transmission Frotocol,
Source port: 2906

Destination port: 29085

Verification tag: OxfcrFo53ed
Checksum: Oxd6r256d5 (not werified)
DATA chunk{ordered, complete segment, TSM:
MTP 3 User Adaptation Layer

Bearsr Independent Call Control

Stream Control Transmission Frotocol

4
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#
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2.3. Ky ning do kiém cac dich vu trén
mang NGN

a) Dich vu VolP

VoIP 1a mot dich vu cho nguodi st dung
thuc hién cudc goi thoai trén ha téng mang [P
(Internet 1a mot mang dién hinh) thay vi cac
mang dién thoai chuyén mach kénh TDM
truyén thong.

Ba thanh phén chinh trong mang VoIP :

e Thiét bi diu cudi IP phone : C6 thé 1a
mot phan mém chay trén may tinh (
softphone) hodac mét dién thoai IP
(hardphone).

Ha ting truyén tii IP: Cung cap
ket noi IP dé truyén tai dir liéu bao

SFc: Lisco_cb:ioa:dl (UU:lc:bUicbibaidlj,
10.151.212.50 (10.151.212.50]7,

Differentiated Serwvices Field: Ox02 {DSCP Ox00: Default;

Sre Port:

1253857187,

Tools  Internals  Help

Qe e T I EE QB @ %

~ | Expression... Clear Apply Save

Drestination Protocol Info
45631 BICC 98 RLC
150 Acm
150 AcCM
222 Tam

222 IaM

Length
CIC

(CIC
(CIC
(CIC
(CIC

ER:)]
1s)
183
403
403

4631
4631
4631
45631

BICC
BICC
BICC
BICC

Ust: Ericsson_dd:ibUicsd (HYU0:iabias:idiolics)

Dst: 10.11.204.3 (10.11.204.3)

ECH: Ox02: ECT{0) {(ECM-Capable Transportl)

2906 (29063, Dst Port: miua (28053

sID: 12, SSN: 8295, PPID: 3, payload length: 36 bytes)

hi€u diéu khién va thoai.

May chu dich vu VoiP (VoiP
Server): La thiét bi quan 1y cac thué
bao dich vu va diéu khién cudc goi
VoiP.

C6 2 loai thong tin chinh dugc trao doi
giita cac thanh phan:
Thong tin bao hiéu diéu khién: Mang cac
thong tin ctia cac giao thirc diéu khién
cudc thoai (SIP, H.323, H.248,...)
Thong tin thoai: Mang ndi dung thoai
trao doi dugc ma hoa va dong trong cac
goi tin (RTP,...)

Mo hinh do kiém dich vu Voip nhu sau:
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SiP Server

0L I71.21.204: 5060

Y bl
RTP

b

Hinh 3.: M6 hinh do kiém dich vu VoIP

Pé co thé do dich vu Voip, hoc vién can
phai hoc cach 1ay duoc dung ludng dir lidu
Voip thong qua tham sb dic trung cua dich
vu nhu: VLAN, QOS, SIP, RTP. Thuong
mdi cude goi dugc dac trung boi tham $6
CallID duy nhét trong mot khoang thoi gian.
Vi du: LU-1329794962477471@imsg0-
000.hni-ics-0101.hnil.ims.vnpt.vn hoac
sip:+84432000238@ims.vnpt.vn

Cac budc thuc hién do nhu sau :

Céu hinh mirror port, bét goi tin,
Loc lay dit liéu diéu khién VoIP,
Loc léy dir liéu thoai cua VolP,

Loc lay céc ban tin cua mot cudc goi cu
the,

S |

Radius Server

oooo

Modem

Hién thi chét lugng dich vu cua mot cudc
goi thoai,

Dé danh gia két qua can so sanh cac
tham s6 do dugc véi tap KPI tham chiéu cu
thé cac tham sd : MOS, Delay, Jitter, Packet
loss, Bang thong, Ty 1€ cudc goi thanh cong,
Tré trung binh sau quay sd.

b) Dich vu HSI1

HSI- High Speed Internet 1a dich vu truy
cap internet tbc do cao cb dinh. Cac cong
nghé su dung dé truy nhap dich vu HSI dé
bao gom: ADSL 2+, VDSL 2, Fast Ethernet

(Truy nhap trén cap quang FTTH), xPON
(cong nghé mang quang thu dong).

MB& hinh do kiém dich vu HSI nhu hinh

Hinh 4. M6 hinh do kiém dich vu HSI
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bé ¢6 thé do duoc dich vu HSI, hoc vién
can nhan biét duoc dung ludng dir liéu HSI
trong bo cac dir liu trén mang thong qua céc
tham sd dic trung cua dich vu nhu: VLAN,
QOS, PPPoE (Point-to-Point Protocol over
Ethernet), PPPoA (Point-to-Point Protocol
over ATM), LCP Echo- Request/Reply (Link
Control Protocol) la cac goi tin diéu khién két
nbi (duy tri hay két thuc két ndi).

Cac budc thuc hién do nhu sau:
- Cau hinh mirror port, bat géi tin
- Bit goi tin va véi filter “pppoed”

- Loc lay dir liéu ciia nguoi st dung thong
qua phan tich goi tin muc ung dung (vi
du HTTP)

Dé danh gia két qua do can so sanh véi
cac tham s6 véi tdp KPI tham chiéu nhu:

1 STB ADSL Modem E /_\/_\1

Mang IP

Qo SO

DSLAM

FTTx Router

Mo hinh do kiém nhu sau:

E,-rhnl icp Provider i
Leszai
Comear
Acquinifion

IH.. j 1 o i e e

Cantent Provide :
SeETLL ROV Service Provider jceni

D6 kha dung cua dich vu (Availability), do
tré truyén goi (Packet Delay), ty 1& mat goi
(Packet Lost Ratio), kha nang dap ung bang
thong (bandwidth utilization),..

¢) Dich vu IPTV

IPTV (Internet Protocol TV) - 1a mang
truyén hinh sa dung CSHT truyén tai IP.
IPTV bao géom 3 dich vu chinh 13 Truyén
hinh quang ba - Broadcast TV (BTV),
Truyén hinh theo yéu ciu — Video on
Demand (VoD) va nhom dich vu tuong téac
nhu truyén thanh (Broadcast Radio), tro choi
tryc tuyén (Game Online), Thong tin
(Information), cac dich vu chia s¢ da phuong
tién (Media Sharing), dich vu luu trir (usage
data), dich vu quang céo...

Céu triic mang IPTV nhu sau:

Mang cung
cap N6i dung

VoD Server BTV Server

Metwork Provider End Usear

Edige VOD Servar’ -

b b 4

Monitoring, Management and Performance Analysis Plaifforms

Hinh 5: Céc diém do dich vu IPTV theo ITU-T



Trong d6 PTx 1a cac diém Point Test dé
dat may do.

Pé c6 thé do dugce dich vu IPTV, hoc
vién can phai xac dinh dugc ding ludng dir
liéu IPTV thong qua cic tham sd dic trung
cua dich vu gff)m: VLAN, QOS, IGMP, PIM-
SM, RTSP, IP multicast, dia chi STB, .. .

Cac budc thuc hién do nhu sau:
- Céu hinh mirror port, bat goi tin,
- Loc lay dit liéu diéu khién IPTV,
- Loc léy dir liéu video cua IPTV,

Pé danh gia két qua do can so sanh cac
tham sb voi KPI cua QoS nhu: Content
parameters, Transaction parameters,
IP/Network layer parameters, Transport layer
parameters,...

3. KET QUA

Sau khoa hoc, cac hoc vién da tu thuc
hién do kiém cac dich vu Voip, HSI va biét
phan tich cic ban tin dé tim ra nguyén nhan
tai cac vi tri khac nhau trén mang. Dac biét
v6i1 dich vy phire tap nhu MyTV céc hoc vién
da biét cach phdi hop dé xir 1y tét cac 18i phat
sinh trén mang nhu: Giat hinh, v& hinh tai
VNPT Thai Binh, VNPT Quang Tri, 16i treo
MyTV bét thuong tai Quang Tri, 16i chuyén
mang MyTV tai VNPT Hai Duong va VNPT
Quéng Ninh.

Thong tin tac gia:
Sinh nam: 1980

Hoang Manh Thing
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4. THAO LUAN

Két qua cua khoa hoc ¢o y nghia to 16n
trong viéc nang cao chat luong dich vy ciing
nhu chét luong phuc vu cho cac dich vu tai
cac VNPT tinh thanh.

La nén tang cho viéc nghién ciru, tim
hiéu sdu vé mang ludi, vé cac dich vu méi
trén nén NGN. Nang cao kién thic va k¥
niang vé mang ludi cho can bd VNPT tinh
thanh
5. KET LUAN

Toém lai, bai bao da trinh bay y nghia va
ndi dung cua khoa hoc k¥ ning do kiém cac
dich vu mang IP/NGN cho céc can by ky
thuat cia VNPT. Bai bdo ciling da gidi thiéu
nhitng két qua thuc t& sau khoa hoc va y
nghia cua khoa hoc dem lai cho VNPT, qua
d6 thé hién vi tri va vai tro quan trong cua
Hoc vién Cong nghé buu chinh vién théng,
dac biét 1a Vién Cong nghé thong tin va
truyén thong trong viéc gép phan nang cao
doi ngli k¥ thuat cua cac VNPT tinh thanh,
cac cong ty doc trong tong thé ctia VNPT,
lam cho VNPT ngay mdt viing manh, xing
dang 1a don vi dimg ddu vé NGN ¢ Viét Nam.
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