PHUONG AN TRIEN KHAI DICH VU FIX-MOBILE-CENTREX
TREN MANG IMS CUA VNPT

ThS. P6 Manh Hiing
Phong NCPT Mang va Hé thong

Tém tit: Fix-Mobile-Centrex la khdi niém chi dich vu Centrex cho phép thuc hién tir cac
ddu cudi ké ca co dinh va di déng. C6 nhiéu phwong dn trién khai dich vu nay trong dé sir dung
IMS la mdt phwong dn cé nhiéu wu diém. Nam 2011, Tap doan VNPT da giao CDIT thuc hién
nhiém vy “Xdy dyng phwong dan ki thudt trién khai dich vu Fix-Mobile- Centrex trén IMS cua
VNPT”. Bai viét tom tat két qua nhiém vu ndy va trinh bay phiwong an trién khai dich vu Fix-

Mobile-Centrex trén IMS.

1. GIOI THIEU

Centrex (CENTRal office EXchange
service): La giai phap cung cap dich vu thoai
giong nhu PBX. Tuy nhién diém khac biét 1a
khach hang khong phai dau tu PBX ma thiét
bi chuyen mach cudc goi mam & phia nha
cung cap dich vy, dugc quan ly va van hanh
boi nha cung cap dich vu Centrex.

Tuy nhién khai niém dich vu Centrex
thuong dugc sir dung ddi v6i mang cb dinh
dic biét 1a khi mang vién thong chuyén 1én
NGN v6i sy hd tro cua cong nghé VoIP va
su ra doi cua [P-Centrex. Song song véi do,
mang di dong ciing phat trién va trién khai
dich vu centrex cho thué bao di dong véi
khai niém Mobile Centrex.

Fixed-Mobile-Centrex (FMCentrex):
khong phai 1a mot khai niém duoc chuan hoa
bdi cac to chirc chudn hoa qudc té, tuy nhién
n6 duoc st dung rong dai theo cach hiéu la
dich vu Centrex ma & d6 céac thué bao c6 thé
1a ¢6 dinh hodc/va di dong.

A
FMCex )
IP Centrex ) + Mobility
(ext. HandPhone)
Traditional
PBX + Hosted
VolP

Hinh 1. Sy phat trién ciia dich vu Centrex.

Cép dé phat trién
cua djch vy

Théi gian
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TINH HINH CHUAN HOA VA
TRIEN KHAI DICH VU FMCentrex

2.1. Tinh hinh trién khai Fixed Mobile
Centrex

2.

Trén thyc té, da c6 mot s6 san pham co
cac tinh nang hudng dén cung cap dich vu
nay va mot s6 OP da trién khai.

Mot sO nha cung cap da trien khai nhu:

- Vodafone: trién khai dich vu véi tén goi1
Vodafone One net Business va da cung
cap dén hon 1 triéu thué bao Centrex cho
cac khach hang doanh nghi€p vira va
nho(sd lidu thang 10 ndm 2010)

on phane costs AND we no
longer miss important calls or

the ones from that particular
student who happens to run
late due toa ‘delayed train’,
wvery othor dary 99

Adam Miter, Bus
Co-ondnstor, Phoes

Vodafone One Net
Get all your business calls first time
e

Acompletevoice telephony solution, integrating fied and mobile,
delivered and managed by Vodafone, backed by rigorous Service
Level Agreementswith a single point of contact. issue ownership
andresolution

Covers all your communications needs —you can simply pay a
predictable, fied monthly price peremployee or pay forwhat you use

One Contract

One Number Both landline and mobile calls ring at the same time when a
call comes in, making your staff easier to reach, wherever they
are. You can also manage your end-user and group preferences
with a user-friendly online portal

One voicemail for all your communications means staff can
pick up messages more easily and respond faster, whether in
orout of the office, wasting less time

One Voicemail

One Support Model

Rather than having to deal with multiple communications suppliers,
we provide you with one number for support through a dedicated
UIK-based specialist call centre who manage resolution of all quenes

Online Portal An easy-to-use web portal allows you to manalge account and

telephony settings and provide complete end-usenmanagement

Hinh 2. Dich vu One Net cua Vodafone.

Ngoai ra, con ¢co rat nhiéu céac giai phap
dugc cac nha cung cap thiét bj dua ra dé trién
khai dich vu FMCentrex nhu:



- Kapsch: dua ra mét Frame work cho phép
trién khai dich vu Centrex cho ca cac thué
bao & tt ca cac mién Mobile, IMS, Fixed
va cung cip giai phap mo rong dich vu
khac nhu SMS, IVR, Pressence.

- Gintel dua ra giai phap Easy VPaBX -

Mobile IP Centrex Platform - Hosted
Business Services.

- Huawei:  SingleCORE@One  Office
Solution.

- Comverse: Converged [PCentrex.
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Hinh 3. Kién triic gidi phap Easy VpaBX

cua Gintel.

Service Products

CCX Framework
JAIN SLEE
Service Enablers

SSTIP

sssss
IVR/MRF,
cAP SIP/ISC

domain

Hinh 4. Convergent Centrex Framework cua
Kapsch.

2.2. Tinh hinh chuin héa

Fixed mobile centrex la mot khai niém
xuét phat tir nhu cdu thuc tién, hién chua co
chuan hoa nao riéng dugc dua ra cho van dé
nay.

Hién chi c¢6 ITU-T dua ra dinh nghia vé
IP Centrex trén mang NGN trong tai liéu
ITU-T Q.3612. Chuén nay chi ra kién trac
tong thé viéc cho viéc trién khai dich vu
Centrex trén mang NGN(bao gom ca kién
tric Call-Server based va IMS based). Chuan
nay mo ta chi tiét cac yéu ciu vé mit bao
hiéu cua céac thuc thé trén mang tur dau cubi
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UE cho dén cac thuc thé P/S/I-CSCF; AS;
BGCEF; ... can thiét d¢ dap ung cac yéu cau
cua dich vu Centrex.

~ Bang 1: Cac ti€u chuan chuan lién quan
dén dich vu Centrex

Stt| Chuin M ta Ghi chi
Hosted Enterprise
Services; IMS
1 1153“28(1); 4S Architecture, (2008-
functional description |08)
and signalling
Signalling
ITU-T |requirements and
2 Q.3612 |protocol profiles (0L
for IP Centrex service
; [ETSITS %‘I’Jsé‘)i iserlgr;‘;‘g:a 3GPP TS
122 085 | = PP 122,085
services;Stage 1
4 [ETSITS (Ccl‘[’Jséd Userle“ft’ 3GPP TS
123 085 [(CUO) supplementaryl) ; o5
services;Stage 2
5 ETSITS (Cé%sé‘)l Jser GrOWP 5GP TS
124 085 [ - ) SupPlementatyly4 g5
services;Stage 3
6 %(S}PP Voice Group Call
47068 Service (VGCS)
7 ITU-T |Closed User Group
Q.735 |(CUG) using SS7
PSTN/ISDN
s [ETSLTS b ccol specitication P07 TS
AL Closed User Group P
(CUG)

Chuan ETSI TS 182 024 dwa ra mo hinh
cho dich vu Hosted Enterprise Services trén
nén IMS, trong d6 Centrex 1a mot cach goi
khac cua dich vu HES nay.

Ngoai ra cac ki thuat vé CUG 1a mot
thanh phan quan trong thuong dugc bao gdm
trong dich vu Centrex 1a duoc chuan hoa
tuong d6i ki ludng va c6 sy ké thira tir hé
théng cac chuan tir thoi mang st dung bao
hiéu sb 7, sau nay tiép tuc dugc mo rong cho
viéc stir dung trén SIP.

Phan tiép cua tai liéu s& trinh bay tom tat
mot s6 ndi dung co ban ciia cac chuan, co dé



cap ki dén céc ndi dung quan trong vé kién
tric cung cap dich vu Centrex.

a) Chuin ETSI TS 182 024- Hosted
Enterprise Services

ETSI TS 182 024 V2.1.1 (2008-08) dua
ra dinh nghia Hosted Enterprise Services
thay cho viéc dung khéi niém Centrex.

Chuan nay dua ra kién tric chung cho
viéc cung cép dich vu IP centrex dua trén
IMS nhu mo ta trong Hinh 5. Trong kién triic
nay, chuan hoa nay dua ra thuc thé HES AS
la thyc thé chinh diéu khién logic cudc goi
cho cac thué bao Centrex. HES AS c6 cac
két ndi:

- Giao dién ISC: két ndi cac dau cudi qua
giao thuc SIP thong qua IMS core. IMS
core s€ trigger cac cudc goi cua cac thué
bao dang ky dich vu Centrex 1én HES AS

- Giao dién Ut: 1a giao dién cho phép nguoi
dung vao céu hinh dich vu (vi du: AS ¢o
giao dién web cho khach hang vao dang
ky va cau hinh dich vu)

- Giao dign Sh: sir dung giao thirc diametter
ké ndi tdi UPSF (co s¢ dir li€u nguoi
dung, con goi la HSS)

- Giao dién Ro/Rf- két nbi t6i hé théng ghi
cudc.

Nhu vy, v6i kién trac nay hé théng co
thé cung cép dich vu t&i cac thué bao ca cd
dinh (két ndi qua mién TISPAN IP-CAN) va
di dong (két ndi qua mién 3GPP IP-CAN).
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Hinh 5: Kién tric cung ccfp dich vu Centrex

theo ETSL.TS 182.024 V2.1.1(2008-08)

Bén canh viéc dua ra kién trac cho dich
vu Centrex(voi tén goi Hosted Enterprise
Service), chudn ETSLTS 182.024 con duara
phuong 4n cung cap dich vu HES cho céac
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thué bao di dong mién CS theo 3 kich ban
nhu mo ta trong Hinh 6.

- HES logic: Chirc nang chinh xur ly kich
ban cua cudc goi, dugc dat theo yéu cau
cua Thué bao (Customer).

- HES routing logic: Churc nang chura thong
tin dinh tuyén cua Phan hé diéu khién
IMS lién quan dén chirc ning dich vu
HES. Phan h¢ diéu khién thudc mién CS
s& truy cap cac thong tin dinh tuyén nay
dé dinh tuyén cudc goi toi Phan hé diéu
khién IMS.

- IN SCF (Intelligent Network Service
Control Function): 1a mot thuc thé chuc
ning trong kién triic mang IN, giao tiép
voi chiic nang IN thuoc mang di dong,
thong qua giao thuc INAP/CAP. IN-SCF
dinh tuyén cudc goi tir phia mién CS
(mang di dong) dén phan hé IMS.

- UEE (User Equipment Emulation): dung
dé “neo” cudc goi trong phan hé IMS.
UEE dai dién cho dau cudi thuéc mién
CS. IMS sé& coi UEE nhu mot diém két
cudi ctia cudc goi.

- Data: 1a co s¢ dit li€u ctua khach hang va
dich vu Centrex.

HES routing logic |

‘ HES logic

=

f—— ! @

e
ISCMa

Service Control Subsystemns

AGPP P CAN
E w

Hinh 6: Cac kich ban cung ccfp dich vu HES
cho thué bao mién Mobile-CS theo ETSLTS-
182.024

Piéu khién phién cudc goi giita mién
IMS va mién CS Mobile dugc thuc hién theo
mot trong ba kich ban nhu mo ta sau day:

C6 03 kich ban cho diéu khién phién
cudc goi tu mién CS Mobile sang mién
PES/PSS. Tuy theo tinh hinh chuan hoa, san
phém thuong mai ma co dé xuit cu thé, theo
phén tich sau.




Kich ban S1:
e IN SCF + HES logic: cung trong mot

may chu IMS AS

Mobile CS c6 chirc nang tuong ung
trong kién tric mang IN dé chuyén
cudc goi tdi khoi chire nang IN SCF

Yéu cau may chii IMS AS phai tich
hop chirc niang SCF; mang CS can co
chtrc niang IN, dinh tuyén cudc goi toi
SCF thudc AS cua IMS.

Kich ban S2:
e Mobile CS chii dong dinh tuyén téi

mién IMS, qua IMS control.

e Can cap nhat bang dinh tuyén cua HES

routing logic dong bd véi bang dinh
tuyén gitta cac cudc goi trong mién
IMS. Vi thé, phat sinh mot phan
mém/hé thong dé cho khach hang khai
bao duoc dial plan cua ho déi véi cac
dau cubi 1a Mobile CS va PSS,

Phan hé diéu khién cudc goi mién
Mobile CS can théng tin dinh tuyén
chia boi thyc thé chirc ning HES
routing logic

Kich ban S3:

e (Can chic nang UEE dé lam “anchor”

cho thué bao mién CS

e Thuc thé UEE duoc dua ra trong chuan

ETSI TS 182 024. Tuy nhién viéc mo
ta hoat dong va chuan hoéa thuc thé nay
khong dugc trinh bay rd rang va mang
tinh dinh tinh.

MGt s phén tich vé uu va nhuoc diém

cua cac kich ban trén:
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HES gauting |
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Hinh 7: Hién tiwong dinh tuyén vong khi phin

AS két noi véi Mobile-CS khong chira logic

dieu khién
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Kich ban S3:

e Nhu da md ta & trén: viéc chuan hda

ETSI TS 182 024 ¢6 dua ra kich ban
nay tuy nhién thuc thé UEE thi lai
khong duge mo ta rd rang. Vi thé viée
trién khai kich ban nay thuc su c6
nhiéu khé khan.

Kich ban S2:

e Ban chat cua kich ban nay la mién

mobile-CS s€ chi dinh tuyén cac cudc
goi cuia cac thué bao cua dich vu
Centrex sang mién IMS va tir d6 AS
trong mién IMS moéi chira logic diéu
khién cudc goi cua dich vu Centrex va
xtr 1y theo logic diéu khién cua dich vu.
Mot s6 han ché c6 thé théy & kich ban
nay c6 thé vi du cac truong hop nhu
sau

Vi du 1: Gia st ¢6 2 thué bao mA va
mB déu 1a di dong va déu nim trong
mot nhom Centrex khi d6 mA goi cho
mB nhung bam s6 tat. Khi d6 hé thong
MSC nhan thdy cudc goi xuat phat tir
thué bao mA 1a thué bao dugc ding ky
dich vu Centrex nén s¢ trigger 1én IN-
SCF ctua AS-Centrex(hay HES routing
logic) va khi d6 cudc goi sé dugc route
sang mién IMS(vi IN-SCF chi biét
logic dinh tuyén ma théi chir khéng
biét logic diéu khién cudc goi = khong
biét s6 tit ma mA bam la mB). Luc d6
AS trén mién IMS méi c6 chira logic
cudc goi va chuyén sd tit ciia mB ma
mA bam sang ) déy du va lai dinh
tuyén cudc goi vé mién mobile-CS.
Nhu vay mac du cudc goi gitta 2 thué
bao di dong cung mién CS nhung khi
goi cho nhau van phai dinh tuyén vong
qua mién IMS noi c6 chta logic diéu
khién dich vu.

Kich ban S1:

e Kich ban nay thi bét ky cudc goi xuit

phat tir mién nao déu dugc trigger 1én
FMCentrex-AS ngay nén dugc xu ly
logic diéu khién cudc goi ngay. Do d6
tranh duoc hién twong dinh tuyén vong
nhu treong hop da néu ¢ kich ban s 2



b) Chuin ITU-T Q.3612: Signalling
requirements and protocol profiles for IP
Centrex service

ITU-T Q.3612(06/2011) cling dua ra
kién tric chung cua dich vu IP Centrex dugc
dya trén ca 2 truong hop IMS-based va
CallServer-based.

Kién tric do ITU-T Q.3612 hoan toan
tuong tu nhu kién trac ma ETSI TS 182 024
dua ra. Chuan ITU-T Q.3612 ngoai viéc md
ta kién trac hé théng cung cép dich vu
Centrex dya trén IMS giong ETSI TS 182
024, con dua ra md ta kién trac dua trén
Call-Server.

Chuan nay ctia ITU-T ciing mo ta rd cac
yéu cau vé bao hiéu cho cic cudc goi
Centrex dbi véi ting thyc thé trén mang nhu:
AS; SCSF; AGCF... phai dap ng nhing yéu
cau gi vé& xtr 1y bao hiéu cho cudc goi
Centrex voi cac kich ban co ban: goi ndi bg,
£01 ra ngoai, nhan cudc goi tir ngoai; dich vu
dau sb chu goi

Hinh 8: Kién triic cung cdp dich vu Centrex
theo ITU-T Q.3612

3. KIEN TRUC CUNG CAP DICH VU
FMCentrex CHO VNPT

3.1. Kién tric trién khai FMCentrex

Duya trén phan tich céc tiéu chuan chuin
hoéa va hién trang mang cia VNPT. CDIT da
dé xuat phuong an trién khai dich wvu
FMCentrex trén mang IMS cia VNPT vdéi
kién triic tong quan dugc mo ta nhu Hinh 9.

Phan mién chtrc nang, bao gdm:

- Mién PES: Cung cap dich vu cho céc
thué bao cb6 dinh POTS (hoac goi la
Blackphone) ctua PSTN két ndi qua TGW,
hodc cac thué bao POTS qua cong truy
nhdp VGW (Voice Gateway), vi du nhu
MSAN hién tai.
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- Mién Fixed PS (PSS cuia cb dinh)

e Thué bao cb dinh thong qua cong truy
nhap RGW (Residential Gateway) dat
tai dia di€ém cua khach hang

e Phin mém goi dién thoai cai trén may
tinh, két noi thong qua RGW.

- Mién Mobile PS (PSS cho phan di dong):
Phin mém cai trén dién thoai di dong;
Lép Access cua di dong 1a chuyén mach
€01, vi du sir dung cong nghé LTE/AG;
thong qua thyc thé PDN GW két ndi vao
Lép Transport chung.

- Mién CS: cac t}~1ué bao thoai cua mang di
dong 2-3G, van su dung cong nghé
chuyén mach kénh.

Cg’lc thuc thé chuc nang thudc Nha
cung cap dich vu (SP), Dich vu Centrex,
khong gom dich vu thoai co ban.

- FMCentrex AS: 1a thanh phan chinh
xur 1y kich ban cudc goi

- Media Server: cung cip cac am
thanh: 161 nhac, chudng béo..té1 khach hang.

HSS Billing

IFC

+ Sh (Diameter),
Rf
FMCex

Mr
(SIP, VoicexML)

Application

IMS Call
Control i

Session
Control

! (HTTP)

trién khal dich vy. Hoac str dung APN méi cho két néi truc tiép toi IMS
(Note 2): Giao dién nay c6 néu nhw VNPT du tw hé théng FMCentrex AS méi
hé tr' ca 2 giao dién SIP va CAMEL.

Hinh 9: Kién triic dich vu FMCentrex trén
mang cua VNPT.

3.2. Cic van dé vé QoS
Phan nay md ta cac giai phap ki thuat
dam bao QoS cho dich vu, chu yeu tap trung
vao ki thuat ¢ 16p truyén tai.
- Dbi voi thué bao CH dinh(PSS/PES):
e Sir dung co ché QoS ¢ ha tang truyén
tai voi 16p wu tién thich hop (Hién theo
thiét ké cia VNPT la ¢ Class 4)



- Pbi v6i thué bao mién Mobile PS: Giai
doan dau, st két ndi qua Internet dé dau
cubi két ndi voi IMS
e Su dung co ché dinh tuyén tinh trén

Internet Gateway Router ciia mang di
dong sang PE ctia VTN d6i voi dia chi
IP public cia IMS: Do don vi quan ly
IMS 1a VIN va cac don vi quan ly
mang di dong c6 két n01 tryc tiép voi
nhau nén viéc dinh tuyén tinh va thiét
lap két ndi truc tiép s& giup cho luu
luong cua cudc goi di truc tiép tr cac
mang di dong sang IMS ma khong
vong ra ngoai Internet.

- DPbi v6i thué bao mién Mobile PS: st
dung APN két noi truc tiép voi IMS tu
GGSN.

e Viéc su dung APN riéng s€ dam bao
hé théng mang mobile dam bao chat
luong cho cac tunel tir dau cubi di
dong dén GGSN theo chuéin cta 3GPP.
Khi d6 chét Iugng dich vu s& duoc dam
bao theo mong mudn cta nha cung cip

dich vu
Remole users
(GGSN)

™ MMSC

Internet APN
Primary PDP Context nt .
(Internet Traffic) ——— nternet

Hinh 10: Sir dung APN cho viéc két noi
GGSN voi IMS cho dich vu thoai.

IMS APN

Primary PDP Context
(SIP signalling)

Secondary PDP Context
(Media 1)
Secondary PDP Context
(Media 2 and Media 3)

MMS APN

Primary PDP Context
(MMS)

3.3. Cac van dé vé an toan bao mat

Van dé dam bao an bao mat trong dich
vu FMCentrex can chu trong hon. Ap dung
02 co ché bao mat, xac thuc nguoi su dung,
dbi voi timg loai thué bao:

- NASS bundled authentication;
- SIP credentials.

a) Co ché bdo mit NASS bundled

Authentication

Thué bao ¢ dinh PSS két ndi truy nhap
mang thong qua thuc thé RGW. Thuc thé
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SSC (chtc ning NACF) ciia mang s& cip
phat tai nguyén truy nhdp mang cho thué
bao. Trong dich vu FMCentrex, thuc thé SSC
con dam nhan viéc cip quyén truy nhap cho
thué bao. Céac thong sb cua thué bao (service
profile, Line-identifier) duoc luu trir tai HSS,
dugc dung trong qua trinh cap quyén.

Qua trinh cdp phét tai nguyén truy nhap
cho thué bao cho dich vu dugc mo ta nhu
Hinh 11. DHCP véi Option-82 dugc st dung
dé cép tai nguyén mang cho RG. Thong sd
dua vao Option-82, cdu hinh tir DSLAM,
dung dé cép quyén cho Thué bao truy cip
vao mang. Khi truy cdp mang thanh cong,
SSC tra lai cdp gia tri AVP té1 SR (qua ban
tin Access-Accepts) vé théng tin cdu hinh
ctia thué bao (c6 ca thong sé vé VPRN).

e P-(SCF

Existing
el interface

DHCPDISCOVER DHCP Proxy RADIS Access-Request
DHCPOFFER
DHOP Reley

DHPACK

Option-82
Tnsert

RADIUS Access-Accept
RADIUS Accounting-Start

DHCPREQUEST

Hinh 11: Truy nhdp mang theo NASS

Thu tuc ding ky véi co ché NASS
Bundled Authentication dugoc moé ta nhu
Hinh 12:

Hinh 12: Thii tuc ddng ky véi Co ché NAS-
bundled Authentication

1. UE gui ban tin REGISTER toi mot P-
QSCF blade mac dinh (da duoc cau hinh
san).



. P-CSCF tra ctru tir CLF (thuc thé chirc
nang logic, tich hop SSC) dé xéac dinh vi
tri cta thué bao va dua tiéu dé P-Access-
Network-Info trong ban tin REGISTER.

3. P-CSCF gtri REGISTER té61 I-CSCF.

. I-CSCF guri ban tin UAR (User-

Authorization-Request, giao thirc

Diameter) td1 HSS va xac dinh S-CSCF

s€ xur ly ban tin.

. I-CSCF gui REGISTER t6i S-CSCF.

. S-CSCF  gui  MAR  (Multimedia-
Authentication-Request) t61 HSS dé nhan

thong tin xac thuc. Trong trudong hop

nay, HSS chi ra co ché¢ NASS-bundled

authentication. S-CSCF so sanh thong sb
P-Access-Network-Info voi thong tin xéac
thuc tir HSS, néu trung nhau thi tién hanh
dang ky.

S-CSCF g1 SAR (Server-Assignment-
Request) t6i HSS dé tai iFC cta dich vu
FMCentrex cho thué bao va gui lai 200
OK.

S-CSCF gui ban tin 3™ party REGISTER
to1 may chu FMCentrex-AS (c6 thong so
1FC nhu trong SAR).

Flow cac qua trinh nhan thyc NASS-

Bundle Authentication dugc thé hién nhu
trong Hinh 13:

Visited Metwork Home Metwork
[ ] |
| ve | [PcscH CLF [ 1-cscH | upsF] [s-cscH
MASS Authentication & Metwork
Attachment
1. Register
|Securit5.r Association reguired?
2. CLF Que
(TP aEEressi »
3. CLF Response
¢ [Cocation [nfo)
4. Register >
[F'-An?Dess Metwprk-info = dsl- 5 UAR
location) &
.‘—
S-C5CF selection
7. Register -
(P-Access Metwork-info = dsl-
location) 8 MAR
User profile
check
Q. nas
Line- EEntlTlEﬂ:;}}
Compare Line-
Identifier (s)
10. SAR
1. SAM
< 12. OK
14, OK 13 0K
o

Hinh 13: Flow ban tin kich ban cua nhdn thuc NASS-Bundle.
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b) Co ché bio mt véi SIP credentials

DPdi véi cac thué bao thudc mién PES,
hodc Mobile PS, Soft Client /PSS str dung co
ché xé4c thyc SIP Credential. Thu tuc dang ky
véi Co ché SIP credentials dugc md ta nhu
trong Hinh 14:

1. I-CSCF gui REGISTER t61 S-CSCF.

2. S-CSCF guiMAR (Multimedia-
Authentication-Request) toi HSS dé lay
thong tin xdc thuc (Credentials:

username, passwords). HSS xac dinh
ding mat khau mi héa Digest-MD5
(Digest-MD5-Password). Trong truong
hop chua c6 tiéu dé Authorization trong
ban tin REGISTER, S-CSCF gui “401
Authentication Required” t6i UE dé xéc
nhan lai (d4m bao s 1an round-trip tdi
thiéu 1a 2). UE lap lai budc 1, co kém
tiéu dé Authorization tra 11 dang voi yéu
cau x4c nhan trong ban tin 401. S-CSCF
kiém tra ban tin c6 tiéu d& Authorization.
Néu thanh cong thi chuyén sang budc
tiép theo.

3. S-CSCF gui SAR (Server-Assignment-
Request) t6i HSS dé xac dinh iFC cho
thué bao, sau d¢ tra vé ban tin 200 OK.S-
CSCF giri ban tin 3™ party REGISTER
t6i may chit FMCentrex-AS (c6 trung cau
hinh véi 1FC).

Hinh 14: Thii tuc ddng ky véi Co ché SIP
credentials
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¢) Sit dung SIP Firewall gita cdc mién
mang khdc nhau

Theo giai phap hién tai, SIP FW trién
khai dé giam sat cac ludng bao hiéu trude khi
di vao Phan hé IMS. O phan nay, tap trung
trinh bay bao mat dbi voi mién Mobile PS vi
khi trién khai giai phap FMCentrex:

- Mobile PS 1a mién mang moi, can tich
hop véi ha tang hién tai,

- Tai dau cudi cua cac thué bao loai nay cai
ban mém, viéc st dung linh hoat nhung
ddng nghia voi cac nguy co bao mat xuit
phat tir mién nay 1a cao.

S —_—_————_————

—_—_——— -~

| Dau cubi

| [

N |

| Mién | |

| Mobile PS | | o ——— P-CSCF

| ,ll P - (5450 I1SC)

v |

|

|

|

|

|

|

|

|

| |

| Bearer |

| Protection |

! | cBGF '

: @s10mMe) S ! MGW
| Bearer | :

| Protection |

Hinh 15: Sir dung SIP Firewallcho mién
Mobile PS dua trén giai phap hién tai.

—— e e~

Béo hi¢u SIP dugc gui dén SVIP FW, tich
hop v6i P-CSCF ¢ trén thuc thé 5450. SIP
Firewa}ll bdo v€ sy tin cong tor bén ngoai.
Mot sO tinh nang cia SIP Firewall:

- Ra soat ban tin SIP, chudn hoa ban tin SIP
gui vao (dong cac tiéu de, kich thuge t61
da) hi¢u chinh/ttr choi ban tin.

- Han ché téc do ban tin SIP (theo ting loai
ban tin co ban).

- Ty dong cach ly cac ngudn IP: Port vi
pham chinh sach, trong m{t khodng thoi
gian nhat dinh, vi du vi pham han ché toc
do, vi pham kich cd ban tin.

- Chéng lai nhiéu loai tin céng mirc mang
(vi du UDP/ICMP/TCP SYN flood, ping
on death, land attack).

d) Co ché bio mat véi GIBA(GPRS-IMS-
Bundled Authentication)



Co ché GIBA 1a giai phap bao mat trong
HSS, két hop dinh danh ¢ mirc SIP(str dung
public/private user identity) véi dia chi IP
dang duoc cdp phat cho ngudi ding & mirc
GPRS( trc la nhidn dang & l6p mang:
bearer/network level identity).

bé thuc hién dugc co ché nay yéu cau:

- HSS phai h(:)~ trg' vi€c quan ly User ¢ ca
muc GPRS lan muc SIP. Do d6 can xem

x€ét nang lyc hién tai cia HSS duoc dau tu
trén IMS cua VNPT.

Qua trinh nay yéu cau HSS quan 1y user &
ca ha tang GPRS nén viéc trién khai

phuong 4n nay can co thoi gian dé chuyén
doi.

Radius Server

Radius Client
| UE | | SGSN | | GGSN P-CSCF I-CSCF HSS S-CSCF
Activate PDP Conte;tl
Request Create PDP Context Accounting Request Start Req.
Request (PDP Address Allocated —
ff.ee.dd.cc + MSISDN+IMSI)
Accounting Request Start Answel
Create PDP Context
Adtivate PDP Context Adcept Response
(PDP Address Allocated: ff.ee.dd.cc)
SIP REGISTER
(via: "sent-by" - ff.ee.dd.¢c)
(from: public user id of UE)
GGSN checks for
IP address spoofing
I
P SIP REGISTER
src: f.ee.dd.cc | (via: "sent-by" - ff.ee.dd.cc)
(from: public user id of UE)
~|
|
Check source IP
address against
SIP "via" field
P SIP REGISTER
src: fl.ee.dd.cc | (via: "sent-by" - ff.ee.dd.cc)
(from: public user id of UE)
Cx-UAR R
(public user id of UE)
Cx-UAA
(public user id of UE)
SIP REGISTER
(via: "sent-by" - ff.ee.dd.cc
"received" — ff.ee.dd.cc)
(from: public user id of UE)
P Cx-MAR
(public user id of UE)
Map public user id to
MSISDN or IMSI to retrieve
associated IP address
Cx-MAA -
(IP Address stored ff.ee.dd.cc
Check "received"
IP address against
IP address received
from HSS
Cx-SAR
(public user id of UE)
Cx-SAA >
SIP 200 OK

Hinh 16: Thu tuc dang ki sir dung GIBA[3GPP TS 33.203]

Khuyén nghi doi véi trién khai tai
VNPT: Trong giai doan bit dau trién khai:
Dbi v6i cac thué bao mién mobile PS thi sir
dung co ché nhan thuc ¢ 16p SIP(user name,
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password) 13 giai phap hop 1y va c6 thé trién
khai ngay khong can cé su thay d6i ¢ 16p ha
tang mang. V& lau dai: Khi da trién khai
mang hudng dén hoi tu thi viée st dung



GIBA 1a nén thuc dé dam bao tinh an toan
cao hon.

4. KET LUAN

Bai viét da trinh bay mot cach tong quat
vé kién triic cung cép dich vu Fixed-Mobile-
Centrex va dé cap tuong dbi day du vé cach
thire diéu khién cudc goi FMCentrex gitta 2
mién IMS va mién Mobile CS. Bai viét ciing
da dé cap mot sd van dé vé Qos va bao mat
ddi véi kién tric cung cép dich vu dua ra va
mot s6 khuyén nghi khi trién khai cung cép
dich vu FMCentrex.

Mic du dich vu FMCentrex van chua
duoc trién khai trén thuc té, nhung viéc
nghién ciru sau vé hé théng cua CDIT di gop
phan dua ra dugc phuong an ki thut co ban
dé cho Tap doan VNPT khi trién khai thuc té
dich vu nay.
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