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Tom tét Bt cit logi phan mém nao ciing déu tiém dan bén trong no nhirng nguy co nhdt
dinh. Phan mém huong cloud ciing vay, do ddc diém ddc trung la kién tric nhleu bén thué nén
ciing an chira nhiéu rii ro ma néu khong dwoc luu y trong qua trinh phat trién ciing nhw kiém
thir thi ¢é thé gdy hdu qua rat Ién. Day chinh la nhirng khia canh chinh ma nhiing nguoi lam
kiém thir phai lwu y t6i. Trong khuon khé bai bao nay, ching téi sé trinh bay cdc nguy co co thé
xay ra doi véi loai phan mém hwéng cloud dé tir @6 dwa ra khung kiém thir ciing nhie cdc bai
kiém thir cy thé.

Abstract: Any kind of software are hidden within it certain risks. Cloud-based software as
well, due to its multi-tenant architectural features that should also hidden risks that otherwise
noted in the development well as testing, they can cause huge consequences. This is the main
aspect that test manager have to pay attention to the test. In this article, we will present the
probable risk for cloud-based software in order to offer the testing framework as well as specific
tests for it.

1. GIOI THIEU chat ché boi viéc kinh doanh cac dich vu
CNTT cing gidng nhu cac dich vy Vién
thong, can dam bao cam két chét luong phan
mém, dich vu t61 khach hang. Véi nhitng yéu
cAu nhu vy, cong vdi xu thé cac phﬁn mém,
hé thong dugc cung cap dudi dang cloud néu
yéu cau kiém dinh phan mém cloud 1a mot
bai toan can phai giai quyét ngay.

Tt nam 2007, Cong nghé thong tin da
bat diu mot mau hinh méi — dién toan dam
may. Mac du dién toan ddm may chi la mot
cach khac dé cung cip cac tai nguyén may
tinh, chir khong phai 1a mot cong nghé mai,
nhung n6 da chdm ngoi mot cudc cach mang
trong cach cung cap thong tin va dich vu cua

cac t6 chuc. Ciing tir d6 viée cung cAp phan Ném bit duoc yéu cau do, CDIT di dua
mém di ¢6 nhimg bude chuyen minh r6 rét. ra g6i kiém thir phan mém hudng cloud. Véi
Xu huéng chuyén céc phan mem truyén khung kiém thir CDIT dua ra cho loai phan
thong thanh céc dich vy phan mém trén dam mém nay thi tat ca cac phan mém can kiém
may dit ra cho cic nha cung cdp nhiéu thach thir duge ddi chiéu qua dé biét duoc nhiing
thire hon. rii ro ma phan mém c6 thé gip phai. Tir

nhitng phan tich rai ro s€ dua ra muc uu tién
vé kiém thir cac khia canh phan mém. Véi
goi dich vy kiém thar phan mém hudng
cloud, CDIT dua ra cac bai kiém thir cu thé
dé dam bao tit ca cac khia canh can thiét
duoc kiém tra nham dat chét luong tt nhat.

Ciing nhu cac nha cung cdp phan mém
tai Viét Nam, VNPT ciing dang tan dung thé
manh cta cic don vi truc thudc ting budc
dua nhitng phan mém dung chung cia céc
buu dién trén khip céac tinh/ thanh tro thanh
cac dich vu phan mém duéi dang phan mém
hudng cloud based. Bén canh d6 con tich cyuc 2. NOI DUNG VA PHUONG PHAP
day manh viéc cung cip, kinh doanh cac dich NGHIEN CUU
vu CNTT ra ngoai thi truong. Pay la mang
hira hen nhiéu tiém ning nhung ciing bi canh
tranh gay git khong kém cac dich vu Vién

2.1. Pic diém khac biét giira phan mem
huéng cloud voi cac phin mém truyén

thong. Véi vai tro kinh doanh céc dich vu thng . . .

nhu Véy, Tép doan cd hai phu‘o’ng thtc dé tao Phan mém hlIé’I’lg ClOlld c6 nhiéu dﬁC
cac san pham dich vu: ty phat trién hodc mua diém khac so v6i phan mém va _ung dung
dé kinh doanh dich vu. Ca hai phwong thuc web truyén thong. DAy l1a phan mém c6 kién
nay déu dit ra yéu cau kiém dinh phin mém trac multi-tenant (nhiéu bén thué) trong dé
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tat ca ngudi ding va cac tng dung duoc chia
sé trong mot co sO ha ting va mot nén code
chung dugc duy tri tdp trung. Pay la mdt
diém manh ctia phan mém huéng cloud vi nd
tiét kiém dugc kha nhiéu chi phi cho ca nha
cung cap 1an nguoi st dung. Ngoai ra, nd
con thuan tién trong viéc trién khai trén dién
rong va dé dang trong viéc sira chira, bao tri,
v.v... Tuy nhién, bén canh nhiing diém manh
thi phan mém hudng cloud ciing 4n chira mot
sd rai ro, nguy co do nhimg dac diém kién
tric phan mém cua minh. Mot s6 rui ro ma
cac phan mém huong cloud thuong gap phai
bao gém: rui ro vé mét hiéu nang, bao mat,
kha ning sin sang hay kha ning béo tri,
V.V....

2.2. Mjt s6 nguy co cin kiém soat doi véi
phan mém hwéng cloud

Nhitng nguy co lién quan dén hiéu ning
la muyc ti€u quan trong trong mot thoi gian
dai. Véi dién toan dam may, cang nhiéu két
ndi duge thuc hién trén Internet thi rai ro vé
hiéu ning cang nhiéu hon. Khi nhiéu hé
thdng khac duoc st dung voi sy trg gitp cia
dam may thi viéc st dung internet ¢ thé dan
dén nguy co vé hiéu ning ddi voi tat ca cac
quy trinh nghiép vu. Mot hudng quan trong
trong lga chon dién toan dam may la kha
ning mé rong cua dich vu. Khi nhu cau ting
thi nang luc cua hé théng ty dong tdng mot
cach nhanh chéng, sau d6 khi nhu ciu giam
thi nang lyc hé thng ciing s& giam di. Pay
chinh 1a kha ndng dan hdi, mot khia canh test
riéng trong cloud.

Nhitng rii ro xuat hién dbi voi hiéu ning
cling di cung v6i bao mét: day cling chinh 1a
diéu ma ngudi quan 1y kiém ther ludn ludn
quan tdm. Khi sor dung dam may c6 nghia 1a
nhirng nguy co vé bao mat phai dugc giai
quyet mot cach rd rang. Su ¢d bao mat c6 thé
dan dén thiét hai ngay lap tic cho doanh
nghiép va c6 thé din dén vi pham phap luat.
C6 rat nhiéu céc quy dinh vé an toan thong
tin va bdo mat. Viéc chia sé tai nguyén
CNTT véi cac khach hang khac ciing s& dan
dén cac van dé an ninh. Trong tit ca cic mo
hinh thyc hién dién todn dam may thi sy
nguy hiém nhat 13 mot nhan vién khong duoc
quyén nhung lai truy cap duoc vao cac dir
lidu nhay cam. Pay chinh 13 van d¢ can phai
dugce kiém soat. Mot dic diém quan trong
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khac cua cac dich vu trén dam may la viéc
khong khoa Internet, thong qua cac dich vu
c6 thé thu duoc & khép moi noi va trén tit ca
céc loai nén tang. Hién nay c6 mot xu hudng
moi, d6 1a nhan vién st dung cac thiét bi cta
minh dé 1am viéc. Moi nguoi thuong lam
viéc & nhidu dia diém khéc nhau, hau hét la
ngodi van phong va st dung thiét bi riéng
ciia minh. Piéu ndy din dén mot 16 hong
moi. Vay 1am thé nao dé giir an toan cho cac
thiét bi va lam thé nao dé ngudi dung su
dung mot cach an toan. Do ciing 1a diéu ma
cac bai kiém thir can phai dua ra dé kiém tra.

Rui ro vé tinh sin sang va lién tuc anh
huong truc tiép ngay dén qua trinh kinh
doanh cta ngudi str dung. Mot sd van dé co
thé xay ra nhu mét két ndi Internet, mot thiét
bi bi 16i trong dich vu riéng ctia minh, hoic
khong truy cap duoc vao dir li€u cong ty.
Vié¢c phan tich rui ro s€é danh gid dugc nhitng
gian doan c6 thé xay ra va luong trude duogc
hau qua cia n6. Tuy thudc vao nguy co dé
dua ra cac bién phap kiém thir nhim lam
giam nhe cdc rui ro do.

2.3. Cac khia canh kiém thir cia phin
mém hwéng cloud

a) Kiém thir bio mat

Muc dich: nham dam bao hé thong
phong chong dugc céc su tan cong tir bén
ngoai, ddm bao an ninh dir li¢u ctia cac bén
thué.

b) Kiém thir hiéu ning

Muc dich: nham kiém tra hiéu suét hoat
dong, phan tng cua hé thdng trong céc
truong hop tai khac nhau, truong hop qua tai
cling nhu khi hé thng sir dung tai 16n trong
mot thoi gian du dai.

¢

Kiém thir chirc nang

Muc dich: nhim dam bao cac quy trinh
nghi€p vu dugc thyc hién chuan xac, cé thé
cau hinh theo tirng bén thué.

d) Kiém thir twong thich

Muc dich: nhim bao dam kha ning
twong thich cua tng dung vdi cac muyc tiéu
khac nhau nhu trinh duyét web, cac nén tang
phan cing, nguoi ding (ngdn ngilt, ving
mién khac nhau) hay hé diéu hanh, v.v...

e)

Kiém thir Live



Muc dich: Muc dich cta kiém thi live
nham dam bao ung dung dugc test trong mot
mdi truong thuc su. Co hai loai kiém thir live

can duogc quan tam la:

- Kiém thir kha nang phuc hdi sau tham

- Kiém thir kha ning ning cip truc tuyén
) Kiém thir cdc thujc tinh SaaS

Muc dich cua viéc kiém tht cac thudce
tinh SaaS chinh la ddm bao cho tng dung
SaaS thoa man cac dac diém ma mot SaaS

hoa

Nguv co ve hiéunang

Nguy co vé bao mat

Nguy co vé khanang san sang
Nguv co ve mat chitre nang

Nguy co ve khanang bao tri

can phai co.

Kiém thi hidu nang
Kiém thi bao mat
Kiém thi teong thich
R Kiém thi nghidp vu
va tinh lién tuc
Kiém thi Live

Kidm thi cac thude tinh Saas

Kiém thi tinh san sang va lién tuc

Hinh 1. Bang dnh xa giita nguy co phan mém va cdc khia canh kiém thir

Khia canh kiém thir

Bai kiém tra

Kiém thir hiéu ning

Kiém thtr tai (Load test)
Kiém thtr qua tai (Stress test)
Kiém thtr 46 bén hodc kiém thtr khdi luong

Kiém thu tinh mém déo va kha ndng mo rong

Kiém thir bao méat

Danh gia bdo mat mang

Kiém tra bao mat thong tin khach hang

Kiém thir kha ning ma hoa

Kiém thtr kha ning xac thuc

Kiém thir kha nang iy quyén

Kiém thtr bao mat chéng lai nhitng tdn cong tir Internet.

Kiém thir nhirng ban va bao mat

Kiém thu

thich

tuong

Kiém thir kha ning tuong thich cua dich vu v6i cac quy tinh nghiép

vu

Kiém thtr tinh twong thich voi cac trinh duyét

Kiém thir tinh twong thich véi cac hé diéu hanh khac nhau
Kiém thir kha ning ndi dia hoa (Localization)

Kiém thtr kha ning qudc té hoa (Internationalization testing):

Kiém thir kha ning tuong thich nguoc vé mit giao dién

Kiém thir nghiép vu

Kiém thtr chét lugng dich vu
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Kiém thir tinh than thién v6i nguoi ding

Kiém thir giao dién v&i cac hé thong khac

Kiém thtr kha nang c4u hinh dich vu

Kiém thir kha ning tuy bién d6i v6i nha cung cap
Kiém thir kha nang tuy bién d6i véi khach hang
Kiém thir cac web service

Kiém thir trén nhiéu nén tang

Kiém tra va thir nghiém voi cac Gng dung

Kiém thir kha nang lam viéc offline

Kiém thtr Live

Kiém thir kha nang khoi phuc sau thim hoa
Kiém thtr nang cap truc tuyén (Live upgrade)

Kiém thir cac thudc
tinh SaaS

Kiém thir su tach biét giira cac bén thué
Kiém thtr sy tich hop gitta cac API
Kiém thtr co ché tinh phi

Kiém thu tinh sin
sang va lién tuc

Kiém thir dy phong

Kiém thtr 6 tin cdy cta phan clirng
Kiém thu d6 tin cdy cua phan mém

Kiém tra két noi internet

Hinh 2. Khung kiém thir va cdc bai kiém thir twong iing

3. KET QUA

Tu nhiing phan tich rui ro va cac khia
canh kiém thtr cho phan mém huéng cloud,
chung t6i dua ra khung dé danh gia, kiém tra
nham Xxdac diph cac bai ki€ém thir cu thé cho
tirng phan mém véi dac diém riéng cua no.
4. THAO LUAN

Véi khung kiém thir nhu trén, co thé
thay rang co rat nhleu bai klem thir cdn phai
tién hanh trén mdi phan mém huong cloud.
Diéu do s& dan dén su ton kém vé& mat thoi
gian, chi phi va cong suc. Vay co thuc su
phai qua tat ca cac bai kiém tra nhu vy hay
khong?

Chung ta déu biét rang, mdi mot phan
mém khi duoc xay dung déu c6 muc tiéu, dbi
tugng, tinh chat riéng cua n6. Do vay, ching
ta hoan toan c6 thé dua vao d6 dé dua ra muc
wu tién danh gia cac khia canh kiém thir dé
giam bot thoi gian va chi phi kiém thir phan
mém ma van dat hiéu qua cao. Vi du: D6i
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v6i phan mém Ké toan can dugc kiém soat
vé mat bao mat va riéng tu dir liu cao thi
viéc danh gid phai duogc lam that ky voi
nhiéu kich ban. Mdi kich ban phai duoc xay
dung dua trén céc cong viéc thuc té ma
khach hang van tién hanh, kiém tra su tach
biét gitra cac khach hang. Xay dung céc kich
ban tan cong dang cloud dé kiém soat kha
ning biao mat ctia phin mém. Con dbi voi
phan mém mang tinh dai ching nhu VnEdu
thi lai can duoc kiém tra ky ludng vé mat
hi¢u nang, sy tach bi¢t vé hiéu nang gilra cac
bén thué khac nhau. Cu thé 13 néu mét
truong (bén thué) co su kién gi d6 khién
lwong ngudi ding bong nhién ting dot bién
thi khi d6 hiéu ning cta hé thong phai dap
tmg duoc s6 luong nguoi dung 16n, dong
thoi tde do truy cap cua cac bén thué con lai
khong dugc bi anh huong.



5. KET LUAN

Véi két qua nghién ciru va xay dung nén
céc bai kiém tra cu thé, goi dich vu kiém thir
phan mém hudng cloud c¢o thé duoc trién
khai thuc hién trude hét cho cac phén mém
cua VNPT va hudéng ra mé rong thuc hién
cho cac nha cung cip, cac nha dau tu vao
phan mém huéng cloud c6 nhu cau trén thi
truong.
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