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Tém tit: Kién triic mang truyén thong dang ngay cang tré nén khéng phii hop voi nhu cau
kinh doanh ciia cac doanh nghiép, nha khai thac mang cua nhu nguoi a’ung cuoi. Ngay nay nhu
cau kinh doanh yéu cau mang phai déap vmg viéc thay doi nhanh chong cdc thong so vé tré, bang
théng, dinh tuyén, QoS, bdo mdt,... Badi bdo nay gioi thiéu vé Software Defined Networking
(SDN), mgt cong nghé moi, mot phu’o’ng phap tiép cdn méi téi networking lam thay doi kién tric
mang hién nay nham dép g cdc nhu cau kinh doanh méi. T rong SDN, phan diéu khlen cua
thiét bi mang dwege tach roi khoi phan citng va dwege thue hién bang iing dung phan mém goi la
Controller, va giao tiép véi phan ciing thong qua cdc giao thirc truyén théng, trong dé
OpenFlow néi lén nhw la mét giao thirc voi nhiéu wu diém nhdt. Phwong phdp trén cho phép ky
sw mang va nguoi quan tri ¢é thé dinh hinh leu luong tr mot giao dién diéu khlen trung tam ma
khéng can cham vao cdc Switch, qua @6 phan hoi nhanh chong téi cdc yéu cau thay doi kinh

doanh.

1. GIOI THIEU cung cap kha nang cho phép 16p g dung
lap trinh lai (cau hinh lai) mang (diéu
chinh cac tham so tré, bang thong, dinh
tuyén, ...) thong qua 16p diéu khién.

Hién nay nhu cau vé tng dung cua cac
end-user dang ngay cang gia tang, kéo theo
do6 1a nhu cau khac nhau cua nguoi dung vé
mang két nbi. Mang can phai dap ung viée PPLIGATION LAYER |
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thay d6i nhanh chong cac thong so vé tré,
bang thong, dinh tuyén, bao mat, ... theo cac
yéu cau cua cac (mg dung. Mot mang c6 thé
1ap trinh s& dép tmg duoc yéu cau trén, mo ra
nhiéu canh cira méi tdi cac tng dung.

T6 chirc phi loi nhuan ONF (Open
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Networking Foundation), dugc thanh 1ap bdi ——
cac cong ty Deutsche Telekom, Facebook,
Google, Microsoft, Verizon, va Yahoo!, da )

dinh nghia cong nghé SDN nhu 1a giai phap Hinh 1. Kién truc cua SDN

dé cung cAp mot mang nhu vay. SDN 1a mot
kién trac linh hoat, dé quan ly, hiéu suit cao
va thich nghi tt, khién cong nghé nay ly
tuong cho cac img dung doi héi bang thong
cao va can sy linh hoat hién nay. Trong SDN,
phan diéu khién mang dugc tach ra khoi phan
chuyén tiép va co thé cho phép 1ap trinh tryc
tiép duoc.

2. KIEN TRUC CUA SDN

- Lop ung dung: 1a cic ung dung kinh
doanh duoc trién khai trén mang, duogc két
nbi toi 16p didu khién thong qua cac API,
cung cap kha nang cho phép 16p tng dung
lap trinh lai (cau hinh lai) mang (diéu
chinh cac tham s tré, bang thong, dinh
tuyén, ...) thong qua 16p diéu khién.

- Lop diéu khién: 1a noi tap trung cac bo
diéu khién thuc hién viéc dleu khién céu

Kién tric cia SDN gﬁ)m 3 16p riéng biét: hinh mang theo cic yéu cau tir 16p g
16p tng dung, 16p diéu khién, va 16p co so ha dung va kha néng cua mang. Céq bd dicu
tang (16p chuyén tiép). Trong do: khién nay co thé la cac phan mém dugc

lap trinh. Ngoai ra de truyén thong didu
khién 16p co s ha tang, 16p diéu khién sir
dung cac co ché nhu OpenFlow, ONOS,

- Lop ung dung: la cac ng dung kinh
dganh duoc trjén khgi trén mang, dugc két
noi tdi 1op dieu khién thong qua cac API,
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ForCES, PCEP, NETCONF, SNMP hodc
thong qua cac co che riéng biét.

- Lop co so ha tang: 1a cac thiét bi mang
thuc té (vat 1y hay ao hoa) thuc hién viée
chuyen tiép goi tin theo sur diéu khién cua
16p diéu khién. Mot thiét bi mang co thé
hoat dong theo su diéu khién cua nhiéu b
diéu khién khac nhau, diéu nay giup ting
cuong kha nang 4o hda cua mang.

Véi kién tric nhu trén, SDN cung cap
cac khd nang:

- Lop diéu khién co thé duoc lap trinh truc
tiép.

- Mang duoc diéu chinh, thay d6i mot cach
nhanh chong thong qua viéc thay doi trén
16p diéu khién.

- Mang dugc quan ly tap trung do phan diéu
khién dugc tap trung trén 16p diéu khién.

- CAu hinh 16p co sé ha tang c6 thé duge
lap trinh trén 16p Uung dung va truyén dat
xubng cac 16p dudi.

V6i nhiing tinh nang méi, SDN dem lai
cac loi ich sau:

- Giam CapEx: SDN giup giam thiéu céac
yéu cau mua phan ctng theo muc dich xay
dung cac dich vu, phan cig mang trén co
s& ASIC, va hd trg mo hinh pay-as-you-
grow (tra nhitng gi ban dung) dé loai bo
lang phi cho viéc dy phong.

- Giam OpEx: thong qua cac phan tor mang
da dugc gia tang kha ning 1ap trinh, SDN
gitip dé& dang thiét ké, trién khai, quan 1y
va mo rong mang. Kha ning phéi hop va
du phong ty dong khong nhimg giam thoi
gian quan ly tong thé, ma con giam X4c
suat 16i do con ngudi toi viéc t6i wu kha
nang va dg tin cdy cua dich vu.

- Truyén tai nhanh chéng va linh hoat: giup
cac t6 chire trién khai nhanh hon cac tng
dung, cac dich vu va co so ha tang dé
nhanh chong dat dugc cac muc tiéu kinh
doanh.

- Cho phép thay dbi: cho phép cac td chirc
tao méi cac kiéu ung dung, dich vu va mo
hinh kinh doanh, dé c6 thé tao ra cac
ludng doanh thu méi va nhiéu gia tri hon
tr mang.
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- Mo ra co hoi cho géc nhé cung cép thiét bi
trung gian khi phan di€u khién dugc tach
101 khoi phan ctng. Dicu nay khién SDN
c6 thé coi nhu 1a “Cisco killer”.

3. GIAO THUC OPENFLOW

Pé tach biét han phan diéu khién ra khoi
phan chuyén tiép va cung cap kha ning lap
trinh cho 16p diéu khién, ONF st dung giao
thirc OpenFlow. OpenFlow 14 tiéu chuan dau
tién, cung cip kha ning truyén thoéng giita
cac giao dién cua lop diéu khién va 16p
chuyén tiép trong kién trac SDN. OpenFlow
cho phép truy cap truc tiép va diéu khién mat
phang chuyén tiép cta cac thiét bi mang nhu
switch va router, ca thiét bi vat ly va thiét bi
a0, do d6 gitp di chuyén phan diéu khién
mang ra khoéi cac thiét bi chuyén mach thuc
té t6i phan mém diéu khién trung tam.

3.1.

- OpenFlow co thé dugc st dung bdi ung
dung phan mém ngoai dé diéu khién mit
phang chuyén tiép cua cac thiét bi mang,
gidng nhu tap 1énh cua CPU diéu khién
mot hé théng mdy tinh.

Cac dac trung cia OpenFlow

- Giao thitc OpenFlow duoc trién khai trén
ca hai giao dién cta két ndi giita cac thiét
bi co sé ha tﬁng mang va phﬁn mém diéu
khién SDN.

- OpenFlow st dung khai niém cac “flow”
(ludng) dé nhan dang luu luong mang trén
co s& dinh nghia trude cac qui tic phu hop
(dugc 1ap trinh tinh hodc dong boi phan
mém diéu khién SDN). Giao thitc nay
cing cho phep dinh nghia cach ma luu
luong phai duoc truyén qua cac thiét bi
mang trén co s& cac tham s, chang han
nhu mo6 hinh luu lugng st dung, Ung
dung, va tai nguyén ddm may. Do doé
OpenFlow cho pheép mang duoc 1ap trinh
trén co sé ludng luu luong. Mot klen tric
SDN trén co s& OpenFlow cung cip diéu
khién ¢ mirc cuc ky chi tiét, cho phép
mang phan hdi sy thay doi theo thoi gian
thyc cia Ung dung, nguoi dung va mirc
phién. Mang dinh tuyen trén co so IP hién
tai khong cung cdp muc nay cua diéu
khién, tat ca cac ludng luu luong gitta hai
diém cudi phai theo cing mot duong
thong qua mang, mic di yéu cdu cia
chung khac nhau.



- Mot thiét b OpenFlow bao gé)m it nhat 3

thanh phan:

e Flow Table: mot lién két hanh dong véi
moi ludng, gitp thiét bi xur ly cac luong
the nao,

I @ OpenFlow

OpenFlow-enabled Network Device

Flow Table comparable to an instruction set

TCP dport

Hinh 2. Vi du vé Flow Table trén mét thiét bi

e Secure Channel: kénh két ndi thiét bi
t61 bo diéu khién (controller), cho phép
cac 1énh va cac goi tin dugc gui gitra
bo diéu khién va thiét bi,

e OpenFlow Protocol: giao thic cung
cap phuong thire tiéu chuan va mé cho
mot bd diéu khién truyén thong véi
thiét bi.

OpenFlow
b Switch Controller

S OpenFlow =
sw ~ecure Protacol 5
Channel &8 =

Hinh 3: Cau tric mét thiét bi OpenFlow

Giao thirc OpenFlow 1a mot chia khoa dé
cho phép cic mang dinh nghia bang phan
mém, va cing la giao thuc tiéu chuén
SDN duy nhat cho phép diéu khién mat
phang chuyén tiép ciia cac thiét bi mang.
Tir viéc ap dung khoi dau téi mang trén co
s& Ethernet, cac SDN trén co sO
OpenFlow c6 thé duoc trién khai trén cac
mang dang ton tai, ca vat 1y va 4o hoa.

OpenFlow dang ngay cang dugc hd tro
rong rdi boi cic nha cung cip co s ha
tang khac nhau, thong qua viéc trién khai
mot firmware don gian hodc nang cip
phan mém. Kién traic SDN trén co sé
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OpenFlow c6 thé tich hop tir tir voi co s
ha tang hién c6 cua doanh nghiép hodc
nha khai thac mang, va cung cap phuong
thire tich hop don gian cho cac phan cua
mang can dén cac chirc ning SDN nhat.

3.2. Lgiich khi str dung OpenFlow

Cong nghé SDN trén co s¢ OpenFlow

cho phép nhan vién IT giai quyét cac tng
dung bang thong cao va bién d6i dong hién
nay, khién cho mang thich tng véi cac nhu
cau kinh doanh thay d6i, va 1am giam déng
ké cac hoat dong va quan 1y phirc tap. Nhiing
lgi ich ma cac doanh nghi¢p va nha khai thac
mang c6 thé dat duoc thong qua kién trac
SDN trén co s& OpenFlow bao gom:

Tép trung hoa diéu kh1en trong moi
truong nhiéu nha cung cap thiét bi: phan
mém diéu khién SDN c6 thé diéu khién
bat ky thiét bi mang nao cho phép
OpenFlow tir bat ky nha cung cap thiét bi
nao, bao gém switch, router, va cac switch
0.

Gidam sy phuc tap thong qua viéc tu dong
hoéa: kién tric SDN trén co s& OpenFlow
cung cip mot framework quan 1y mang tu
dong va linh hoat. Tu framework nay cé
thé phat trién cac cong cu tu dong hoa cac
nhiém vy hién dang duoc thyc hién bang
tay.

Téc d6 d6i méi cao hon: viéc ap dung
OpenFlow cho phép cac nha khai thac
mang lap trinh lai mang trong thoi gian
thuc dé dat duoc cac nhu ciu kinh doanh
va yéu cau ngudi dung cu thé khi c6 sy
thay doi.

Gia tang d0 tin cdy va kha nang an ninh
cua mang: cac nhan vién IT co thé dinh
nghia cic trang thai cdu hinh va chinh
sdch & muc cao, va ap dung tdi co so ha
tang thong qua OpenFlow. Kién tric SDN
trén co s& OpenFlow cung cap diéu khién
va tim nhin hoan chinh trén mang, nén c6
thé dam bao diéu khién truy nhap, dinh
hinh luu lugng, QoS, an ninh, va céac
chinh sach khac duge thuc thi nhat quan
trén toan bd co s& ha ting mang khong
day va c6 day, bao gdm ca cac van phong
chi nhanh, cac co so chinh va DC.



- Piéu khién mang chi tiét hon: moé hinh
diéu khién trén co s flow ctia OpenFlow
cho phep nhan vién IT ap dung cac chinh
sach tai mirc chi tiét, bao gom phién,
nguoi dung, thiét bi, va cac mirc ung
dung, trong mdt sy trru tugng hoa cao, tu
dong diéu chinh thich hop.

- Tét hon voi trai nghiém nguoi dung: bang
vi€c tap trung hoa diéu khién mang va tao
ra trang thai thong tin ¢ san cho cic ng
dung mirc cao hon, kién triic SDN trén co
s& OpenFlow c6 thé dap ung tét hon cho
cac nhu ciu thay d6i ctia nguoi dung.

4. UNG DUNG CUA SDN

V6i nhiing loi ich ma minh dem lai,
SDN c¢6 thé trién khai trong pham vi cac
doanh nghiép (Enterprises) hodc trong ca cac
nha cung cap ha tang va dich vu vién thong
dé giai quyét cac yéu cdu cua cac nha cung
cAp tai mdi phan khiic thi truong.

4.1. Pham vi doanh nghiép

a) Ap dung trong mang doanh nghiép

Mo hinh tap trung, diéu khién va dy
phong tu dong ctia SDN hd tro viée hoi tu dir
li¢u, voice, video, cling nhu 1a viéc truy cap
tai bat ky thoi diém nao, bat ky dau. Diéu nay
duogc thuc hién thong qua viéc cho phép nhan
vién IT thue thi chinh sach nhat quan trén ca
co so ha ting khong day va c6 day. Hon nira,
SDN hb trg viéc quan 1y va giam sat ty dong
tai nguyén mang, xac dinh bang cac ho so ca
nhan va cac yéu ciu cua Gng dung, dé dam
bao toi wu trai nghiém nguoi dung véi kha
nang cua mang.

b) Ap dung trong Data Center (DC)

Viéc 4o hoa cac thuc thé mang cua kién
tric SDN cho phép viéc m¢ rong trong DC,
di cu ty dong cac may o, tich hop chat ché
hon véi kho luu trit, sit dung server tot hon,
sir dung ning luwong thap hon, va t6i wu bing
thong.

¢) Ap dung déi véi dich vu Cloud

Khi dugc st dung dé hd trg mot moi
truong ddm may riéng hoac tich hgp, SDN
cho phép céc tai nguyén mang dugc cip phat
theo phuong thtrc linh hoat cao, cho phép du
phong nhanh céc dich vu ddm may va hand-
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off linh hoat hon véi cac nha cung cdp dam
mAay bén ngoai. V&i cac cong cu dé quan ly
an toan cac mang ao cua minh, cac doanh
nghi¢p va cac don vi kinh doanh s€ tin vao
cac dich vu ddm may hon.

4.2. Pham vi cic nha cung cip ha ting va
dich vu vién thong

SDN cung cép cho cac nha mang, cac
nha cung cap dam may cong cong, va cac
nha cung cap dich vy, su md rong va tu dong
can thiét dé trién khai mot mo hinh tinh toan
c6 ich cho ITaaS (IT-as-a-Service). Diéu nay
dugc thyc hién thong qua viéc don gian hoa
trlen khai cac dich vy tuy chon va theo yéu
cau, ciing voi viéc chuyén doi sang mé minh
selfservice. Mo hinh tip trung, du phong va
diéu khién tu dong ctia SDN dé dang hd trg
cho thué linh hoat tai nguyén, dam bdo tai
nguyén mang duoc trién khai t6i uwu, giam
CapEx va OpEx, ting gia tri va toc do dich
vu.

5. KET LUAN

Bai bao dd cung cap cai nhin tong quat
vé SDN, vé giao thirc OpenFlow st dung dé
truyén thong giita thiét bi va bd diéu khién
trong kién traic SDN. Qua d6 chi ra duoc
nhiing lgi ich ma SDN mang lai, nhiing lgi
ich ma kién trac SDN trén co s& OpenFlow
dem lai. Vi chiic nang cua minh, thi SDN Ia
mot cong nghé ma CDIT phdi tham gia
nghién ciru va phat trlen diéu nay gitp CDIT
tu van hudng phat trién cong nghé va dao tao
can bd cho cac nha khai thac tai Viét Nam,
cling nhu tham gia vao cong tac dao tao sinh
vién tai Hoc vién. Trong d6, cac hudng
nghién ctiu vé cac bd diéu khién Controller
ctia kién tric SDN, cic ung dung trén nén
tang SDN, cac van dé vé diéu khién QoS,
diéu khién Security trong mang SDN, ... 1a
phil hop nhét véi kha ning va sy phat trién
cua CDIT.

6. TAILIEU THAM KHAO

1. Open Networking Foundation, White
paper, Software-Defined Networking: The
New Norm for Networks,



2. Cengiz  Alaettinoglu,  White  paper: Jonathan Turner, OpenFlow: FEnabling
Software Defined Networking, Packet Innovation in Campus Networks;

Design, 4. Open Networking Foundation, OpenFlow

3. Nick McKeown, Tom Anderson, Hari Switch Specification;
Balakrishnan, Guru Parulkar, Larry

5. : tworking.
Peterson, Jennifer Rexford, Scott Shenker, www.opennetworking.org

Thong tin tac gia: Bui Trung Thanh
Nam sinh: 1988

Ly lich khoa hgc: Tét nghi¢p Truong DPHBK Ha Noi, 2006, Chuyén
nganh: Pién tir - Vien thong)

Huwdéng nghién ciru: SDN, 4G-LTE, Networking
Email: thanhbt@ptit.edu.vn; thanhbt@cdit.com.vn

179



