UNG DUNG CONG NGHE DOMAIN CONTROLLER
BAO MAT MAY TiNH NGUOI DUNG

ThS. Nguyén Thi Xuén
T6 NCPT An toan théng tin

Tém tit: Cic cudc tan cong, lay nhiém ma doc gan day hau hét dwoc tin tic khai thdac 16
hong tiém an trén mdy tinh ngwoi ding khéng dwoc bao mdt. Vin dé dat ra doi véi ngueoi qudn
tri la lam thé nao dé bao vé hang tram mdy tinh nguwoi ding trong t6 chire tranh khéi cac nguy
co mdt an ninh an toan d6. Mot cong nghé khéng hé méi ciia Microsoft nhung it dige cdc doanh
nghiép Viét Nam ing dung do la Domain Controller. M6 hinh Domain Controller cho phép quan
Iy tdp trung cdc doi twgng tham gia vao mang, nham muyc dich: xdc thwc chinh xdc doi tiwong
(computer, user); thiét lgp cdc chinh sdch vé bao mat, trién khai phan mém, ban va 16 hong tir xa

mot cach nhanh chong.

1. GIOI THIEU

Domain (mién hay ving) 1a mot khai
niém quan trong trong mang Window, mot
domain 1a tap hop céc tai khoan nguoi dung
(user) va tai khoan may tinh (computer) duoc
nhom lai voi nhau dé quan 1y mot cach tap
trung, va cong viéc quan ly la danh cho
domain controller (bd diéu khién mién) nham
gitip viéc khai thac tai nguyén tré nén dé
dang va bao mat hon.

Trong mang ngang hang cac mdy tram
c6 chirc nang nhu nhimng hé théng doc lap va
tai khodn nguoi dung hay goi 1a tai khoan
ngudi ding cuc bo khong thé dicu khién truy
cap dugc tai nguyén mang, chiung chi truy
cap va khai thac dugc trén may cuc bo. Vi
vay Domain la mot phat kién duoc dua ra dé
giai quyét cac kho khin ma mang ngang
hang chua lam dugc, n6 c¢6 nhiém vu tap
trung hoa cac tai khoan nguodi dung va moi
cong viéc quan ly, thiét 1ap chinh sach déu
thong qua bo diéu khién mién nay. Diéu nay
gitip viéc quan tri dé dang hon va cho phép
ngudi dung ding nhap tir bat ky may tinh
tham gia mang.

Domain cung cdp dich vu tham dinh
(authentication) dé xac dinh ding ddi tuwong
(user, computer) khi nhitng ddi twong nay
tham gia vao mang. Tuc la, khi m{t nguoi
ding nao do dang nhdp vao mang, mét bo
diéu khién mién s& kiém tra tinh hop 1& cua
username va password ho nhap vao c6 chinh
xac va khop voi dir licu luu trong may chu
hay khong?
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Tai nguyén trén mang Windows duogc
béo vé bai cac Danh sach diéu khién truy cap
- ACL (Access Control List). Mot ACL la
danh sach chi rd ai ¢6 quyén lam gi. Khi
ngudi ding cb ging truy cép tai nguyén, ho
dua ra nhan dang cia minh cho may chu
chua tai nguyén d6. May chu s& kiém tra dé
chic chin rang nhan dang nguoi dung nay da
dugc tham dinh, sau d6 tham chiéu chéo dén
ACL dé xem nguoi ding ¢6 quyén lam gi?

Mat khéac thong qua Active Directory
Database ngudi quan tri ciing c6 thé trién
khai céc ing dung t61 cdc may tram mot cach
tu dong va nhanh chéng.

2. CAC KHAI NIEM LIEN QUAN
a) Domain

Domain (Mién hay Vung) trong moi
truong Window 1a tdp cac tai nguyén (tdp
hop céc tai khodn nguoi dung, tai khodn may
tinh,...) dugc nhém lai v6i nhau dé quan 1y
tap trung.

b) Domain Controller

Domain Controller 1a hé théng may chi
duoc thiét 1ap dé quan 1y mot Domain. Mot
Domain c6 thé c6 nhiéu Domain Controller.
Mot may chii dé tré thanh Domain Controller
bit budc phai cai dat va khdi tao Active
Directory. Domain Controller quan ly
Domain ctia minh thong qua Active
Directory d6.



¢) Active Directory

Active Directory 1a mot dich vu quan ly
thu muc c6 thé chira cac thong tin vé cac may
tinh trong mang, nguoi dung mang, may in,
tmg dung trén mang,.... Bang cach luu trix
thong tin trong mdt thu muc trung tdm nén
tat ca cac tai nguyén nay déu c6 thé duoc sir
dung chung ddi v&i tat ca moi ngudi & moi
thoi diém.

Mo hinh Domain (Mién) 1a mot kién trac
thu muc ¢6 phan cp cic tai nguyén — Active
Directory — va dugc sir dung boi tat ca cac hé
théng 13 thanh vién cua Mién. Cac hé thong
nay cé thé sir dung céc tai khoan nguoi ding,
nhom va mdy tinh trong trong thu muc dé
bao mit cac tai nguyén cuia ching. Do d6
Active Directory dong vai tro nhu mot trung
tdm luu trr nhan thye, cung cép mot danh
sach tin cdy chi ra “ai 14 ai” trong Mién.

Béan than Active Directory dong vai tro
la mét co s& dir li€u, nd chira mdt danh sach
cac thanh phan hd trg, bao gdm ca cac nhat
ky giao dich (transaction log) va dir li¢u hé
théng (sysvol), & ddy chtra cac thong tin vé
kich ban dang nhap va chinh sach nhom.
Active Directory su dung giao thitc LDAP
(Lightweight Directory Access Protocol),
giao thirc bdo méat Kerberos, cac chu trinh
ddng bo dir liéu va dich vu dong bo file FRS
(File Replication Service).

d) Cic déi twong Active Directory dwgc sir
dung thong dung nhat

Domain (Mién): 12 mét doi tugng goc co
chura cac doi tugng khac trong mién.

Organizational Unit (Pon vi t6 chirc): 1a
mot d6i twong chira (container object) duoc
sir dung dé tao ra cac nhoém logic bao gom
cic ddi twong nhu may tinh, ngudi dung,
nhom.

User (Nguodi dung): thé hién 1a mot
nguoi dung mang va thyc hién chirc nang la
dr liéu dé nhan dang va xéc thyc.

Computer (May tinh): thé hién 1a mot
may tinh trong mang va cung cip tai khoan
may tinh can thiét cho hé thong dé dang nhap
vao Mién.

Group (Nhom): mot dbi twong chira thé
hi€én mot nhém logic cac nguodi dung, may
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tinh hoac cac nhom khac, doc 1ap trong cau
tric cia Active Directory. Cac nhém co thé
chtra cac doi tuong tir cac OU va cac Mién.

Thu muc chia sé: cung cap céc truy nhap
dua trén Active Directory dén mot thu muc
chia sé trong mot may tinh Windows.

May in: Cung cdp céac truy nhip mang
dua trén Active Directory dén mdt may in
trong mot may tinh Windows.

M&i d6i twong Active Directory c6 chira
mot tdp hop cac thudc tinh, chinh la cac
thong tin vé dbi tuong d6. Vi du, ddi tugng
nguoi dung s€ ¢d cac thudc tinh mo ta tén tai
khoan, mat khau, dia chi, sé dién thoai,...;
Mot dbi tuong nhom s€ co6 céac thude tinh cho
biét danh sach nguoi dung 14 thanh vién cta
nhom do,...

Bén canh cac thudc tinh thuan tay théng
tin, cac doi tugng con co6 cac thudc tinh thuc
hién cac chuc ning quan tri, vi du nhu mot
Danh sach kiém soat truy nhiap ACL (Access
Control List) chi dinh nhiing ai dugc phép
truy cap dén doi tugng do.

e) Chinh sach nhom (Group Policy)

Do cach thirc thira huong cac thiét lap tir
dbi twong muic cha truyén xuéng mirc con,
ngudi quan tri ¢ thé sir dung cac OU dé gom
cac d6i tugng can cdu hinh tuong ty nhau.
Céc thiét lap cdu hinh ma duoc ap dung dén
tirng may tinh chay Windows ciing c6 thé
quan tri mot cach tap trung nho st dung mot
tinh nang cua Active Directory goi la chinh
sach nhom (Group Policy).

Céac chinh sach nhom cho phép xac dinh
cac thiét 1ap bao mat, trién khai phﬁn mém,
c4u hinh hé diéu hanh va cach thic hoat dong
cua cac ung dung trén mot may tinh ma
khong can thiét phai thyc hién truc tiép trén
may tinh can thiét lap.

Viéc thiét 1ap cac tiy chon cau hinh trén
mot dbi tuong dac biét cia Active Directory
goi 1a dbi twong chinh sach nhéom GPO
(Group Policy Object) sau d6 két ndi cac
GPO nay vao cac dbi tuwong trong Active
Directory chtta cidc mdy tinh hodc ngudi
dung muén ap dung.



3. TRIEN KHAI DOMAIN TAI VNPT
a) Mo hinh trién khai

L . Toyvintingindonyi
Trayvansdofimongeiding

Hé thing victhye oy
fiptrung Cong thing in diéu bt ¥, e i

Thong it ve chonguid dimg

Hinh 1. M6 hinh xac thuc tap trung qua
Active Directory

- AD (Active Directory) dong vai tro la co
s¢ dir liéu nguoi dung trén mang, cho
phép kiém tra tinh hop 1& ctia ngudi ding
va luu trit thong tin vé nguoi dung dé va
cac tai nguyén khac trén mang.

- Hé thong xac thyc tap trung 1a Gng dung
trung gian, hoat dong nhu mdt dich vy,
kiém tra tinh hop 18 va quyén truy cap cua
ngudi ding d6i véi cac tmg dung va cac
tai nguyén trén mang.

- Cong thong tin dién tir dong vai trd cong
vao tap trung, thong nhat dbi vai tat ca cac
ung dung, tai nguyén trén mang.

b) Cdc chinh sach bao mat mdy tram

- Thiét 1ap cac quyén truy cap tai nguyén
mang theo chitc nang nhiém vu cho ting
nhom doi tugng.

- Cac may tram khai thac s6 liéu kinh doanh
chi dugc quyén st dung ung dung cho
phép, khong duoc quyén cai dat bat ky
phan mém nao khéc.

- Trién khai tir xa cac phan mém mg dung
cho cac may tram.

- Trién khai tir xa cdc phin mém anti-virus
cho cidc may tram, dong thoi thuc hién
viéc ra quét tir xa.
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- Kiém soat tinh trang két noi cia cac may
tram.

- Kiém soat tinh trang dang nhap, st dung
tai nguyén cia nguoi dung.
¢) Két qui
Domain 13 mot khai niém khong hé méi
nhung lai it dwugc m6 hinh mang tai Viét
Nam trién khai, vi bén canh nhiing uu diém
vé mit quan 1y va bao mat thi mé hinh nay
cling gay khong it phién ha, kho chiu dbi vai
ngudi st dung (do cac chinh sich déu bi
domain controller kiém soat).

Tuy nhién qua qua trinh trién khai thir
nghiém trén mot s6 vung mang VNPT da cho
thdy nhitng két qua va nhitng wu diém ma mo
hinh nay dem lai:

- Viéc join Domain va trién khai cac chinh
sach an ninh cho cac mdy tram khi tham
gia vao mang da han ché duoc rat nhiéu
nguy co lay lan virus thim nhap tir ving
mang, cac thiét bi khong an toan vao cac
ung dung chira thong tin quan trong cua
Tap doan.

- Viéc join Domain va trién khai cac tng
dung tir xa cho cidc may tram dugc mot
cach nhanh chong.

- Kiém soat va phan chia ding quyén han
cho cac nhém d6i twong khac nhau dugc
phép truy cap vao cac ngudn tai nguyén
trén mang.

4. KET LUAN

Domain 1a mdt mo hinh quan ly tap
trung rat hiru hiéu trén méi trudng Window,
giup giam tai cong viéc cho ngudi quan tri
mang may tinh trong cac van dé lién quan
dén quan 1y va bao mat:

- Xéc thuc dung d6i twong (user, computer)
thong qua co s¢ dir li¢u luu trén Active
Directory. Mat khac vi quan 1y profile tai
khoan nguoi dung tap trung trén may chu
nén nguoi dung hoan toan co6 thé truy cap
tir bat cir mady tinh nao trén mang (c6 join
domain) dé 1am viéc vdi cac quyén, giao
dién khong thay doi.

- Thiét 1ap céc chinh sach bdo mat thong
qua ACL nhu vé: quyén truy cap, thoi
gian truy cap, quyén cai dat ung dung 1én



may tinh, quyén truy cap tai nguyén trén
mang,...

Trién khai cac ing dung tir xa téi cac may
tram mot cach nhanh chon nhu cac phan
mém ung dung, phﬁn mém diét virus, cac
ban va (patch) cho hé thong.
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