QUAN LY RUI RO DOANH NGHIEP THEO BQ TIEU CHUAN ISO/IEC 27000

ThS. Nguyén Thi Xuin
T6 NCPT An toan théng tin

Tém tit: Trong boi canh céng nghé théng tin phdt trién nhw vii bdo, hdu hét cdc 6 chic,
doanh nghiép hoat dong ¢ thuoc gan nhw hoan toan vao mang mdy tinh va co sé dir liéu. Vin dé
dat ra ¢ day la rii ro trong t6 chirc, doanh nghi¢p sé duoc quan Iy nhu thé ndao. Mot bién phap
quan Iy rii ro hiéu qud dé la tudn thi hiedng dan quan Iy rui ro trong bg tiéu chudn quéc té
ISO/IEC 27000. Trong bé tiéu chudn trén, o 2 tieu chudn dé cdp t6i van dé quan Ly rui ro: Tiéu
chudn ISO/IEC 27001 chi ré nhiing yéu cau doi véi hoat dong thiét lap; trién khai; diéu hanh;
gidm sdt; sodt xét; bdo tri va ndng cap mét ISMS dé dam bdo an toan thong tin triede nhitng riii
ro 6 thé xdy ra voi t6 chirc. Con ISO/IEC 27005 la hwéng dan quan Iy rii ro an ninh thong tin
dwpc thiét ké nham hé tro trién khai an toan théng tin mét cach théa dang dwa trén phwong thirc
tiép cdn quan 1y riii ro.

1. GIOI THIEU Ti niam 2005 dén nay, bd tiéu chuin
C6 thé noéi ring bo 1SO 27000 1a mot  1SO/IEC 27000 lién tuc dugc cap nhat. Hién

phan cia hé théng quan 1y chung trong to nay d? c6 16 ticu C‘h uan t‘rongA bQ; tleu’ chqe}n

chite, dugc thye hién dwa trén nguyén e nay da dlch ban hanh, va mot s6 khac hién

tiép can céac rui ro trong hoat dong, dé thiét dang dugc xay dyng:

1ap, &p dung, thuc hi¢n, theo doi, xem xét, - ISO/IEC 27000:2012 - Information

clia to chirc. n A A A
and vocabulary: tiéu chuan veé cac nguyén

Bj tiéu chudn ISO/IEC 27000 ra doi the va tir vung.
danh dau mot budc phat trién trong linh vuc '
quan ly bao mat h¢ thong thong tin. N6 ¢6 - ISO/IEC 27001:2013 - Information
thé ap dung dugc cho cac t6 chiic voi quy mo security ~ management systems -
va loai hinh khac nhau. Viéc ap dung mo6 Requirements: tiéu chuan vé cic yéu cau

hinh hé théng quan 1y an ninh thong tin
(ISMS), danh gia cac ruii ro an toan thong tin
trong t6 chirc, sau do trién khai cac bién phap - ISO/IEC 27002:2013 - Code of practice
quan ly an toan thong tin s& gitp cho céc 10 for information security management: tiéu
chirc klen trac mot mé hinh quan 1y hé thong
tién tién v6i nhitng giai phap an ninh tong
thé, chi phi hop 1y va hiéu qua.

hé thdng quan 1y thong tin.

chuan vé mi thyc hanh hé thdng quan Iy
an ninh thong tin.

2. SO LUQC VE BQ TIEU CHUAN - ISO/IEC 27003:2010 - Information
ISO/IEC 27000 security management system
Tién than 13 BS 7799 - chuin vé an ninh implementation guidance: tiéu chuan vé

thong tin do Vién Tiéu chuan Anh quéc huéng dan ap dung hé théng quan 1y an

(British Standard Institude) phat hanh lan dau ninh thong tin.

nam 1995.

. . . - ISO/IEC 27004:2009 - Inf ti
Théng 10/2000, t§ chirc Tiéu chudn héa , frormation
qubc té (ISO) da tiép nhan BS 7799, chinh secqnty planagement - Me’asurement: tiéu
sira va xuat ban dudi tén goi ISO/IEC chuan vé do luong hé thong quan ly an

17799:2000; 17799 duoc chinh stta va bo ninh thong tin.

sung nam 2005, sau d6 do6i tén thanh bd )

security risk management: ti€éu chuan vé
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quan 1y rai ro hé théng quan 1y an ninh
thong tin.

ISO/IEC 27006:2011 - Requirements for
bodies providing audit and certification of
information security management
systems: danh cho céc t6 chtrc danh gia va

chung nhan ISMS.

ISO/IEC 27007:2011 Information
technology - Security techniques -
Guidelines for information security

management systems auditing: tiéu chuan
vé huéng dan kiém todn cic hé thong
quan 1y an ninh thong tin.

IEC TR 27008:2011
auditors

- Quidelines for

on information  security
management systems controls: huéng dan
cho kiém toan vién vé cac bién phap diéu
khién hé thdng quan 1y an ninh thong tin.

ISO/IEC  27010:2012 -

security management for inter-sector and

Information

inter-organisational communications:
quan ly an ninh thong tin cho nganh

truyén thong ndi bd

ISO/IEC  27011:2008 -
guidelines

Information
security management for
telecommunications organizations based
on ISO/IEC 27002: huéng dan quéan 1y an
ninh thong tin cho té chirc vién thong dua
trén 27002.

ISO/IEC 27031:2011 Guidelines for
information and communications
technology  readiness for  business

continuity: huéng dan san sang cong nghé
thong tin va truyén thong cho lién tuc
doanh nghiép.

ISO/IEC 27033-1:2009 - Network security

overview and concepts: tong quan va khai
ni€m an ninh mang.

ISO/IEC 27034-1:2011 - Information
technology - Security techniques -
Application security - Overview and
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concepts: cong nghé thong tin - k¥ thuat
an ninh - an ninh ng dung - Tong quan
va khai niém.

- ISO/IEC 27035:2011 -
security incident management: quan ly su

Information

¢b an ninh théng tin.

- ISO 27799:2008 - Information security
management in health using ISO/IEC
27002: quan ly an ninh thong tin trong
linh vuc y té sir dung 27002.

QUAN LY RUI RO DOANH
NGHIEP TUAN THEO CHUAN
ISO/IEC 27000

Trong bd tiéu chuin trén, tiéu chudn
ISO/IEC 27001 chinh 1a nhitng yéu ciu bt
budc dbi véi to chirc khi xay dung, van hanh
va duy tri ISMS. Céc tiéu chuan khac duoc
coi nhu nhimg huéng dan chi tiét cho tiéu
chuan ISO/IEC 27001,

Xét vé khia canh quan ly rii ro, tiéu
chuan ISO/IEC 27001 chi rd nhing yéu ciu
d6i v6i hoat dong thiét 1ap; trién khai; dleu
hanh; giam sat; soat xét; bao tri va nang cap
mot ISMS dé dam bao an toan thong tin
trudc nhitng rii ro c6 thé xay ra vai to chic.
Con ISO/IEC 27005 1a huéng dan quan 1y rii
ro an ninh thong tin dugc thiét ké nham hd
tro trién khai an toan thong tin mot cach thoa
dang dua trén phuong thirc tiép can quan 1y
rui ro.
3.1.
27001

Quén ly rii ro chi ra trong ISO/IEC

a) Xdc dinh cdc rui ro:

- Xac dinh tit ca cac tai san (assets) trong
pham vi hé thong ISMS va dbi tuong quan
Iy cac tai san nay.

- Xac dinh cac mbi de doa (threats) d6i voi
tai san.

- Xac dinh cac diém yéu (vulnerabilities) co
thé bi khai théc bdi cic mdi de doa trén.

- Xac dinh cac tac dong (impacts) lam mat
tinh chat bi mat, toan ven va sin sang cua
tai san.



b) Phan tich va woc luwong rui ro:

- Danh gia cac anh hudng t6i hoat dong cua
t6 chirc ¢ thé gay ra do sy ¢b vé an toan
thong tin, chl ¥ dén cac hau qua cua viéc
mét tinh bi mat, toan ven hay san sang cua
cdc tai san.

- Panh gia cac kha ning thuc té c6 thé xay
ra su ¢b an toan thong tin bat ngudn tir cac
mbi de doa va nguy co di du doan. Pong
thoi danh gia cac tic dong toi tai san va
cac bién phap bao v¢ dang thuc hién.

- Udc doan cac mirc do cua rui ro.

- Xac dinh rui ro 1a chdp nhan duoc hay
phai co6 bi¢n phap xu 1y dua trén cac ti€u
chi chép nhan rai ro da dugc thiét lap
trong muc 4.2.1.c.2.

¢) Xdc dinh va danh gia cac lwa chon cho
viéc xw ly rui ro:

- Ap dung céc bién phap quan 1y thich hop.

- Chéap nhan rai ro véi didu kién chung
hoan toan thoa man cac chinh sach va tiéu
chi chap nhén rui ro cua to chc.

- Trénh céc rui ro.
- Chuyén giao cac rui ro cac by phan khac
(nhu bao hiém, nha cung cap...).

3.2
27005

Quén ly rai ro chi ra trong ISO/IEC

Tién trinh quan ly rdi ro bao gdm cac
budc sau:

- Thiét lap ngit canh

- Danh gid rti ro an toan thong tin

- Ubdc tinh/ udce lugng rui ro

- Xu ly rdiro

- Chép nhan rui ro

- Tai liéu héa/ truyén théng va tu van riii ro

- Giam sat va soat xét rui ro
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RISK MONITORING AND REVIEW

RISK TREATMENT

RISK DECISION POINT 2
Treatment satisfactary

RISK ACCEPTANCE

END OF FIRST OR SUBSEQUENT ITERATIONS

Figure 1 — Information security risk management process

Hinh 1. Quy trinh quan ly rui ro an ninh
thong tin

Ngoai ra ¢6 cac phu luc A dén G 1a cac
chi dan va vi du cu thé cho céc ndi dung danh
gia da néu trong quy trinh trén.

4. KET LUAN

Véi viée ap dung chuin ISO/IEC 27001
va 27005 vao quan 1y rui ro an ninh thong tin
trong doanh nghiép, yéu cau t6 chirc, doanh
nghiép can tién hanh khao sat hién trang h¢
thong, x4c dinh tt ca cac tai san trong pham
vi ISMS: Liét ké tit ca cac tai san (m6 hinh
thiét ké, thanh phan chic ning, quy trinh
nghiép vu,...). Sau d6 tién hanh phan tich
lugng hoa rii ro, danh gia rai ro va lya chon
céc phuwong an xir 1y rai ro ddi véi tai san cua
t6 chirc: Xac dinh gia tri, nhitng ri ro xuét
hién (rui ro vé s& hiru tai san, nhitng diém
yéu, cac moi de doa, mat do tin cdy, tinh toan
ven, tinh san sang).
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Email: xuannt@ptit.edu.vn ; xuannt@cdit.com.vn

272



