TAN CONG TU CHOI DICH VU GIUA CAC SIP PROXY
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Tém tit: Hién nay cdc dich vu thogi trén nén IP dang dwoc phat trlén manh mé va thay thé
dan dich vu thogi truyén thong. Nhung bén canh do, nhitng nguy co mdt an ninh an toan ciing de
doa tryc tiép dén dich vu nay. Trong bai bao nay dé cdp dén nguy co tir chéi dich vu vao mién
trunk ciia SIP. Vé co ban kiéu tin cong ndy lam cho dich vu tro nén qud tai, nguoti dung gap kho
khan trong viéc goz 16i cdc thué bao can goi. Bai bdo nay néu lén mét cach thirc tin cong trong
giao thire SIP va tir @6 dwa ra nhitng bién phdp, nhitng khuyén nghi an ninh nham ting cwong

bao mdt cho cdc nha cung ccfp dich vu VolP.

1. NGUYEN LY HOAT DPONG CUA
SIP GIUA CAC SIP PROXY

Giao thuc khéi tao phién SIP (Secssion
Initiation Protocol) 1 giao thuc diéu khién
bao hi¢u thudc 16p ung dung dugc su dung
dé thiét 1ap, duy tri va két thic cac phién
multimedia hay cac cudc goi qua mang nén
IP. Céac phién lam viéc ciing c6 thé 1a hoi
nghi da phuong tién, cudc goi dién thoai
diém — diém,..

SIP Proxy (hay Proxy Server): co thé coi
nhu céc router thiét bi dau cubi SIP ma
chuyen tlep cac yéu cau va tra 1oi. Vay mot
trong nhitng chic nang cua Proxy Server la
dinh tuyén.

Nha cung cidp mang thé hé tiép theo
(NGN) cung cép dich vu SIP t¢i khach hang.
Khach hang c6 thé goi khach hang cua nha
cung cip mang khac qua SIP Services va
cac SIP Gateways. Cac SIP Gateways su
dung SIP Trunks cho khdi tao cudc goi da
duoc xac thuc thuc va tinh cude. SIP Call
Flow dugc thé hién & hinh dudi:
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Hinh 1. SIP Call Flow

Trong nhiéu truong hop, SIP trunk c6
thé duoc dai dién 1a 1 dia chi IP hoic mét
“specific FROM number”. Viéc dap Ung
hodac xac nhan ching dya trén sy xéc thuc la
cham dbi véi yéu cau trong trudng hop niy
la dém sb cudc goi lon. Boi thé, cac SIP
trunk khong c6 password hodc khong tng
dung bd loc co so IP cho su xdc nhan duong
trunk. Cac SIP trunk nay st dung cac
“specific FROM numbers” hoac Proxy Fields
dé khoi tao 1 cudc goi. Bén canh d6 hau hét
cac duong trunks SIP c6 dic quyén INVITE
tryc tiép ma khong cin REGISTER.
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Hinh 2. M6 hinh mang madu cho NGN
(mang the hé tiep theo) [1]

Khi mét ban tin INVITE dugc gui dé
thiét 1ap cudc goi thi Proxy s& chuyén tiép
ban tin d6 dong thoi duy tri két ndi cho su
thiét 1ap nay cho dén khi két néi bi huy hodc
hét thoi gian time out. Loi dung diéu nay
Attacker c6 thé thyuc hién tdn cong bang cach
giri nhiéu ban tin INVITE gia mao. Dich dén
clia cac cudc tan cong ndy 1a Proxy Server.
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Hinh 3. Nguyén Iy tan céng SIP Proxy

Két qua 1a Proxy con “ban ” chuyén
tiép cac ban tin gia mao dan dén lam giam
hiéu ning cla cic Proxy, t& hon c6 thé gay
treo va phai khoi dong lai.

CACH THUC TIEN HANH TAN
CONG TREN PHAN POAN SIP
TRUNK

Céch thuc tién hanh c6 thé tong két lai
nhu sau:

- Nhan 1 tai khoan (Account) hoac cudc
goi cua khach

- Nhan 1 yéu cau INVITE c6 sin.
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- Kiém tra cong SIP dich cho INVITE
Spoofing véi tai khoan da dugc biét.

- Gui IP Spoofed INVITE Requests.
- Tao mau INVITE Spoofing.

e Dia chi IP cho vong ldp (IP Addresses
For Loop)

e Sb Port cho vong lip (Port Numbers
For Loop)

e Thay d6i bién INVITE (INVITE
Variables) cho Spoofed IP Address and
Port( dia chi IP va Port 40)

e Thiét 1ap trusng FROM nhu IP:Port

Céach thuc tién hanh cu thé dugc cho &
tai liéu /1]

HAu qua ciia viéc tan cong tir chéi
dich vu SIP trén phan doan SIP trunk lam
cho SIP Proxy bi tur chéi dich vy, khong thé
dap ung duoc cac cudc goi cua khach hang.
Tan cong tir chdi dich vu giy ra viéc mat uy
tin ctia cac nha cung cap dich vu ddi véi khac
hang, du cho déng sau no la muc dich canh
tranh hay phé hoai.

3. BIEN PHAP NGAN CHAN TAN

CONG

Anti — Spoofing: Bang cach tao ra danh
sach cac User hop 1é c6 quyén truy cap. Mbi
User nay duoc gan mdt gia tri Priority dya
vao dia chi IP ngudn. O ddy s& c6 2 hinh thirc
dé lwa chon:

- Block tat ca cac User khong c6 gia tri
Priority nay truy cdp vao, muon truy cap
thi cac User phai dang ky.

- Khong Block cac User nay ma thyc hién
xtr 1y theo cach sau: Uu tién chuyén tiép
cac ban tin cua cac User co gan gia tri
Priority.
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Hinh 4 . Bién phap Anti-Spoofing



Yéu cau xac thyc: LS hong & day 1a cac
duong SIP trunks gii ban tin INVITE truc
tiép ma khong can REGISTER. Chinh vi vay
giai phap duoc dua ra 13 yéu cu cac duong
nay gui ban tin INVITE di kém véi viéc xac
thuc User. Call Flow bay gio tr¢ thanh:

DPPM
INVITE (src addr=IP1) F1

INVITE (src addr=IP1) F2

407 challenge, “opacue’ F3

INVITE (src addr=IP1) FG6

Challengeresponse, "opaque”

............................. INVITE (sic addr=IP1) F7
Challenge-response, ‘opague”

Remove filter (IP1,"opaque”) F8

Hinh 5. Call Flow khi co xac thuc [5]

Sau khi nhan dugc ban tin INVITE, thay
vi chuyén tiép ban tin d6 thi SIP Proxy gui
lai cho bén gui ban tin 407 (Proxy
Authentication Required) trong d6 c6 ma xac
thuc trong truong Proxy-Authorization. Ban
tin INVITE nay chi duoc chuyén tiép téi SIP
Proxy khi ching nhan dugc ding ma xéc
thuc tuong tng véi dia chi IP ngudn.

- Uu diém: Pon gian, tiét kiém chi phi vi
khong phai cung cap thiét bi cia hang thir
3, viéc xac thyc da co trong chuan.

- Nhuoc dlem SIP Proxy ngoai chirc nang
dinh tuyén con phai giai quyét van dé xac
thuc, vi vay hiéu niang cua thiét bi giam
ngay khi khong bi tdn cong,

- Nhan xét: Ngan ngura dugc hoan toan
nhimg user khong dwgc phép tan cong
vao mién SIP Trunk.

Pé xuat duoc dua ra & day l1a dung cac
thiét bi chuyén dung ctia hiang tha 3. Cac
thiét bi nay hoat dong trén nguyén 1y chung
la dung cac b loc. Thuong ching ta s€ dung
2 b6 loc 1an luot 1a loc ban tin SIP r6i sau dé
loc cac ban tin SIP hop 1€
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Hinh 6. Quy tdc sir dung cdc bé loc [5]

Két qua thir nghiém duoc cho trong bang
dudi day: /5]

Filters Traffic Rate (CPS) Avg
CPU
Good | Spoof | Flood (%)
of Req

Off | 240 800 800 85
On | 240 7200 | 2400 42
Off | 480 100 100 87
On | 480 4800 | 2400 83

Cac thiét bi loc nay thong thudng la
firewall, IDS v6i cac lua chon 1a dung riéng
1& hay két hop ca hai. Firewall va IDS dung
cac luat (rules) Iam co s& cho cac bo loc cua
chting. Cac bién phap cu thé duoc dua ra la:

Thuc hién cac chinh sach vé& giam sat va
loc céc ban tin SIP dung IDS: duy tri cac
danh sach nguoi dung dang ngo lam co s6
cho céc quy tic loc. Cac yéu tb ma co thé
quyét dinh 12 xdm nhap trai phép dwa trén
nguyén nhan gia ting dot ngdt luu luong dén
Proxy hodc cic cudc goi xuat phat tir 1 User
ma xac suét fail cao hodc noi dung ban tin bi
thay d6i dén may chu.
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Hinh 7. Bién phap su dung IDS [6]

Duéi day 1a vi du vé mot rules trong
IDS:

Alert ip $§ EXTERNAL NET any ->
$SIP_PROXY IP $§ SIP_PROXY PORTS
(msg: “TAN CONG DOS SIP TRUNK”;
content:” INVITE”; depth:6; threshold: type
both , track by src, count 100, seconds 60;
sid: 5000005; rev:1;

Trién khai bao vé theo nhiéu 16p bang
cach 7d€1t 1 firewall truéc IDS. M6 hinh sau
c6 thé tham khao:
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Hinh 8. Bién phdp sir dung IDS két hop
Firewall [6]
Két qua thu duoc:
v Dua trén viéc loc Packet: /6]

S6 luong packet sau firewall/ tong sb
lugng packet =40%

v' Dua trén hiéu ning cia thiét bi: /5]

Firewall Filters OFF

Traffic Good Attack CPU
Composition | Cps CPS Load
%
Non-Auth
Traffic 690 0 88
Auth Good | 240 0 20
traffic
480 0 81
Auth Good
Traffict 240 2950 84
Spoof Traffic | 480 195 85
Auth Good
Traffict 240 2970 87
Flood of Req | 480 570 86
Auth Good
Traffict 240 2970 87
Fillter on
Firewall Filters ON
Traffic Good | Attack | CPU
Composition | cps | CPS Load
%
Non-Auth
Traffic 690 0 88
Auth Good | 240 0 40
traffic
480 0 82
Auth Good
Traffict 240 16800 | 41
Spoof Traffic | 480 14400 | 83
Auth Good
Traffict 240 8400 41
Flood of Req | 480 7200 83
Auth Good
Traffict 240 8400 41




4. KET LUAN

Thuyc té chi ra rang mic du tan cong DoS
chi dién ra trong thoi gian ngin nhung hau
quéa gy ra ctia nd rat nghiém trong. Bai bio
da gi6i thiéu mot nguy co tin cong vao mién
SIP trunk gdy ra dang tain céong DOS
ATTACK va dua ra mot sd bién phap phong
ngua. Dong thoi dua ra mot vai két qua thir
nghiém dé ching minh diéu nay.
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