AN NINH TRONG MANG LTE
KS. Bui Trung Thanh
Phong NCPT Mang va Hé thong

Tom tat: LTE la mang truy nhdp di dong sé dong vai tré quan trong trong tong thé ha tang
cung cdp cac dich vu twong lai. Voi sw ke thira cdc ddc trung trong linh vuc di dong cong voi
ddc tinh mang all-IP dan dén nhiéu yéu cau ciing nhw giai phdp cho van dé an ninh trong mién
mang LTE. Bai bdo nay sé cung cdp théng tin tong quan vé an ninh trong mang LTE gitip cho
cdc nha cung cdp dich vu di dong tai Viet Nam co thém thong tin can thlet trong viéc trién khai
cho mang LTE thoi gian toi. Phan dau bai bdo néu ra cdc yéu cau vé an ninh cia mang LTE,
tiép theo bai bdo gioi thiéu vé kién triic an ninh dwoc dwa ra boi té chire 3GPP va phan cuoz bai
bdo gidi thiéu mét so co ché an ninh cu thé dwoc dp dung trén LTE dé dap img cdc yéu cau da
néu ra.

1. GIOI THIEU Ngoai ra, c6 mot sd yéu cau khac ddi véi
Vi b’ét ky mang IP nao viéc dam bao an an Iﬁnh trén mang LTE ¢6 thé dé dang nhan

ninh 1a t61 quan trong, di€u nay diang voéi ra niur:

mang LTE, 12 mdt mang di dong all-IP véi - C4c tinh nidng an ninh khong dugc anh

kién trac phang (eNodeB dugc két ndi véi huodng téi su tién dung ciia nguoi dung.

nhau thong qua giao dién X2, va két ndi truc

. - Cac tinh na inh kho anh
tiep voi EPC thong qua giao dién S1, khong Cac tinh nangan nin ong dugc a

c6 thanh phﬁn diéu khién tap trung cho cac }Iil{%ng 161 qué trinh chuyén dich tir 3G len
tram vO tuyén).Bén canh céc nguy co an ninh ) . )
rd rang tréngiao diénvo tuyén truyén dén va 3. KIEN TRUC AN NINH TONG QUAT
di khoi thiét bi nguoi ding (User Equipment - CUA LTE

UE) con 1a cac nguy co an ninh truyén thong
lién quan dén cac lién két IP cia cic nha
cung cap mang LTE. Viéc xay dung kién tric
an ninh dé dbi phé véi cac nguy co 1a khai
dau quan trong cho cac nha cung cap di dong.

3GPP di dua ra kién trGc an ninh tong
quat cua LTE trong tiéu chudn 3GPP
TS33.401 gdbm 5 nhom tinh ningan ninh khéc
nhau:

Application

2. YEU CAU AN NINH CUA MANG e e

LTE | i E :

Tiéu 9hu§n 3GPP TS 33.401 dua ra cac
yéu cau vé cac tinh nang an ninh can co trong
mang LTE nhu sau:

Serving

- bam bdo an ninh gita nguoi dung va
mang, gom:

Hinh 1. Kién triic an ninh tong qudt ciia LTE
e Nhan dang nguoi dung va bao mat thiét - Network access security (I): tip hop cac

bi, tinh ndngan ninh cung cap kha nang bao
e Nhan thuc cac thuc thé, v¢ truy nhap nguoi dung tf?i cac dich vy,
va cling bdo v€ chong lai cac cudc tan

* Bao mat dir licu nguoi dung va dir licu cong trén lién két truy nhap vo tuyén. Vi

bao hi¢u, du: sir dung USIM cung cdp truy nhap
e Toan ven dit liéu nguoi dung va dit liéu dugc dam bao cho nguoi dung téi EPC,
bao hiéu. bao gom nhan thuc tuong ho va cac tinh

Y S N . nang riéng khac.
- Co6 kha nang cau hinh va hién thi an ninh.

- Dap tng cac yéu cau an ninh trén eNodeB.
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- Network domain security (II): tdp hop
cac tinh nangan ninh cho phép céc node
trao ddi an toan dit liéu bao hiéu va dit liéu
nguoi dung (gitta AN va SN, va trong
AN), va ciing bao vé chong lai cac cudc
tan cong trén manghitu tuyén. Vi du: AS
Security, NAS Security, [Psec EPS.

- User domain security (III):tap hop cac
tinh nangan ninh bdo v¢ truy nhap tdi cac
MS (Mobile Station). Vi du: khoéa man
hinh, ma PIN dé sir dung SIM.

- Application domain security (IV): tap
hop cac tinh nangan ninh cho phépbao vé
cac ban tin trao do6i cua cdc Umg dung tai
mién ngudi dung va mién nha cung cap.
Vi du: https.

- Visibility and configurability of security
(V): tap hop céac tinh nangan ninh cho
phép thong bdo td1 nguodi dung mot tinh
nang an ninh c6 dang hoat dong hay
khong, va céc dich vu dang st dung va
dugc cung cdp nén phu thudc vao tinh
nang an ninh khong.

Duéi day chung ta s& xem xét mot sd
tinh nang an ninh 4p dung cho mang LTE
thudc vé cac nhom tinh ning an ninh (I) va
(II), 1a nhitng nhoém tinh ndng an ninh déc
trung va lién quan tryc tiép dén cac thuc thé
trong mang LTE.

4. MOT SO CHUC NANG VA CO CHE
AN NINH AP DUNG CHO MANG
LTE

4.1. Co ché EPS AKA

La co ché thudoc vé nhom tinh ningan
ninh(I) va (II), gitp nhén thuc thué bao trén
mang LTE/EPS, lam co s& cho vi¢c tao ra cac
khoa CK co ban cho U-Plane, RRC va NAS,
cling nhu tao khoéa IK cho RRC va AS. Co
ché nay dugc thuc hién nhu sau:

1) MME guri cac thong tin cia thué bao
nhu IMSI, SN ID (Serving Network
ID) téi HSS dé tao ra EPS AV
(Authentication Vector). Sau do6 HSS
gri tra MME céc thong sd nhan thuc
gdm: RAND, XRES, AUTN, K asme.

2) MME guii t61 USIM théng qua ME hai
thong s6 RAND va AUTN cho viéc
nhan thyc mang to vertor nhan thuc

284

dugc lga chon. MME ciling giri mot
KSIasme cho ME dé st dung cho viéc
nhén dang khoa Kasmedugce tao ra béi
thu tuc EPS AKA.

3) Sau khi nhan dugc thong s6 tr MME,
USIM kiém tra xem AV méi hay
khong, béng viéc kiém tra viée chép
nhan AUTN. Néu théa man, USIM s&
tinh toan RES dé phan hdi, dong thoi
cling tinh toan CK va IK gui téi ME.
ME ciing kiém tra bit 0 cia AUTN
dugc thiét 1ap bang 1 hay khong.

4) ME phan héi ban tin chtr thong s RES
t6i MME trong trudng hop kiém tra
thanh cong. Sau d6 ME tinh toan Kasme
thong qua CK, IK va SN ID su dung
thuat toan KDF. SN ID dung dé nhéan
dang ngam mang phuc vu khi khoa
Kasme duoc str dung.

5) MME s6 sinh RES va XRES, néu
giong nhau thi nhan thuc thanh cong.

Viée thuc thi AKA c6 thé mat vai tram
ms cho viéc tinh toan khoa trén USIM va cho
viéc két noi téi HSS, do d6 co thé ap dung
mot chirc nang cho phép khoa dugc cap nhat
khong c6 AKA dé dat dugc toc do cao hon
trong LTE.

4.2. Hé thong phan cip khéa

USIM / AuC K
CK, IK
UE / HSS
Kasme
UE / MME -

Hinh 2. Hé thong phdn cdp khéa trong LTE

Doi v6i viée ma héa dit lidu, LTE sk
dung mot phuong thirc ma hoa ludng, trong
d6 dit liéu duoc ma hoa bang cach lay mot
loai trir OR (XOR) cua dit liéu va ludng khoa
theo cung cach nhu 3G. Cac khoa duoc st
dung dé tao ra luéng khoa duoc thay doi
thudng xuyén dé tranh lap lai luong khoa.Cac
khoa cling can khong dugc str dung tai nhiéu



diém dé tdi thiéu hoa tdn hai do mét trong
cac khoa ma hoa va bao vé toan ven bi ton
thuong. Pé giai quyét vin dé nay trén LTE,
hé thdng phan cap khoa duoc st dung.Viéc
st dung hé théng phan cép khéa thudc vé
nhom tinh nang an ninh(I) va (II).

Hé théng phan cép khoa hoat dong nhu
sau:

1) Giéng nhu mang 3G, USIM va AuC
chia s¢ trude cac thong tin bi mat (khoa
K).

2) Khi AKA duogc thuc thi cho nhan thuc
twong hd giita mang va ngudi dung,
khoéa CK cho ma hoéa va IK cho bao vé
toan ven duoc tao ra va duoc trao doi
tuong ung tu USIM t6i ME va tor AuC
té1 HSS.

3) ME va HSS tao ra khoa Kasyptuong
ung tur cdp khoa CK va IK. Kagye dugc
truyén tir HSS t6i MME cia mang dé
phuc vu nhu 1a thong tin co ban trong
phan cap khoa.

4) Khéa Knasenc cho ma hoa giao thirc
NAS gita UE va MME; va khoa
Knasint cho bao vé tinh toan ven duoc
tao ra tir khoa Kagme.

5) Khi UE két ndi t6i mang, UE va MME
tao ra khoa Keng, sau d6 MME truyén
khoéa nay cho eNodeB. Tu khoa Kenp
nay, cac khoéa Kypere cho ma hoa U-
Plane, khoa Kgrrcene cho mad hoa RRC
va khoa Kgrgrcine cho bao vé tinh toan
ven duoc tao ra.

4.3. Ché @p AS security va NAS Security

Trong mang LTE, cac tinh nang an ninh
cho tin hiéu bao hiéu va tin hiéu dir li€u
ngudi dung duoc st dung & hai ché do 1a
NAS Security va AS Security. Trong d6 NAS
Security dugc thuc thi khi UE dang ¢ trang
thai rdi, cho lién két bao hiéu gitra UE va
MME. Con AS Security dugc thuc thi khi UE
& trang thai két ndi, cho lién két truyén tai dir
liéu nguoi dung gitta UE va eNB. Day la
nhém chirc ning thugc vé nhom tinh ning an
ninh (II).

Sau khi nhan thuc UE tién vao trang thai
roi, ché d6 an ninh NAS duogc thuc thi.Ché
dd nay s€ chi huy dam phan thuat todn ma
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héa va bao v€ toan ven cho truyén thong
NASstr dung cac khda Kyasene Va Knasint-

ME MME

Start integrity
protection
NAS Security Mode Command (eKSI, UE sec capabilities,
Ciphering algorithm, Integrity algorithm,
[IMEISV request,] [NONCEg, NONCEy\: ] NAS-MAC)

Verify NAS SMC integrity.
If succesful, start ciphering/
deciphering and integrity
protection and send NAS
Security Mode Complete.

Start uplink
deciphering

NAS Security Mode Complete ([IMEISV,] NAS-MAC)

Start downlink cipheriné

H
inh 3. Thii tuc thuc hién ché dg NAS Security

MME g1 ban tin NAS Security Mode
Command t6i UE, bao gdm tham sb eKSI cho
xéac dinh khoa Kasye, tham s chira kha ning
an ninh cua UE, thuat toan ma héa va toan
ven, va cac tham $6 NONEyr va NONCEmuME
dung khi chuyén giao. Ban tin nay duoc bio
v€ toan ven vdi khoa toan ven NAS trén co
s& khoa Kasme duoc chi ra tir tham s6 eKSI
trong ban tin. UE kiém tra toan ven cia ban
tin nay, vanéu kiém tra thanh cong thi UE bat
dau ma hoa/giai ma hoa, bao vé toan ven.Sau
d6 UE giri ban tin phan hdi NAS Security
Mode Complete t61 MME.

Con ché d6 AS Security dugc thuc hi¢n
ngay sau khi UE tién vao trang thai két ndi,
va ap dung toi tat ca két ndi gita UE va eNB,
sur dung cac khoa KRRCenc’ KRRCint va I<UPenc-

ME eNB

Start RRC

integrity protection

AS Security Mode Command (Integrity algorithm, Ciphering algorithm,
MAC-I)

<&
<«

Verify AS SMC integrity.
If succesful, start RRC integrity
protection, RRC/UP downlink
deciphering, and send AS Security
Mode Complete.

AS Security Mode Complete (MAC-I)

Start RRC/UP
downlink ciphering

Start RRC/UP
uplink deciphering

Start RRC/UP
uplink ciphering

Hinh 4. Thii tuc thuc hién ché d6 AS Security

Trong ché do AS Security, eNodeB gri
ban tin AS Security Mode Command t&1 ME,
bao gébm tham sd vé cac thuat toan md hoa va
toan ven. Ban tin nay dugc bdo v¢ toan ven
voil khoa toan ven RRC trén co s& khoa
Kasme hién tai.Tai eNodeB, ma hoa downlink
RRC va UP duogc thuc hién ngay sau khi gui
ban tin nay di.UE kiém tra toan ven ctia ban
tin ndy, néu thanh cong thi UE bat ddu ma
hoéa downlink RRC va UP, va gui ban tin
phan hdi AS Security Mode Complete t6i



eNodeB.eNodeB sau khi nhan ban tin phan
hoi thi bit ddu ma hoa uplink RRC va UP.
Tai nhiing noi khong cho phép ma hoa, AS
security c6 thé dam phan mot ché do cung
cAp an ninh khéng c6 ma hoa.

Cac thuat toan ma hoa va bao vé toan
ven st dung trén LTE duogc dua trén co s&
Snow 3G va AES (Advanced Encryption
Standard) da duoc chuin hoa, va thuét toan
st dung cho AS dugc dam phan doc lap véi
thuat toan s dung cho NAS. Hai thuat toan
nay cung cap day du tinh ndng an ninh, va
khéc nhau vé cau tric st dung co ban trong
3GPP. Do d6 trong trudong hop mdt thudt toan
bi huy hoai thi thuat toan con lai van tiép tuc
dam bao cho hé thong LTE.

4.4. Bao vé nhan dang (Identity
Protection)

Nhom tinh nang an ninh (I) cling cung
cap tinh nang an ninh théng qua viéc sir dung
hai thong s6 nhan dang vinh vién UE la:

- IMEI: ding dé nhan dang thiét bi phan
cing. IMEI chi duogc gui t61 MME trén
NAS, sau khi NAS Security dugc thiét
1ap thanh cong (bdo vé dugc ma hoa va
toan ven).

- IMSI: dung d nhan dang thué bao.
IMSI han ché giri qua mdi trudng vo
tuyén, ma thay vao d6 1a tham sb tam
thoi GUTL

4.5. NDS (Network Domain Security)

Pé bao vé cho cac luu luong trén co s
IP tai cic giao dién clia mang truy cip/truyén
tai (E-UTRAN), cua mang 161 (EPC), hay
gilta cdc mang 16i véi nhau, 3GPP dua ra
chuc ning NDS/IP (tror giao dién S1-U do
day da la giao dién dugc bao vé cua 3GPP).
NDS duoc dinh nghia trong tiéu chuan 3GPP
TS 33.210 va la chic nang thudc nhém tinh
nang an ninh (II).

Pbi v6i mang LTE, kién trac NDS dugc
trien khai nhu sau:

Ni
SGi
b(S1)
z \'\_)\
o
%
5
5
HPLMN 2a(38)
Internet
VPLMN
:
3
-
SEG

Hinh 5. Kién triic trién khai NDS trén mang
LTE

- Mang LTE‘ duoc ghia thanh hai loai mi(:%n
an ninh gom mién E-UTRAN va mién
EPC. Trong do:

e Mién EPC: tai bién dit cic SEG
(Security Gateway), va trong mién cd
ciac NE 1a cac node mang duoc trién
khai; vi du nhu MME, ...

e Mién E-UTRAN: do s6 luong mién E-
UTRAN 16n va két ndi voi nhau qua
mot mang ludi phuce tap do cfmg ton tai
hai giao dién S1 va X2 nén giai phép
dat SEG tai bién cua moéi mién
EUTRAN Ia khong hop ly. Vi vay tai
cac mién E-UTRAN chi ¢ cic NE la
cac node mang (eNodeB) .

- Giao dién Za (gitta cac SEG) song hanh
cung giao dién S8 gitra Home-PLMN va
Visited-PLMN, hodc gitta Home-PGW va
Visited-PGW.

- Giao dién Zb (gitta cac NE hoac gitta NE
va SEG) song hanh cung giao dién S1 va
X2 trong mot mang LTE cua mdt nha
cung cp. Giao dién nay phai duoc trién
khai gidng v6i giao dién Za, nhung khong
can day du chirc ning cua SEG.

- Giao dién Zb gitra SEG va NE cua EPC la

tiy chon do cac node co thé duoc bao vé
ve mat vat ly (cung mot mang LAN).

- NDS/IP khéng dam bao an ninh cho két
noi gitta EPC va Internet (giao di¢n SGi).

NDS/IP cung cdp cac dich vu an ninh
nhu sau:

- Nhan thyc dir liéu gdc: bao v€ mot node
khoi cac dir liéu khong rd ngudn gbc.

- Toan ven dir liéu: bao Ve dir liéu duoc
truyén khong bi thay d6i (man-in-the-
middle).
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- Béo vé chdng qua trinh replay.

- Bao mat dir liéu: bao vé chong lai viéc
danh cap dir li¢u (eavesdropping).

- Bao vé gidi han chéng lai viéc phan tich
ludng dir li€u.

Céc co ché bao vé duoc thyuc hién thong
qua IPsec, dac bi¢t la IPsec ESP
(Encapsulating Security Payload) trong ché
d6 duong ham, véi IKE (Internet Key
Exchange) duoc st dung dé thiét 1ap mdi lién
hé an ninh IPsec gitta cdc SEG hoac gifra
SEG va NE. IPsec EPS cung cép cac tinh
ning bao vé an ninh, ma mdi tinh nang la tap
hop ctia nhiéu thuat toan an ninh:

- Nhan thyc: cung cép ban dau thong qua
nhan thuc twong hd va trao d6i khoa bao
mat gitta cac SEG hodac SEG va NE su
dung giao thuc IKE, va thong qua AH
(Authentication Header) ctuia cac goi tin
[Psec dé dam bao nhan thyc trén mdi goi,
vi du nhu str dung SHA-1.

- Toan ven: cung cap thong qua co ché bim
g61 ma hoa [Psec, vi du SHA-1.

- Bao mat: cung cap thong qua viéc mi hoa
[Psec dong goi goi tin, vi du AES.

- Anti-replay.
- Bao mat gidi han luéng dir liéu.
4.6. Forward Security

Pay 1a co ché thudc nhom tinh ning an
ninh (I), duoc dua ra dé ngin chin viéc 16
thong tin cac khoa Keng. Co ché nay dam bao
rang mot eNodeB véi cac thong tin vé khoa
Keng chia sé giita n6 va UE, sé khong thé tinh
toan duoc cac khoa Keng tuong lai dugc dung
gitta UE déy vo1 cac eNodeB khac. Pac biét
hon, co ché N-hop Forward Security dam bao
rang mot eNodeB khong thé tinh toan cac
khoa s€ dugc st dung gitra mot UE va cac
eNodeB khac ma UE s& két nbi sau N lan
hozc nhiéu hon N lan chuyén giao (N=1 hoic
2).Co ché nay duoc thyc hién thong qua khoa
NH (Next-Hop) dugc luu trit trén MME.

Nguyén 1y hoat dong cu thé cta co ché
Forward Security nhu sau:
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NAS uplink COUNT PClI
EARFCN-DL

(Keng) * o—»
i Initial > Kone

Keng
Kane™ Kene®

PCl,
EARFCN-DL

- Ncc=0

Nee =1

[NE ]

PCl, PCI, pCl,
EARFCN-DL EARFCN-DL EARFCN-DL

NH - Ncc=2

Keng™

|
I PCl | PCl,
| EARFCN-DL

PCI,
EARFCN-DL

! EARFCN-DL

B _|-—- NCCc=3

Hinh 6. M5 hinh chudi khéa cho chuyén giao

Khi AS Security can duoc thiét 1ap gitta
UE va eNodeB, MME va UE phai tao ra cac
khoa Keng va NH tir khoa Kagye. Trong thiét
1ap khoi tao, Keng duoc tao ra truc tiép tu
Kasme va NAS uplink COUNT, tuong Ung
chudi khoa NCC = 0.Khoa K dugc st
dung lam khoéa co s cho viéc bao v¢ truyén
thong giita UE va eNodeB. Tiép d6 khoa NH
duoc tao ra tr Kasmeva Keng 0 trén, va khoa
nay dugc sit dung cho chudi khéa NCC=1
hodc 16n hon.Khi chuyén giao truc tiép gitta
cac eNodeB xay ra, thi mgt khoa méi Keng.
duoc tao ra tur khoa Keng dang hoat dong
hodc tir NH.Qué trinh 14y khoa Keng tir Keng
dang ton tai dwoc mo ta boi qua trinh ly
khoa theo chiéu ngang, KeNB* duoc tao ra tir
Keng V6i thong s6 EARFCN-DL (E-UTRAN
Absolute Radio Frequency Channel Number
— Downlink) ctua két ndi va PCI (Physical
Cell Identity) cia myc tiéu..Con qua trinh lay
khoa Keng' tir NH duge mé ta boi qua trinh
léy khoa theo chiéu doc, KeNB* duoc tao ra tu
NH véi thong s6 EARFCN-DL va PCI.

Do NH chi c6 thé tinh toan duy nhat boi
UE va MME, nén viéc str dung qua trinh lay
khéa tr NH dam bao duogc co ché Forward
Security cho qua trinh chuyén giao qua nhiéu
eNodeB.Chtrc ning nay c6 thé gidi han pham
vi cta ton hai, thAm chi néu mot khoéa bj 10 ri,
bdi vi cac khoa tuong lai s€ dugc tao ra ma
khong st dung khoa Keng hién tai trong
truong hop 1ay khoa theo chiéu doc.

5. KET LUAN

Cau trac mang LTE 14 khac biét so véi
cac mang di dong trude do nén mang LTE da
duoc ap dung nhiéu co ché khac nhau dé dap
g cac yéu cau an ninh duoc dit ra. Trong
d6, mot sb co ché 1a ké thira tir cac co ché cua
mang 3G nhu EPS AKA, Identity Protection,
hay NDS. Mot s6 co ché 1a sy phat trién méi
danh riéng cho mang LTE nhu hé théng phan



cip khoa, AS Security, NAS Security hay
Forward Security. Cac co ché nay co thé trién
khai mot cach dé dang trén thuc té do duoc
ké thira tir mang 3G (cac co ché ké thira)
hoac duoc gén lién voi hoat dong cua mang
LTE (cac co ché moéi). Ngoai cac co ché &
trén, con cac co ché khac thudc nhom tinh
nang an ninh (I) va (II), dugc cung cap cho
LTE nhung khong dé cép chi tiét trong bai
bao nay nhu Home eNodeB Security, M2M
(Machine-to-Machine) Security, Security for
VOoLTE. Va dé tao thanh mot kién trac an
ninh diy da cho mang LTE, cic co ché an
ninh cho cdc nhom tinh ndng an ninh (III),
(IV), (V) ciing can dugc st dung.
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