CO CHE MOI PHONG CHONG TAN CONG DDOS GAY BOI THU RAC

KS. Au Xuin Phong
T6 NCPT An toan théng tin.

Tém tit: Cac dich vu email cia cong ty thuong duoc thiét ké dé thuc hién tot hon so vdi cdc
dich vu email cong cong. Mot $6 thudn loi néi bt nhw 1 viéc chuyén email nhanh, dung lvong
file truyén di 1om, kha ning bdo vé chong spam va virus cao, méi truong qudng cdo thwong mai
mién phi, nhung cdc dich vu mail nay thwong xuyén la muc tiéu cia cdc hacker hay spammer.
Ngay nay viéc tcfn cong DDoS thong qua viéc spam ngay cang gia tang, lam xdo tron cdc dich vu
mail ciia cdc té chirc. Trong bai bdo nay gioi thieu mot giai phap moi dé phong chong tan céng
DDoS gdy boi spam email, do la viec két hop cdc bé loc nguon dau vao dwoc tinh chinh, b loc
néi dung ciing chinh sach trién khai email, ddo tao ngweoi ding, gidm sdt mang va cdc giai phdp
hop 1y doi véi cac cude tan cong dang dién ra. Theo thuc té, co ché phong chong ndy da givp
gidm t6i 60% lwu lwong spam mail t6i va ddy lii dwoe nhiéu cudc tan cong DDoS gdy béi spam

email.

1. GIOI THIEU

Email 1a cong cu dugc hang triéu nguoi
st dung trong giao tiép trén toan thé gigi. Tuy
nhién, spam da gay tro ngai tdi cac email cua
nguoi dung, lam tiéu tén tai nguyén, thoi gian
va tién bac cua ho. S6 luong spam email
chiém téi 80% tong luong mail. Rat nhiéu
nha nghién ctru di dua ra nhiéu giai phap
nham ngin chin viéc spam. Tuy nhién diéu
ay cling chi nhu mot hat nudc dugc tha vao
bién, cac spammer ludn ludn tim ra cach moi
dé co thé tién hanh thanh cong viéc chuyén
cac spam email t6i hdp thu cua nguoi dung.
Bén canh d6, mot muc ti€u khac la cac mail
server, nham 1am xdo tron cac hoat dong cua
cong ty, 1am mét di tién bac ciing nhu danh
tiéng ctia ho. DDoS 1a kiéu tan cong pho bién
lam té liét cac hé théng server. Bai bao nay s¢€
mo ta co ché tan cong DDoS thong qua viéc
spam mail va co ché phong chong s dung
cau trac da 16p.

Chu ky séng cua email: Cac thu duoc
soan & trong may ngudn sé dugc chuyén giao
t6i MTA — Message Transfer Agent. MTA sé
tim may dich nho sy gitiip d& cia DNS server
va chuyén tiép mail t6i MTA cua may dich.
MTA ¢ méy dich chuyén mail t6i hop thu cua
ngudi dung cubi. Cac MTA chuyén tiép mail
véi nhau st dung SMTP - Simple Mail
Transfer Protocol.

Hau hét cac hé thong mail cong ty déu
nhanh hon va phuc tap hon cac hé thong mail
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mién phi khac. Hé théng mail cong ty chuyén
mail nhanh hon va hd trg chuyén file c6 dung
lugng 16n cling nhu c6 khong gian luu triv
khong giéi han. Pé chuyén thu nhanh hon,
cac server bo qua hau hét cac budc kiém tra
spam. D¢ dinh kém duoc file dung luong 16n,
n6 phai bo qua cac thiét 1ap chon loc noi
dung. Piéu 4 ay khién cho cac mail server cong
ty c6 nhiéu 15 hong dé tan cong spam mail,
gdy ra cac cudc tan cong DDoS.

Phan duéi cua bai bao dugce sap xép nhu
sau: Muyc 2 cung cap kién thirc nén tang vé co
ché tan cong DDoS thong qua spam va cac
anh huong cua n6. Muc 3 miéu ta co ché
phong chong kiéu tin cong nay. Muc 4 trinh
bay mot sb két qua thir nghiém. Tong két 1a
muc 5.

2. CO CHE TAN CONG DDOS THONG
QUAN SPAM

Tan coéng DDoS la kiéu tan cong trén quy
mo rong 16n tdi cac dich vu tai hé thong cua
nan nhan hay cac ngudn tai nguyén mang.
Tan cong DDoS thong qua spam mail 1a mot
dang cua tin céng DDoS. O dang nay,
attacker thAm nhap vao mang bang mot
chuong trinh dugc dinh kém vao spam mail.
Sau khi khoi chay file dinh kém d6, ngudn tai
nguyén cua mail server s€ bi can kiét dan boi
mot s6 luong 16n mail tir cac méay khéac trong
domain giri dén gdy ra hién twong tir chdi
dich vu DoS. Attacker da tao ra cac spam



mail vuot qua dugc bo loc spam va chuyén
spam mail ay t&1 hop thu cia ngudi dung.

Spam mail c6 dinh kem file .exe dung
luong nhd (vi du nhu update.exe). Attacker
thuong st dung file ¢ 2 dudi mo rong dé giy
nham 1an cho b6 loc va ngudi dung (vi du nhu
Update KB2546 *86.BAK.exe). Cac file
dinh kém nay thuong cé dung lugng nho
140K dén 180K. Hau hét cac spam mail s&
yéu cau nguoi nhan thuc thi file .exe dé
update phan mém anti-virus. Khi thuc thi file,
ndé s€¢ dua file mdi vao trong thu muc
windows, thay doi file registry, dan toi
website cta attacker dé download cac chuong
trinh 16n nham giy hai cho mang sau nay.
Cac may bi nhiém doc sé& thu thap cac dia chi
mail thong qua danh sach dia chi va tuy dong
gui mail téi cac thanh vién khac trong cung
domain. Tham chi néu ngudi dung khong st
dung cac chuong trinh dich vy mail nhu
Outlook express hay cac phan mém khac, né
s& tu giri mail bang cach sir dung SMTP cua
chinh n6. Hau hét cac spam mail s& tan cong
vao cac id cia nhém mail va s€ gri mail toi
cac nhom ay. Bang cach nay, n s& phat tan
nhanh va manh hon rat nhiéu Néu bat ctr
nguoi dung nao chuyen tiép mail nay, thi tinh
hinh s& con toi t& hon rat nhleu Va cudi cling
server s& nhan dugc mot sb luong 16n cac yéu
cau tir cac noi, lam vuot qua kha nang xir ly
cta server, tré thanh mot cudc tin cong
DDoS. Loai sau thuong duoc dung trong tin
cong DDoS la WORM start.Bt,
WORM_STRAT.BG, WORM STRAT.BR,
TROJ PDROPPER.Q. Khi dugc thyc thi, cac
sdu nay s€ dua cac file serv.exe, serv.dll,
serv.s, serv.wax, E1.dll, rasaw32t.dll ... vao
thu muc cia windows.
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CO CHE PHONG CHONG

Bai bao dua ra co 9hé st dung cau trac da
16p dé phong chong tan cong DDoS gay boi
spam mail (hinh 1).

3.

Po 1a su két hop gitta viéc cac bo loc
ngudn dau vao duoc tinh chinh, bd loc nodi
dung, chinh sach gidm sat mang, chinh sach
cho email, dao tao ngudi dung va céac gidi
phap hop ly, ding luc cua nguoi quan tri
mang. Su két hop cua cac 16p nay s¢ cung cap
phuong thirc tot nhit dé ngian chin tan cong
DDoS thong qua spam mail.

3.1 B¢ loc nguon dau vao

Hién tai c6 rat nhiéu bd loc ngudn dau
vao, tuy nhién viéc st dung tat ca cac bd loc
nay s€ khong gitip cho viéc ngdn chan duogc
hoan toan cac cudc tin cong ma con lam cho
qua trinh chuyén mail bi cham lai. Vi vay viéc
tinh chinh bo loc 14 diéu can thiét. Hinh 2 chi
ra ciu tric cta bd loc ngudn dau vao:

Spam

Hinh 2. S két hop giita cac bo loc nguén dau
vao.

B0 loc Bayesian: 1a by loc c6 tinh hi¢u
qua cao duoc st dung cho nhiéu hé thdng
anti-spam. B0 loc nay hoat dong dya trén céc
dinh ly toan hoc cua nha toan hoc Bayes.
Trong phuong phap ciia Bayes, hé thong s&
xay dung hai bang tir cac ndi dung ctuia spam
mail giri dén va cac mail hop 18. Bang nay
gidng nhu mot cudn tir dién, mdi tr trong
mail mé&i giri dén s& dugc so sanh voi bang
spam mail va bang mail hop 18 4y. Véi cac tir
trong mail dén, cac gia tri xac suat dugc tinh
toan dua trén s 1an xuét hién cua tung tu
trong bang spam mail va bang mail hop 1¢. Vi
du, tir “Viagra” xuét hién 400 1an trong 3000



spam mail va 5 1an trong 300 mail hop 18, c6
Xac suat la 0.889 [400/3000]/
[5/300+400/3000]. N6 s€ thuc hién qua trinh
nay VvOi tat ca cac tir xuat hi¢n trong mall gui
dén. Cac mail bi coi 13 spam néu x4c suat tinh
toan duoc cao hon muc ngudng la 0.5.
Ngudng thong thuong 13 0.7 va cao hon ddi
v6i mail server cong ty. Duya dén mirc do de
doa, ngudi quan trj c6 thé thay dbi gia tri
nguong nay. Sau khi phan loai cac mail la
spam, ndi dung cia spam s€ dugc thém vao
trong tir dién. N6 s& rat hitu ich cho cac tinh
toan sau ndy. Bang cach nay, hé thong co thé
hoc dugc cac cong nghé méi nhiat ma cac
spammer sir dung. Ngudi quan tri co thé bat
hodc tit viéc hoc ndy. Tiur dién ndy thong
thuong chira khoang 50000 tir dbi véi cac
server nho va vira. Néu nhu ting kich thudc
cla tir dién, thoi gian tim kiém va thoi gian
xur 1y s& ting 1én lam chdm qua trinh chuyén
mail. Hé théng s& mét khoang hai tuan dé xay
dung bang danh sach céc tr spam, bén canh
d6 c6 mot sd bod loc st dung bang danh sach
tinh san co6. Cac spammer d hoc duoc cach
dé vuot qua bo loc nay mac cho qua trinh hoc
cua bd loc dién ra 1a lién tuc. “Mail, server,
report, firewall, virus, windows, customer,
support” 1a mdt vai tur khoa thong dung trong
bang mail hgp 1€ va cling dugc attacker su
dung dé tao mail mau. Server s& giri bao cdo
v6i tidu dé “server report” téi ngudi quan tri
mang. Vi vdy xac suat dé hé théng nhan ra
email nay 1a spam s& 1a rat thdp. Bo loc
Bayesian 1a rat tot tuy nhién né khong thé loc
duogc 100% céac tin spam.

DNSBL: 80% cac spam mail 1a dén tir
céc ngudi dung ca nhan. Néu ta co danh sach
cac dia chi IP tao spam, ta c6 thé chin dugc
cac ban tin spam. DNSBL duya trén nguyén
tic 4y. Danh siach DNS den (DNSBL) 1a bd
loc dau vao rat tt, nd hoat dong trudc khi
thuc hién qua trinh chuyén mail t6i hop thu
ngudi dung. R4t nhiéu DNSBL dua ra danh
sach dia chi IP dya trén ngudn open relay,
spam hay virus. Cac DNSBL dugc st dung
rong rdi nhit 13 spamhaus, spamcop, sorbs,
abuseat, dsbl, rfc-ignorant ... dua ra hang
nghin dia chi IP cta cac noi khédi tao spam.
C6 thé c6 sy tring lap cac IP trong cac danh
sach DNS den nay. Cac mail hop 1é chuyén di
s& bi cham lai néu tat ca danh sich DNS den
duoc sir dung. Hau hét cac server déu c6 tuy
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chon bao gém chon nhiéu hodc x6a danh sach
DNSBL bét ky. Tuy nhién van con t6i 20%
cac dia chi spam mail khong dugc liét ké
trong DNSBL nén ta van can st dung thém
cac bd loc khac hay phuong thuc khac dé
ngan chan spam.

SURBL: la mdt danh sach cac spam
website, domain, web server. Néu c6 bat cu
URL hay dia chi IP nao trong ban tin, hé
thong s& két ndi v6i danh sach SURBL dé
kiém tra xem URL d6 c6 duoc liét ké khong.
Néu URL ay duoc liét ké trong SURBL, n6 sé
chdn ban tin do lai. Danh sach SURBL hién
tai la sc.surbl.org, ws.surbl.org, ob.surbl.org,
ab.surbl.org. Multi.surbl.org la két hop cua tat
ca cac danh sach 4y. Tuy nhién, néu hé thong
str dung cac SURBL khéc v6i multi.surbl.org,
n6 s& mat thoi gian kha lau dé xir Iy mail. Néu
chi sir dung duy nhat multi.surbl.orgcho viéc
kiém tra SURBL, va néu dich vu khong kha
dung, sé& khong c6 budce kiém tra nao dugc
thyc hién. Khuyén nghi ¢ day 1a sa dung 4
SURBL hon la dung multi.surbl.org. Viéc
dung bd loc URL nay rat c6 hiéu qua trong
viéc chéng lai tan cong DDoS khi ma no
thuong tham chiéu téi cac website gia mao.
Mot s6 attacker sir dung nhidu URL nham gy
nham 13n cho bo loc. Viéc két hop kiém tra
SURBL v6i céc b loc khic 1a cach tot nhat
dé phong chéng tan cong DDoS.

Sender Policy Framework: Khung
chinh sach cho nguodi guri s€ loai bo ban tin
néu viéc kiém tra SPF thét bai. Viéc gia mao
dia chi nguoi giri 1a mdi de doa 16n téi nguoi
dung trong mang. Id mail cua attacker la gia,
tuy nhién lai c6 tén mién clia nan nhan, nén
hau hét nguoi dung nhan dugc mail déu tuan
theo cac chi dan va thuc thi cac file dinh kém,
dan dén bi tn cong DDoS. Ta co thé chan lai
tan cong nay bang cach sir dung SPF (Sender
Policy Framework). SPF cho phép kiém tra
email cua ngudi gii c6 phai gid mao hay
khong trong bat ct truong hop nao. Ngiy
nay, hau hét cac spammer st dung email gia
mao nhim che ddu danh tinh cia minh. SPF
yéu cau to chirc clia ngudi giri phai cong khai
mail server cia ho vao trong ban ghi SPF.
Néu ban nhan mail tr mot ngudi dung, ban c6
thé kiém tra mail Ay co6 toi tir to chirc hay
khong bang dia chi IP cta ngudi giri. Ban ghi
SPF s& thong bao cho phia nhan rang nguoi



dung ay c¢6 dugc phép sir dung mang ciia ho
hay khong. Néu t6 chirc nhan ra d6 1a may ca
nhan, n6 s€ vuot qua budc kiém tra nay,
nguoc lai do la attacker hay spammer.

Grey Listing: Grey Listing tir chi tat ca
cac mail t&i tor cac dia chi IP khong quen
thudc véi cac ma 16i. Mail server sé ghi lai td
hop cac thong tin id va dia chi IP cua ca
nguoi gui va ngudi nhén. Néu nguoi gui y
cO gang gui tiép mail sau khoang thoi gian 10
gidy dén 12 gio, server s€ kiém tra t6 hop
trong ban ghi ctia minh, néu trung, no s& cho
phép ngudi gui chuyen tin nhin. Piéu nay
dua trén thuc té rang cic spammer sé khong
c¢d ging giri lai thu trong khi ngudi dung hop
1¢ thuong s€ lam nhu vay.Tuy céc spammer
dd tim ra cach dé vuot qua, nhung phuong
phap nay ciing d3 giam thiéu duoc luong
spam dang ké.

Reverse DNS: H¢ thong nhén tin can co
rDNS. Hé thong guri tin cAn co tén mién va
dia chi IP dé chimg t6 nd dwoc gui di tir
ngudi dung hop 18. Hau hét cac spam déu
khong c6 reverse DNS. Viéc tir chdi tat ca cac
mail dén ma khong c6 rDNS 1a mét cach hiéu
qua dé loc tin spam. “Tur chdi ban tin néu IP
server gui di khong co rDNS”, “ Tu chéi ban
tin néu dau vao reverse DNS khong khop voi
Helo host” 14 2 lya chon dugc cung cap cho
hau hét cac dich vu mail. SPF va rDNS rat
hiru ich dé loc spam trong nhiéu truong hop
mo rong.

3.2 B0 loc ngi dung

Bang cach kiém tra can than ting tir
trong tiéu dé va ndi dung mail, ta c6 thé chin
dugc spam. Hau hét tiéu dé cac tin spam déu
cd ging gdy nhdm lan cho cac bd loc.
Spammer sé& st dung cac tir dé nhan biét nhu
1 cha @& va tir dia chi rd rang. Néu cac mail
t6i 6 ndi dung hay chu dé ca biét, bo loc nodi
dung s& dimg ngay viéc chuyén mail. Hau hét
cac spam mail gdy ra tin cong DDoS déu c6
chi dé nhu test, server report, status, helo ...
nham tranh b loc ndi dung. Vi du, “Server
report” 1a tir duoc server ding dé giri bao co
td1 nguoi quan tri, nén cac mail gui di cé chu
dé nay s€ duogc coi 1a hop 1¢. B loc ndi dung
s€ chan cac mail c6 vai tir ca bi¢t nhu Viagra,
ViAgRa, install updates, customer support
service ...
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Trong DDoS, céac cudc tAn cong sé€ dén tir
ban than cac id cua chinh domain mail nén
viéc chin mail id cta chinh né 13 diéu khong
kha thi. Mot lya chon khac la ta co thé chin
tat ca cac mail khong gui boi nguoi dung cu
thé. Nguoi quan tri co thé chan tat ca cac mail
dén tir mot nguon nao doé hodc cac mail co
dung luong xac dinh, vi du nhu c6 thé chin
tat ca cac mail dén c6 file dinh kém ning qua
100 KB. B loc ndi dung c6 thé chin cac mail
v&i cac dinh dang file cu thé (vi du nhu .exe),
nhd d6 ¢ thé chin dugc DDoS. Tuy nhién
hién nay attacker di tim cach vugt qua bang
cach st dung 2 dudéi mdé rdng nhu
update.doc.exe, update.txt.exe ...NO s€ gay
nham 14n cho bd loc va mail s& duoc chuyén
té1 hop thu. Pé tranh diéu nay, bo loc noi
dung cung cip thém lya chon nhu loc cac
dinh dang *.* exe. Piéu nay gitip ich rat nhiéu
cho viéc phong chdng DDoS thong qua spam.

3.3 Chinh sach

Mail 1 cach truyén thong chinh giira tat
ca cac nhan vién trong mot té chirc. Vi vy
can c6 mot quy ugc cho email dé phan biét
thong tin 1a Gui hay Nhan. Mot to chuc du
16n hay nhé déu can mot hé théng thong nhat
viéc gui, phan loai va su dung céc tap tin
trong mail server cua ho. Nguoi dung dugc
yéu cau sir dung cac ddu hiéu nhan blet hodc
c6 thé dat ddu hiéu nhan biét cho tit ca id
trong mot domain. Vi viy nguoi dung co thé
dé dang phan biét cac mail 12 spam hay hop
1é. Hau nhu mail cua attacker s& khong bao
gom bét ctr diu hiéu nhan biét nao. Vi du nhu
v6i cac td chirc ton gido, ho s& yéu cau ngudi
ding st dung céac tir cu thé dé xac dinh mail
d6 1a dén tir nguoi ding hop 1 (nguoi dung
dung tir “In His Service” thay vi “regards” &
cubi mail). Attacker khong thé xac dinh cac tir
cu thé ay. Céac tir khoa s& giup tach cac spam
mail ra khdi mail hop 1€. Nguoi dung sé
khong m¢ mail hay thyc thi cac file dinh kém,
diéu dy giup mang chdng lai tdn cong DDoS
thong qua spam mot cach c6 hi¢u qua.

3.4 Dao tao nguodi dung

Hanh dong cua nguodi dung true va
trong qua trinh cudc tan cong dién ra dong vai
trd quan trong trong viéc phong chong tin
cong DDoS. Vi vay ngudi ding can duge dio
tao cach xur ly vdi cac truong hgp nhu vay.



Ho phai dugc dao tao vé spam mail va tAn
cong DDoS.

Yéu cau nguoi dung khong tra 161 hay
chuyen tiép hay lam gi diéu gi twong tu
d6i v6i cac mail tir nguoi dung la.

Yéu ciu thong bao cho ngudi quan tri,
néu ho tra 16i d6 1a spam thi nguoi ding
nén danh dau flag spam dé server chin
lai.

Yéu cau khong dung email dung trong
cong viéc dé dang ki cac nhom méi hay
cho cac muc dich khac.

Yéu cau khong chay bat ctr file exe ndo
duoc gui to1 mail.

Ty dong xo6a cac spam mail sau moi ngay
lam viéc.

Sau cudc tan cong DDoS, spam mail c6
thé xuat hién trd lai va gdy ra tan cong
DDoS, vi vy nguodi dung nén xd6a mail
cll va spam mail ctuia ho thuong xuyén.

3.5 Giam sat mang

Pé phong chéng tan cong DDoS thong
qua spam, can thiét phai giam sat luu luong
mang theo thoi gian thyc. Cac hanh vi bat
thuong c6 thé duge tim thdy néu mang duogc
giam sat 24/7. Néu toc do cua dich vu mail bi
giam, ta c6 thé cho rang server dang phai xur
1y mot khoi dir liéu rat 16n. Tham chi néu luu
luong mang bi tac nghén ning, ngudi quan tri
c6 thé diéu tiét duoc luu lugng dir lidu dé ting
tbc d6 mail. Tuy nhién, trong cudc tan cong,
ngudi quan tri mang khong thé diéu tiét duoc
dir liéu nhu binh thuong, ho c6 thé danh gia
dang c6 gi d6 sai dang dién ra trong mang va
dua ra cc bién phap phong chong. Gia sir co
2 mail server dang dugc giam sat véi sb
lwong ngudi ding mail tdi thiéu 13 200. Néu 1
domain bi tin cong DDoS thong qua spam,
ngudi quan tri co thé biét dugc va ngan chan
khong cho lay lan t&i cac mail server khac.
Theo ddi lich sir hoat dong ciia mang va céac
van dé vé mang sé& hitu ich dé giai quyét cac
tinh hudng tirc thoi.

3.6  Giai phap hop ly.

Tuy theo ki nang cua nguoi quan tri, bat
clr cude tan cong nao cling cd thé dugc gial
quyét ma it gdy anh huong dén hé théng nhat.
Sau cudc tan cong, viéc tat server khong thyc
su hitu dung, ma nén thay doi duong dan cua
data dumping. T4n cong DDoS thong qua
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spam thuong nhim t&i muc tiéu 1a cac nhom
id. Nguoi quan tri c6 thé thay doi toan bo
nhom id sang nhom id méi (vi du nhu thay
allstaff@ABC.com thanh
all staff@ABC.com). Nh¢ d6 céc spam mail
s€ di chéch hudng va bi dung ngay lap tirc.
Cac may bi tiém nhiém can duogc tach roi khoi
mang ngay va can dugc phén tich dé xem anh
huong cta cude tAn cong. Sau khi loai bo céc
sau doc hai, cac may ay c6 thé tham gia vao
mang tré lai. Do 1a gidi phdp hop 1y cho cac
cudc tn cong.

4. KET QUA THU NGHIEM

Heé théng ap dung thu nghiém 1a h¢ théng
web server cung cap dich vu cho 200 user voi
20 nhom email IDs va 200 mail riéng biét.
Téc do két ndi internet 14 100 Mbps trong
mang LAN, tdc do download va upload 1a 20
Mbps. Cac spam mail s€ dugc thu thap tai
spam trap dya theo co ché phong chng da
16p dé cap o trén.

—e— Spam collected with 3 DNSBLs
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Hinh 3. Hiéu qua khi ap dung DNSBL

Két qua thir nghiém hiéu qua cia DNSBL
trong 2 truong hop: st dung 3 trang
Relays.ordb.org, bl.spamcop.net,
sbl.spamhaus.org va st dung 2 trang
bl.spamcop.net, sbl.spamhaus.org. Ta thiy,
khi khong c6 trang Relays.ordb.org trong
DNSBL, luu luong spam da tang 1én 40-50%

Két qua thir nghiém hiéu qua cia
SURBL. Ta tién hanh theo ddi viéc chuyén

mail vao cac thoi diem khac nhau nhu hinh,
moi session kéo dai trong 3 gio.
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Hinh 4. Hiéu qua khi ap dung DNSBL

Két qua thir nghiém hiéu qua ctia co ché
phong chong da 16p. Ta tién hanh giam sat hé
théng trong 6 thang lién tiép. Biéu do chi ra
) lugng spam mail nhian dugc trude va sau
khi trién khai co ché phong chéng. MObi
session trong biéu do kéo dai trong 3 gio. Két
qué trén biéu d6 cho thay s6 lugng spam mail
da giam di tir 50% toi 60%, hé thong khong
gip phai tin cong DDoS trong subt 6 thang
ay.

4~ ARer Implementing Defense Mechanism

#~  Before Implementing Defense Mechanism
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Hinh 5. Hiéu qua khi dp dung co ché phong
chong da lop

299

TONG KET

Trong bai bao nay, ching ta da dua ra co
ché phong chdng da 16p dé phong chong tan
cong DDoS gay boi spam. B loc ngudn dau
vao dd gitp chan tin cong DDoS giy boi
spam. Bo loc ndi dung chian ding spam bang
cach loc cac noi dung va chuong trinh khong
mong muén. Viéc giam sat mang lién tuc gitp
ngudi quan tri hiéu vé cudc tan cong va c6 du
thoi gian dé phong chdng no. Viéc dao tao
nguoi dung gitp ho c6 dugc cac hanh dong
can thiét dbi voi cac cudc tin cong, lam gidm
di anh hudng cta cudc tin cong dy. Cac chinh
sach chan spam mail bang cach sir dung cac
ddu hiéu nhan biét, khong gui mail hang loat
va gidi han vi¢c st dung mail trong nhoém.
Cubi cfmg nhung khong kem quan trong, dé
la cac giai phap hop ly giup ngan chan tan
cong. Thuc té kiém nghiém cho thay da giam
dugec 60% spam mail khi 4p dung co ché
phong chéng da 16p vao hé thong.
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