LO HONG CROSS SITE SCRIPTING ( XSS), TAN CONG

VA CAC BIEN PHAP KHAC PHUC

KS. Nguyén Ngoc Quin
T6 NCPT An toan théng tin

Tom tét XSS (Cross site scripting ) la mot 16 hong iing dung web trong dé mot nguoi ding
cudi ¢ thé tan céng bang cdch chén vao cdc website dong (ASP, PHP, CGI, JSP ...) nhiing thé
HTML hay nhitng doan ma script nguy hiém cé thé gady nguy hai cho nhiing nguoi sir dung khdc.
L6 héng XSS da ton tai tir lau nhung kich ban hién nay van c6 thé thiee hién véi nhitng kiéu tan
cong maoi trong tu"ong lai. Bai viét nay trinh bay mot nghién ciru chuyén sau trong su nguy hiém
cua 16 hong XSS va cach khai théc 16 hong, né ciing gi6i thiéu cdc bién phdp khdc phuc cac cudc

tn céng XSS.

1. GIOI THIEU

Véi sy ra doi clia cong nghé phat trién
web dong, cung vdi viée st dung ngay cang
nhiéu cac Gmg dung web thi ciing giy ra
nhiéu 16 hong hon cho Web. Cross Site
Scripting (goi tat 1a CSS hay thuong 1a XSS)
13 mot trong nhitng cudc tin cong tiém ma
phd bién nhat. XSS 1a mot 16 hong dya trén
viéc tiém ma - (Injection) duogc tim thay
trong cac ing dung web trong d6 cac ma doc
hai dugc tiém nhu cac bién dau vao vao
payload. Khi nguoi dung hop phap truy cap
vao mot tmg dung web bi 1y nhiém , cac ma
doc hai duogc lap lai cho trinh duyét cua
nguoi dung. Ma tiém c6 khd nang doc , thay
d6i va truyén tai dir liéu duoc phan loai truy
cap bang trinh duyét nhu cookies, session
tokens.

XSS (Cross- site Scripting (XSS) -
OWASP ) 1a mét 15 hong do la t6n tai tir lau .
Mot cai nhin chi tiét hon vé XSS c6 tham
khao ( Shanmugam & Ponnavaikko , 2008).
XSS 1a mét 16 hong trong top 10 16 hong
hang nam cua OWASP. Trong bai bao nay
tap trung chinh khai thac XSS, do 1a cac cudc
tan cong c6 thé duoc thuc hién sau khi 15
héng XSS dugc tim thay hodc két hop véi
cac cong cu khai thac. Trong bai bdo nay ,
dau tién bai bao trinh bay cac tinh ning co
ban cia XSS, mét sb cach phat hi¢n XSS phé
bién va cac cong cu khai thac 15 héng XSS
trong Phan 2. Trong phan 3, bai viét mo ta
cac loai XSS: Non-Persistent or Reflected
Vulnerability; Stored or  Persistent
vulnerability; DOM based or Local XSS.
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Phén 4 cung cdp mé ta vé mot sb 16 hong bao
mat moéi va thi vi duoc tim thdy trén céc
trang web gin day va 1am thé nao dé c6 thé
khai thac . Trong Phan 5 , bai bao da liét ké
mot vai bién phap khéc phuc cé thé duoc
thuc hi¢n trén phia may chu ciling nhu trén
cac client dé bao vé mot trang web hay tng
dung tir cac 16 hong XSS va cudi cung 1a két
luan..

2. NOI DUNG NGHIEN CcUU

O day, bai bao trinh bay mét phén tich
ngin gon Ve cac framework pho bién khac
nhau ma ton tai cho viéc phat hién ra cac 16
hoéng XSS trong cac ung dung web, va cach
khai thac chung. Chiing lam viéc bang cach
injecting cac payload va chay cac script trén
16 hong web.

2.1. Xenotix

Xenotix (Abraham , 2012 ) vé co ban la
mot cong cu kiém tra thdm nhdp duoc st
dung dé khai thac bai XSS. N6 ¢6 mot danh
sach payload dugc xay dung, c6 hon 450
payload XSS, ma ching c¢é thé vuot qua cac
bo loc XSS co ban dugc sir dung bdi cac nha
phat trién web. N6 c6 thé sir dung céc
payload mot cach manual hay ché do tu
dong. Pong thoi N6 ¢ thé hoat dong nhu
mot key logger dé luu lai t6 hop phim dugc
thuc hién bdi ngudi dung khi nguoi truy cap
vao trang bi nhiém.Ké tin cong ciing co thé
tai v& mot tap tin thyc thi ma doc trén hé
théng cua ngudi dung ma ho khéng nhan
thire dugc viée do. Khi nguoi dung truy céap
cac trang da bi nhiém, java applet client.jar



s& truy cap vao cira sd 1énh cua hé thong cua
ho. Attacker st dung 1énh echo dé viét cac
script c6 tén winconfig.vbs trong thu muc (
% temp% ) va sau d6 cmd.exe s€ thuc thi
winconfig.vbs dé tai vé tap tin thyc thi doc
hai theo quy dinh cua ké tan cong trong URL
vao thu muc temp va dbi tén né thanh
update.exe, cudi cung ndé s€ thuc hién
update.exe. Mot 16 hong khac duge cung cép
boi Xenotix la cai dat mot reverse shell (
Hammer , 2006) tai hé thdng cia ngudi sir
dung dé truy cap vao may tinh cta ho.

Mac du 1a mot cong cu don gian, nhung
day 1a mot cong cu dang dugc quan tam.
Tinh ning keylog khong dugc duy tri nhiéu
vi n6 chi ¢6 thé capture dugc bén trong trang
bi nhiém. Néu tai vé 0 dia thi chi chay duoc
16 bit hd tro cac file exe.

2.2. XSSF

XSSF dugc mo td rd trong ( Tomes ,
2011) (httl) va (xssf - Cross-Site Scripting
Framework - project Google Hostlng) nham
muyc dich dé dua ra nhimg moi nguy hiém
tiém tang lién quan dén cac 10 hong
XSS.Cong viéc co ban cua nd bao gdm viée
tao ra mot kénh thong tin lién lac (dugc goi
la mot tunnel XSSF ) voi trinh duyét muyc
tiéu (trong do c6 mot 16 héng XSS ) dé thue
hién cac cudc tdn cong khac nhau. Ké tan
cong co the thue hién cac cugce tan cong khac
nhau, mdi cudc tan cong ton tai trén mot
module riéng bi¢t. Mot s6 lugng 16n cdc mo-
dun nhu: file stealer, iphone Skype -call,
network scanning va nhiéu 16 hong ton tai
khéc c6 thé dugc thuc hién dé khai thac cac
16 hong ung dung web nay. XSSF co ban
hoat dong béng cach tao ra mot duong ham
liét ké tat ca cac id cia nan nhan khi nan
nhan dén trén mot trang web c6 16 hong XSS.
Nhimng ké tin cong sau d6 kiém tra trinh
duyét cua nguodi dung, tim kiém cach khai
thac phu hop, thuc hién né va giri mdt phién
cho nguoi dung. Sau d6 no co thé truy cap
vao hé théng ciia ngudi dung. Cac cudc tan
cong XSS co thé duoc thuc hién bao gom
viéc tao ra mot duong ham XSSF c¢6 thé cung
cAp truy cap clia cac mdy chu cuc bd ctia may
tinh tir xa cho ké tin cong va cho phép hin
¢6 dugc chuc ning cua nd. Pong thoi st
dung XSSF da dugc tich hop véi giao dién
diéu khién Metasploit ( Offensive Security
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Ltd , 2012 ) nguoi ta co thé chay bt ky trinh
duyét dua trén viéc khai thac mdt trang web
c6 16 hdéng XSS dé co6 duoc session
Meterpreter ctia né dé gan quyén truy cap hé
thong. Mot tinh ning khac ciia cong cu nay la
XSSF tin cong tu dong trong dé khai thac
khac nhau c6 thé dugc thém vao trong mot
hang doi , mdi id cong viéc riéng cia minh
va ¢6 thé duge thyuc hién tu dong mot khi nan
nhan thim lién két c6 15 hong duoc cung cip
boi nhitng ké tan cong.

Mot mit XSSF cung cip nhiéu tinh ning
tuyét voi nhu mot cong cu thanh cong cho
cac tan cong Post XSS, mat khac no lai
khong cung cip mot sd luwong 16n cac
phuong tién dé phat hién cac 16 hong XSS.
Pong thoi lam viéc véi XSSF framework
cung véi cac hiéu biét cuia Metasploit.

2.3. BeEF

BeEF 1a viét tit cia Framework trinh
duyét khai thac. N6 1a mot cong cu kiém tra
thAm nhip manh mé€ cho trinh duyét web. N6
str dung vector phia khach hang khac nhau dé
danh gia cac goc d6 an ninh thyc té ciia moi
truong muc tiéu. Framework nay bao gém
cac mo-dun 1énh khac nhau, st dung don
gian va manh mé& cac API gop phan hiéu qua
vao viéc danh gia. N6 cho phép phat trién
nhanh chéng va dé dang s dung cic mo-
dun.

BEeF két hop mot hodc nhiéu cac trinh
duyét web dua ra cic mo-dun 1énh, dao dién
cac cudc tin cong chdng lai hé thong tir bén
trong cua trinh duyét. Cac trinh duyét khac
nhau c6 kha ning nam trong bbi canh an ninh
( context security) khac nhau, va moi b01
canh c6 thé c6 mot tap hop cac huéng tan
cong dic thi. Framework cho phép kiém tra
xam nhap dé chon cac module cu thé (trong
thoi gian thyc) nhim muc tiéu mdi trinh
duyét, va trong mdi bdi canh (context).

BEEF framework la m{t cong cy manh mé
c6 thé str dung cac 16 hong XSS dé khoi dong
cac cudc tan cong khac nhau nhu mot vai tén
duogc ké t6i sau ddy: browser fingerprinting
(thu thap thong tin vé trinh duyét),
persistence , network  fingerprinting, DNS
enumeration, Port scanning, va IRC NAT.



3. CAC LOAI TAN CONG XSS

Hién nay c6 3 loai tdn cong cross site
scripting phd bién: Non-Persistent or
Reflected Vulnerability (Tan cong Reflected
hodc cross site scripting khong lién tuc);
Stored or Persistent vulnerability; DOM
based or Local XSS

Nhitng 16 hong ton tai trén nhitng website
khac nhau hodc cic tmg dung web c6 thé
duoc phan loai thanh 3 loai. Chung duoc giai
thich va mé ta chi tiét nhu sau:
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Hinh 1. Tan cong Reflected hodc cross site
scripting khong lién tuc

Cac cudc tan cong khong lién tuc
(Hinh 1) duoc thuc hién khi dir li¢u duoc
cung cép boi mot khach hang web duoc sir
dung ngay lap tic bang server-side script dé
tao ra mot trang két qua cho ngudi dung. Néu
dir liéu nguoi ding cung cip khong con gia
tri va dugc bao gdm trong cac trang két qua
ma khong can mi héa HTML, viéc nay cho
phép ma phia may khach dugc tiém vao trang
ning dong. Mi tiém c6 thé dugc phan hoi
trén may chi web, nhu trong két qua tim
kiém, hodc nhu mot thong bao 15, hodc bét
ky thong di¢p tra loi nhu vy ma bao gdm
mot phan ctia dau vao gui dén may chu nhu
mot phan cta yéu cau. Cac cudc tin cong
Reflect c¢6 thé dugc giri dén nguoi dung
thong qua mdt con duong khac, nhu trong
mot e-mail thong bio, hodc co thé trén mot
s may cha web khac. Khi mot nguoi ding bi
Itra click vao mot lién két doc hai hoac
submit mot form dic biét, ma tiém di dén
may chi web c6 16 héng, reflect cudc tan
cong nguoc trd lai trinh duyét cua nan nhan.
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Céc trinh duyét sau d6 thuc thi mi vi nd dén
tor mot may chu trusted
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Hinh 2. Stored or Persistent vulnerability

Stored or Persistent vulnerability
(hinh 2) cho phép nhiing tan cong manh nhat,
trong d6 cac ma doc hai dugc giri dén mot
trang web, noi n6 dugc luu trit trong thoi
gian nhét dinh (trong mot co s& dir ligu, hé
thdng tap tin, hodc bat ky déu) va sau do hién
thi cho nguoi st dung trong mdt trang web
trang web ma khong dugc mi hoa bang cach
st dung cac thuc thé HTML. Mot vi du vé
mot tinh hinh nhu vay 1a véi bang tin tryuc
tuyén, noi ma nguoi ding dugc phép ding
bai dinh dang HTML cho nguoi dung khac
dé doc.
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Hinh 3. DOM based or Local XSS

Duya trén DOM (Document Object
Model) (hinh 3) hodc Local XSS, ké tan cong



nhiing dir liéu tdn cong trong cac side client,
tr bén trong mot vai trang trén may chu web.
Vi dy, néu mdt phan cua JavaScript truy cép
mot URL yéu cau cac tham s va viét mot
vai HTML trén trang riéng ctia minh, viéc str
dung thong tin nay ma khong dugc ma hoa
bang cach sir dung cac thyc thé HTML, thi
c6 thé s& xuat hién 16 hong XSS, khi ma vin
ban dir li¢u nay s€ dugc tai giai thich bdi cac
trinh duyét nhw HTML ma c6 thé bao gdm
thém cac script phia may tram.

4. CAC TAN CONG KHAI THAC XSS

4.1. Dir liéu trén Android c6 nhiéu 16
hong

Cac 16 héng duoc giai thich ¢ day
(Cannon 2013) ton tai trong framework
Android 2.2. N6 ¢6 thé dugc khai thac dé
truy cdp cac tap tin dugc luu trir trong
SDcard cta cac thiét bi chay Android. Cac
Trinh duyét trén Android khéng nhic nho
ngudi dung khi tai vé mot tap tin, vi du nhu
mot tap tin nhu "payload.html" dugc tu dong
tai vé / sdcard / download / payload.html.
Mot JavaScript co thé dugc st dung dé mo
file " payload " mdt cach ty dong ma la
nguyén nhan trinh duyét dé hién thi cac file
local va cho phép cac cach thirc dé c6 thé
truy cap vao SDcard va céc tip tin dugc luu
trit bén trong d6. Sau d6, N6 c6 thé gui noi
dung cua céc tdp tin truy cdp tré lai trang
web ¢6 16 hong.Viée khai thac don gian 1a sir
dung JavaScript va chuyén hudng, nd cé thé
dugc st dung trén nhiéu thiét bi cam tay va
cac phién ban khac nhau cua Android.
Nhung né cling ¢6 mot vai han ché nhu tén
va duong dan cua tap tin dugc truy cap da
dugc biét dén trude d6. Vi nd khong phai 1a
mot 16 hong root nén né khong thé truy cap
tat ca cac tap tin, ma chi c¢6 nhimg gi duoc
luu trir trén SDcard.

4.2. Skype's improper URI scheme and
embeddable Webkit browser on 10S

L6 héng nay nhu dugc giai thich trong
(Kumar, 2011) va (Purviance, 2011) va
(iPhones Make Automatic Skype Calls |
Security Generation, 2010) ton tai trong
framework cta i0S. N6 c6 thé bi khai thac
bai mot ké tAn cong dé truy cap vao co so dir
lieu SQLLite Address Book cua nguoi dung
va ciing dé dat cudc goi truc tiép sir dung

304

Skype. Ung dung Skype duoc phat trién cho
10S st dung mét tap tin HTML dugc luu triv
local d& hién thi tin nhan chat tir nguoi dung
Skype khac, nhung né thit bai trong viéc ma
héa "Full Name" ctia ngudi ding dén
(incoming users), cho phép ké tin cong dé
thyc thi ma JavaScript doc hai khi nan nhan
xem tin nhén.

Van d¢ ¢ déy 1a thuc hién khai thac bang
cach st dung trinh duyét nhing Webkit.
Ngoai ra cac nha phat trién Skype da thiét 1ap
cac chuong trinh URI cho trinh duyét nhung
"file :/ /" cho phép ké tin cong truy cép hé
théng tap tin va doc bat ky tap tin co thé
duoc doc bdi cac trng dung 10S sandbox.

Trong tuwong lai, Can han ché cac tmng
dung cua bén thir ba dé thuc hién cic hanh
dong dugc xac dinh bdi URL ciing nhu URI
cho phép cac trang web nhung mdt iframe
ma budc Skype md ra(néu n6 dugc cai dat)
va goi mot s6 cu thé. JavaScript <iframe
src="skype://1900expensivepremiumnumber
?call"> </ iframe>.

4.3. HTMLS API for cross domain calls

L3 hong nay chi cé thé dugc khai thac
trén cac hé théng Windows. HTMLS5 c¢6 hai
API @ thyc hién cudc goi lién mién - Cross
Origin Requests vi WebSockets. Bang cach
stt dung chung, JavaScript co thé tao ra cac
két ndi t6i bat ky IP ndo va véi bat ky cong
(ngoai cong bi chan), 1am cho chiing mot dbi
tuong 1y tuong cho tin cong port scanning.
Cac API c6 thé b khai thac dé xac dinh xem
néu cac cong dang duoc két ndi 1a mo hay
dong hay loc. N6 nhu vay bang sy gitp d&
ctia hai thudc tinh: 'ready state' cho biét tinh
trang cua cac két ndi tai mot thoi diém nhét
dinh va "time duration' ma moi "readyState"
1a gia tri cudi.

Do d6 bang cach quan sat sy khac biét
trong hanh vi ching ta c6 thé xac dinh ban
chit ciia cac cong. La mot cip do ung dung
quét thanh cong ctia nd cting phu thudc vao
ban chit cla cic Gmg dung dang chay trén
cac cong muc tiéu. Khi mot yéu cau duoc giri
dén s6 loai tmg dung ma ching doc yéu cau
va gitt im ling giit cho socket open, c6 thé co
nhiéu dau vao hodc dau vao trong mot dinh
dang cu thé. Néu muc tiéu dang chay mot
ung dung nhu vay thi tinh trang cua no



khong thé dugc xac dinh. Vi ngay ca khi
cong dong co thé van dugc xac dinh chung ta
c¢6 thé mé rong ky thuat nay dé thuc hién cac
chirc nang quét mang cling nhu phat hién IP
noi bo.

4.4. HTMLS implementation of AJAX
history

HTMLS c6 mdt tinh nang cho phép
nguoi dung truy cdp céc trang web khac nhau
va lién két trong mot trang web ma khong
thay d6i URL. N6 duoc thyc hién véi su gitp
do cua chuc nang window.history.pushState
(). N6 duogc tao ra cho cac trang web AJAX
dé stra d6i dé dang trong thanh dia chi cira s6
va lich str thao tac. D6 1a mdt tinh nang tuyét
voi va thuan tién cho cac nha phat trién - vi
du, cac tmg dung AJAX c6 thé dé dang hd
tro trd lai va nat bAm phia truéc ma khong
can dén URI dinh danh doan (#). Nhung né
cling c6 thé duoc khai thac cho mét trang
web ¢ 16 hong XSS vi né cho phép ké tan
cong dé chuyén hudng nguoi ding dén bat
ky lién két ma khong thay d6i URL trong
thanh dia chi.

4.5. Access to the WScript ActiveX
control in Internet Explorer

Cac thiét 1ap bao mat trong Internet
Explorer phép truy cdp vao diéu khién
ActiveX WScript thong qua ngdn ngir script
nhu JavaScript va VBScript. Cidc mau tng
dung cho thdy lam thé nao dé st dung dbi
tuong ActiveX "WScript.shell" dé tuong tac
v6i may cta khach hang. Véi viée kiém soat
ai co thé thuc hién cac lénh tuong tu nhu mat
dau nhéc trinh bio ma khong théng béo cho
nguoi su dung. St dung Shell nguoi ta cling
c6 thé tao, x0a va sira doi cac tip tin vin ban
thong qua WScript.FileSystemObject. IE7 da
dua vao mot diéu khién bao mat méi duge
goi 1a "ngudn dir lidu truy cap trén toan
mién", ma bay gio bfmg cach mac dinh duoc
thiét 1ap dé nhic nhd nguoi dung néu ho
mudn cho phép kich ban cua ban dé néi
chuyén voi “domains” khac (n6 xem xét hé
thong tap tin nhu 13 mot mién riéng biét )
nhung nguoi ta c6 thé viét mot kich ban tap
tin truc tiép vao dia va sau do6 thuc hién no,
nhan dugc xung quanh céac diéu khoan IE7.
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4.6. File API in HTMLS5

L3 hdong nay hién dang dugc thuc thi
trong Webkit (m&i nhét cia Google Chrome)
va co thé bi khai thac dé chuyén dbi trinh
duyét chrome Google vao mot file server.
File API trong HTMLS cho phép cac
JavaScript truy cap cac file, mot khi né duoc
lra chon boi ngudi st dung (tire 1a trude khi
tai 1én nd). Ngoai vi€c cung cap kinh nghiém
dé cac file upload tét hon, no ciing co thé
duoc st dung mot cach ddc hai nhu 1a dé an
cip céc file cua ban trong tin cong XSS. Véi
phong cach théng minh ban c6 thé 4n
inputtype=file diéu khién dé nguoi dung
khong hé biét rang anh ta s& tai 1én cac tap
tin. Trong truong hop nay céc tap tin duoc
lya chon bdi nguodi st dung trong 'Open File'
hop thoai 14 ngudi duy nhat ¢6 thé duoc truy
cap. Tuy nhién inputtype=directory file 1a
mot tinh ndng tuyét voi cho phép ngudi dung
tai 1én ndi dung cia mot thu muc duogc lua
chon, nhu vay cho phép truy cap toan bd thu
muc cho ké tan cong.

4.7. XSS MAP

Google trong khi thu thap dir liéu cho
cac Xem Google Street ciing da thu thap dir
li¢u cua cac mang khong day trong vung lan
can va dia chi MAC cua cac router va sau do
phéi hop anh xa chung vao GPS. O day, nhu
xay dung trong (Higgins, 2010), mot XSS
khai thac co thé duoc str dung dé lap ban d6
vi tri cia nguoi dung. Viée khai thac XSS co
thé 1ay dia chi MAC cua router ciia muyc tiéu
va sau d6 phdi hop sir dung Google Maps dé
xac dinh GPS. Mot trang doc hai ban dang
truy cap co thé thuc hién mot XSS khai thac
va phuc hdi cua ban toa dd6 GPS tur Google
Maps. Cac b dinh tuyén va trinh duyét web
tu chung khong chira bat ky dir liéu vi tri dia
1y / GPS va khong ctia né Geo vi tri dya trén
IP. N6 hoat dong thong qua Router XSS ma
c6 dugc dia chi MAC cua router thong qua
AJAX . Pia chi MAC sau d6 duoc gui dén
ké tin cong s& chuyén n6 dén dia diém Dya
dich vu cua Google ma c6 thé ban do vi tri
(GPS gan dung toa do ) ciia mot ngudi sir
dung dua trén dia chi MAC cua minh.

4.8. NAT PINNING - IRC Over HTTP

Trong cudc tin céng XSS, mot trang
web budc router ciia nguodi dung hoac tuong



Itra, khong blet rang t6i ching, forward dén
cong bat ky sb cong tré lai may cua ngudi
dung. Khi nan nhan nhap chudt vao mot URL
XSS ¢6 16 hong c¢6 mdt hinh thie an két ndi
voi - http://attacker.com:6667  (port IRC),
ngudi dung submit form ma khong biét. Mot
két néi HTTP duoc tao ra boi ké tin cong toi
may chu IRC ( két ndi gia) chi don gian la
lang nghe. Router cta nan nhan nhin thay
mot " két ndi IRC " (mic du khach hang cia
minh dang néi trong HTTP) va mot nd lyc tai
mot ' DCC Chat” . Direct Client- to-Client
(DCC ) 1a mot tiéu giao thirc IRC lién quan
cho phép trao d6i cac tap tin va thuc hién cac
cudc tro chuyén khong chuyén tiép bang cach
cho phép cac Peers két ndi v6i nhau bing
cach su dung mot may chu IRC cho tin hi¢u
bat tay.Chat DCC yéu ciu md mot cong local
trén may tram ma duoc két ndi nguoc tir. Khi
ma router 1a ngin chin tit ca cac két ndi tir
bén trong, n6 quyét dinh dé chuyén tiép luu
luong dén cong Chat DCC nguoc vé may clia
nan nhan dé cho phép NAT traversal cho
nhing ké tdn dé két ndi tro lai va tro chuyén
v6i anh ta. Tuy nhién, ké tin cong cé chi
dinh cong . Vi du, cong 21 (FTP) , cac cong
router chuyén tiép 21 tro lai hé thong ndi bo
clia nan nhan. K¢é tan céng c6 mot con duong
16 rang dé két ndi voi cac nan nhan trén cong
21 va khoi dong mdt cudc tan cong.

4.9. Browser Exploits

Biét ky ai c6 thé khai thac cac stack (mg
dung trinh duyét va thyc hién mdt ma shell
hodc mé mot phién Meterpreter bang cach sir
dung 15i b nhd lién quan dén 16 hong XSS.
Nhing 16 héng khac ciing c6 thé tra vé phién
Meterpreter ma khong tin cong cac tmg dung
stack mot cach truc tiép. Vi du nhu java
applet cia ky tr co thé dugc sir dung dé
download cac ma ddc va thyc hién mdt tap
tin exe.

5. BIEN PHAP KHAC PHUC XSS

Trong cac umg dung web thé _gi01 ngay
nay dang dugc pho b1en rong rai dé cung cp
cac dich vu truc tuyen khac nhau. Nhung
dong thoi 16 hong tmg dung dang dugc phat
hién va cong bd voi toc dd dang bao dong.
Trén thé gidi, bao mat web c6 thé d& dang bi
xam nhdp, bao mat sé tr¢ thanh bt budc dé
bio vé minh khéi cdc cudc tan con. Cac bién
phap khac nhau c6 thé dugc ap dung dé tranh

306

bi thanh nan nhan cta XSS. Cac co ché ngin
ngra (XSS (Cross Site Scripting) Cheat
Sheet - OWASP, 2013) c6 thé dugc thuc hién
mot trong hai ¢ phia may chu hoac phia
khéch hang.

5.1. Server Side protection

Dé bao vé khoi cac 16 hong XSS, cac
bién phap sau day co thé duoc thuc hién boi
nha phat trién tai phia may chu. Cac khai
niém co ban st dung & day la, khong tin
tudng vao dau vao cung cip (bao gdm ca cac
tap tin cookie) cua nguoi dung. Nguoi su
dung can dugc xac nhan va xac nhan trudc
khi cho phép truy cip vao nd. Bao vé co thé
duoc thuc hién bang cach han ché cac mién
va duong dan dé chép nhéan cookie, thiét lap
chung nhu HttpOnly, sit dung SSL va khong
bao gio luu trit dr li€u bi mat trong céc
cookie. C6 thé vo hiéu hoa viéc sir dung cac
Script mot cach an toan tur cac trang web
khéch hang.

Céac Header ndi dung Chinh sach An
ninh ciing ¢6 thé duoc str dung dé bao mat
chéng lai viéc khai thac 16 hong XSS. Ngoai
ra, md héa mot cach thich hop cac ky tu didu
khién HTML, JavaScript, CSS, va URL nén
duoc thuc hién dé lam cho ching vo hai
trudc khi ching dugc hién thi trong trinh
duyét. Str dung cac bd loc c6 dé lam sach dau
vao nguoi dung: filter sanitize encoded (dé
ma hoéa URL), htmlentities (lopc HTML),
ilter_sanitize magic_quotes (ap dung
addslashes ()). Cac bo loc nay giit mot chiéc
dong hd dau vao nguoi sir dung va kiém tra
javascript hodac HTTP POST trong cac dau
vao va sau d6 ngan chén cac script dugc thuc
thi. Ngoai nhiing bién phap co mot sO thu
vién bao mat c6 sin dé ma hoéa ngudi ding
nhap vao nhu Project OWASP Encoding c6
san tai Google Code, cac loc HTML hoic
Htmlawed cho PHP Anti-XSS Class. Cac
tmg dung thudn AntiSamy API cho Net hoic.
XSS-HTML -B6 loc cho Java.

5.2. Endpoint Protection

Nguoi dung c6 thé thuc hién cac bude dé
ngdn chdn trd thanh nan nhan cua cross-site
scripting bang cach cai dit add-ons trinh
duyét khac nhau. Nhitng add ons gitr mot
chiéc dong hd trén cac truong dau vao khac
nhau (form, URL, vv), néu mot JavaScript



hodac HTTP POST la gap phai, né sau do6 st
dung cac bd loc XSS dé ngan chan nhiing
script thuc hién. Vi du vé céc tién ich bao
gdm NoScript cho FireFox; NotScripts cho
Chrome va Opera trong khi Internet Explorer
8 ¢6 chung nhu la mot tinh nang da dugc xay
dung tur trudce.

6. KET LUAN

Hién tai, ing dung web da tr¢ thanh mét
phan khong thé thiéu cua cudc sdng cua
chung ta. Nhung cac trang web nay thuong
tén tai nhiéu 16 hong va dé bi tdn cong. Bai
viét ndy da kham pha mot trong nhiing 16
hong ton tai mot cach phd bién va chi ra cach
khai thac né . XSS 1a mot cudc tin cong tiém
mi tién chi phdi c6 thé hinh thanh cac co s&
khai thac rat manh mé. N6 thuong cé thé
dugc két hop voi cac 16 hong khac dé thuc
hién cac cudc tdn cong quan trong hon nira.
Trong bai bdo nay, da thdo luan mot vai cude
tan cong phd bién. Chung t6i liét ké mot vai
cong cu dé phat hién XSS va khai thac 16
hong XSS, cung véi cac tinh ning chinh cta
chung. Hon nita chung toi da dé cap toi mot
vai 16 hong XSS méi nhét ciing nhu cac cude
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tAn cong XSS ddng thoi giai thich cac khai
niém dang sau chung. Trong két luan da liét
ké mot vai co ché bao vé co thé duoc thuc
hién hodc trén server hodc client dé bao vé
minh khoi cac cudc tdn cong XSS.
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