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Tém tit: Nanh da thirc chan Z, [X] / (X" +1) truée ddy it dwoc sic dung trong viéc xdy

dung ma sua sai. Tuy nhién, do cac ddc tinh toan hoc dac bi¢t, cac vanh nay lai c6 nhiéu irng
dung tiém nang trong mdt md. Bai béo nay dé xudt mot hé mdt khéa bi mdt dwa trén cdc ddic
dzem cua cac thang duw bdc hai va cac phan i lién hop trén vanh da thire chdn va trinh bay mét
6 danh gid vé hé mdt nay.

Tir khéa: Mdt ma, khéa bi mdt, vanh da thire chan, thang duw bdc hai, phdn tr lien hop.
A SECRET-KEY CRYPTOSYSTEM BASING ON QUADRATIC RESIDUES AND
CONJUGATE ELEMENTS IN EVEN POLYNOMIAL RINGS

Abstract: Even polynomial rings Zz[x]/(x2n +1) are not widely used in correcting-coding

theory. However, with special mathematical characteristics, thoses rings have some potential
applications in cryptography. In this paper, a secret-key cryptosystem basing on the features of
guadratic residues and conjugate elements in even polynomial rings is proposed with brief
security evaluation.
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I. GIOI THIEU Trong muc 2, bai bao trinh bay cac dinh

Trong 1y thuyét ma sira sai cyclic truyén
thong, cac vanh da thirc chin Z, [X] / (X" +1)

khong dugc stir dung vi cac ma nay dugc xay
dung trén cac Ideal trong khi cac Ideal cua
vanh chin chinh 1a Ideal ctia vanh 1¢ tuong
g binh phuong. Gan day, v6i phuong phap
phan hoach vanh da thirc chén thanh cac 16p
cac phan tir lién hop (Conjugate Element)
[1], 16p cac phan tir lién hop cua liy dang
nudt trong vanh nay da duoc ung dung dé
xay dyng mot sd 16p ma cyclic cuc bo [2] ¢6
dic tinh tot. Ngodi ra, véi cac vanh

x]/ (x* +1) d3 duoc tmg dung dé xay
dung cac hé mat dua trén cac cip s6 nhan
cyclic cua vanh [3], hé mat nay dang dugc
phat trién nhu mot phién ban méi ciia chuan
ma dir liéu DES [4].

Bai bao nay tap trung khai thac dac tinh
ctia cac phan tir lién hop cta cac thing du
bac hai trén vanh da thic chin dé xay dung
mot hé mat khoa bi mat mai.

nghia vé cac thang du bac hai trén vanh da
thirc chan va cac phan tir lién hop cia chiing
cling nhu phén tich cac dic tinh cua cac dbi
tugng nay. Dua trén cac phan tich d6, muc 3
ctia bai bdo md ta chi tiét mot hé mat khoa bi
mat bao g@)m cac thuat toan tao khoa, ma
hoa, giai ma cung moét vi du thtr nghiém va
cac danh gia két qua so bo. Muc 4 s& trinh
bay mot s6 dua ra két luan va dinh hudng
nghién ciru tiép theo.

1. CAC THANG DU BAC HAI VA CAC
PHAN TU LIEN HQP TRONG
VANH PA THUC CHAN

Dinh nghia 1: Pa thire T (X) dwoc goi la
thang dw bdc hai, ky hiéu la QR (Quadratic
Residue) trong Z, [X]/(in +1) néu ton tai da
thirc a(x) thoa man
g?(x) = f (X)mod(x*" +1).

Khi d6 g(x) €Z,[X]/(x*"+1) va duoc

goi 1a can bac hai ciia f(X). Da thirc/ f (X)
dugc goi la can bac hai chinh cia f(x). Vi



dy, can bac hai chinh cua f (x) =1+ x> +x* 14
f(X)=1+x+x*. Tap cic QR trong
Z,[x]/(x*" +1) duoc ky hicu 1a Q,,.

Bé6 dé 1 : Pa thirc f(X) nam trong tdp
cdc thang dw bdc hai Q,, khi va chi khi f(X)
chira cdc don thire ¢6 s6 mii chan [1].

Bé dé 2. So cic QR trong
Z, [X]/(X2n +1) duwoc xdc dinh nhu sau [1]:

Q| = ic; =Ci+C2+Cl+. . +CM+Cl=2"
i=0

Bé d@é 3: Cdc cin bdc hai cua mét QR
trong Z,[X]/(x*" +1) dugc xdc dinh nhu sau

[1]:
g(x) =@+ x")D X" +/f(X)

teU

Trong d6 U 1a mot tap gdm céc to hop
tuy y céac gia tri trong tap s={0,n—21}. Do
vay lyc luong ciia U s& bang |U|=2n -1.
Nhu vdy d6i voi méi QR trong vanh
Z,[x]/(x*" +1) c6 tt ca 2" can bac hai (ké
ca can bac hai chinh).

Cac can bac hai ciia mét da thirc la téng
cua nhi¢u don thuc s€ bang tong cac can bac
hai cta ting don thirc hay noi cach khac khai
can bac hai cua da thirc la thyc hién khai can
timg thanh phan cua da thic. Néu xét cac
don thitc c6 sO mli chan dang

n-1 .
f(x)=> f,x* thi can bac hai chinh cia f(x)

i=0
i<n

sela [T =Y fix.

Trong vanh Z,[x]/(x*"+1) c6 2" QR,

moi thing du bac hai co 2" can bac hai, do
vay c6 tat ca 2*" cin bac hai trong vanh. Mt
khac, ta thay rang, trong vanh
Z,[x]/(x*" +1) c6 2*" da thirc do vy cac
can bac hai cua cac QR tao nén toan bo vanh
nay.

Trong truong sd day du, can bac hai cua
(-1) 1a %), ching dugc goi 1a cac phan tir
lién hop cua (-1). Tuong ty nhu vay, cac can

bac hai cua cung mét QR trén vanh da thirc
cling duoc goi 1a cac phan tir lién hop twong
ung voi thing du d6 ky hiéu la CE
(Conjugate Element).

n-1
Bo dé 4. Neu 1(x)=>IX' la can bdc
i=0
2n-1 .
hai chinh cua f(X)= z fx',thi
i=0

L=(f,+f,)mod2|0<i<n-1

I+n

Vi
2n-1 . n-1 .
f(x)=> fx +> fx
i=n i=0
n-1 . n-1
=Y finX "+ X
i=0 i=0
n-1 )
= (f(”n)xn + f)X'

n-1

200 = £ () =3 (Funy X2 + £
i=0

Do x*" =1mod(x*" +1) nén

n-1 .
f 2(X) = Z( f(i+n) + fi)x2I
i=0

va
n-1
1(x) = F2(x) =\/ (o + FIX*
i=0
n-1 )
= (f(i+n) + fi)XI
j=0
hay
L=(f,+f, ,)mod2|0<i<n-1.

Bo6 dé 5. Pa thirc k(x)=) x' trong
teU
biéu thirc g(x)=1+x")D X' +/f(x) co
teU
cic hé sé Kk dwoc xdc dinh  béi
ki=f. 10<i<n-1, trong do f, la cdic hé
2n-1

56 ciia da thirc f(x)=Y f,X".
i=0

Chung minh:



n-1
Gia sir 1(x) =) |,x' 1a can bic hai chinh
i=0
2n-1

cua f(x)=> fix.
i=0
Vi
f(x) =@+ x")k(x)+1(x)
= X"k (x) +k(x) +1(x)
hay

f(x)= x”ikixi +§(ki +1)x’

LN

n—.

n-1
=3 kX + > (K + )X
i=0

I
o

Nén dé théy toan bd cac hé s cua cac
don thirc ¢6 bac tr n dén (2n-1) cua f(X)
caic hé sd chinh la k |0<j<n-1 hay
ki =f,10<i<n-1.

I1l. HE MAT KHOA BIi MAT DUA
TREN CAC THANG DU BAC HAI
VA CAC PHAN TU LIEN HOQP
TRONG VANH PA THUC CHAN

Mdi trong tong s& 2*"da thirc
m(x)eZ, [X]/(XZ" +1), co trong s tdi da 1a
2n, du la CE cia QR
f () = m?(x) mod(x*" +1) tirc 1a moi da thirc
trong vanh chin luén cé thé biéu dién dudi
dang:

m(x) = (L+x") > X" +/m*(x)

teU

Trong d6, 1(x) = /m?(x) va k(x)=>x

telU
déu 1a cac da thuc trong sb toi da 1a n va
dugc biéu dién boi cac chudi n bit. Néu coi
k(x) 1a mot khoa bi mat va che dau khoa nay
bang mot phép ma hoa nao do, vi du RSA,
thi tham ma s& khong thé phat hién ra m(x)
du thu dugc 1(x). Ngoai ra, ban than [(X)
cling khong phai 1a mot phan cua ban rd
m(X) ma chinh 1a mdt ban ma cia m(x)

duoc ma hoa theo cong thie 1(x) = /m?(X) .

So d6 chi tiét hé mat khoa bi mat theo y
tuong trén dugc mo ta chi tiet trong Hinh 1.

O mdi phién mg voi mdi lan can truyén di
ban rd m, 2n bit tuong g vai da thirc:
2n-1 .
m, (x) = > mx!
j=0
A s€ tinh toan va ma hoa khoa k;(x)
thanh IZI(X) (d6 dai bit phu thudc vao phép
ma hoa khoa) sau d6 ghép n bit . (x) vao sau
Izi(x) dé tao thanh ban ma rdi truyén téi B
qua kénh mo. O phia nhan, B s& tach IZ,(X)
ra khoi c(x) va dung thuat toan giai ma
khoa dé lay k (x) sau do st dung khda nay
dé khoi phuc dugc ban 6 m,(X).
A. Thudt todn tao va phan phoi khoa
Tai phién tht i, voi 2n bit m.(x), dya
trén Bo dé 5, A sé tinh k (x) véi cac hé sb
ki 10< j <n-1 dugc xac dinh nhu sau:
kij = Mi(jin) 1)

Khoa bi mat nay s& dugc ma hoa bang
mot so do ma hoa thich hgp nao do, vi du
nhu hé mat RSA.

B. Thudt toan ma hoa

Theo Bé dé 4, A sé& xac dinh duge cac hé
so cua |, (x) nhu sau:

l; =(my +m;.,)mod2|0< j<n-1 (2)
Chudi n bit nay s& duoc ghép vao sau
k.(x) dé tao thanh ban ma ¢, (x) gui tdi B.
C. Thuat toan giai ma
Khi nhan dugc ¢, (x), B s&:
1) Tach L(x) va lgl.(x);
2) Pua k (x) vao giai ma dé khoi phuc
ki (%) ;
3) Pua L(x) va k(x) vao giai ma dé
khoi phuc m, (x) vai
m; =(I; +k;)mod2|0< j<n-1

m; =Ky IN<j<2n-1

@)



m; (x) ¢ (X)

» Ma hoa

Tham ma B
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Hinh 1: So' d6 hé mdt

D. Thudt todn tao va phdn phéi khéa

Tai phién thu i, voi 2n bit m,(x), dua
trén Bo dé 5, A sé& tinh k. (x) véi cac hé sd
kj 10 < j <n-1 dugc xéac dinh nhu sau:

kij =M1y 4)

Khoa bi mat nay s& duoc ma hoa bang
mot so d0 ma hoa thich hgp nao do, vi du
nhu hé mat RSA.

E. Thudt toan ma hoa
Theo Bé dé 4, A s& xac dinh duge cac hé

sd cua | (x) nhu sau:

I = (m; +m,,,)mod2|0< j<n-1 (5)
Chudi n bit nay s& duoc ghép vao sau
k.(x) dé tao thanh ban ma c, (x) gui toi B.
F. Thudt toan giai ma

Khi nhan dugc ¢, (x), B sé&:

4) Tach 1,(x) va k (x);

5) bua l;i(x) vao giai ma dé khoi phuc
ki (x);

6) Bua | (x) va k(x) vao gidi ma dé
khéi phuc m. (x) voi
m; = (l; +k;)mod2|0< j<n-1

6

m; =Ky IN<j<2n-1 ©)

G. Thu nghiem

Chon vanh da thic chan voi n=32.
Chon hé mat RSA d ma hoa khoa voi cac

tham  s6: p=127487, q=101939,
e=65537, N =p.g=12995897293 (hay
viét dudi dang chudi nhi phan 34 bit

11 00000110 10011101

10100111 11001101
dé dam bao co thé ma hoa tat ca cac khoa bi
mat 32 bit), khoa giai ma cia B la
d; =12005580289.

Gia st khoa bi mat ¢ nhip thtr i—1 la
k_,=0, & nhip thir i can ma hoa ban rd m.
c6 ndi dung la “ptitedu”, viét dudi dang
c}}uéi nhi phan 64 bit (mdi cum 8 bit véi bit
dau 1a 0 va bay bit ma ASCII cua ky tu tuong
ung) la:

m, =01110000 01110100 01101001 01110100
00101110 01100101 01100100 01110101

Pa thirc twong ung trong vanh la:

m; (%) = X2+ X%+ X7 + X7+ X7 4+ X0 + X+ x*®
AXP X X xXT x4 xE XY
XX XXX M X
X0+ x4+ xP+1

Thu tuc tao khoa:

Str dung thudt toan tao khda, A s€ tinh
duoc 32 bit khoa:

k, =01110000 01110100 01101001 01110100

Gia tri thdp phan tuong Ung
k, =1886677364 .

Do k, #k._,, A mi hoa khoa k, bang hé
mat RSA da chon nhu sau:



k =k modN
=1886677364°" mod 12995897293
= 4016776971
Tuong tmg véi chudi khoa 32 bit
l€i =00010111 11110001 00011101 10000001
Thu tuc ma hoa:

Str dung thuat toan ma hoda, A tinh duoc
chuoi 32 bit:

|, =01011110 00010001 00001101 00000001
. A ghép chudi 32 bit |, vao sau chudi 32 bit
k. dé tao thanh ban ma 64 bit

¢, =00010111 11110001 00011101 10000001

01011100 00010001 00001101 00000001
va gui dén B.
Thu tuc giai ma:

Nhan duogc 64 bit ¢, B:

1) Tach 32 dau dé xac dinh k. va ding
32 bit cudi dé xac dinh I, .

2) Véi k; =4016776971, B s& tién hanh
giai ma RSA véi khoa bi matd, dé khoi phuc
k, = (k)% mod N

= 401677697 11%°°°5%%% Mo 12995897293

=1886677364
hay duéi dang chudi nhi phan 32 bit
k. =01110000 01110100

01101001 01110100

3) Str dung thuat toan giai ma, B khoi
phuc dugc

m, = 01110000 01110100 01101001 01110100

00101110 01100101 011002100 01110101
chinh 1a ban rd “ptit.edu” ban dau.

H. Danh gia
Hé mat c6 mot sO uu diem:

1) Co6 the dung nhiéu loai h¢ mat khéa
cng khai pho bién dé ma hoa va phan phoi
khoa k(X), dién hinh 1a RSA [5];

2) Thuét toan tao khoa, ma hoa va giai
ma rat don gian, co the dé dang thyc thi bang
phan ctimg va phan mém;

3) Kich thuéc ban ma so vdi ban 1o
giam tor 2n xuong con n bit. Ngoai ra, vdi
cac vanh Z,[x]/(x*™+1) trong d6 m 1¢ cé
thé ap dung dé quy so d6 ma hoa téi da k lan
de tang hi€u qua;

4) Nhin tir quan diém ctia mat ma khéi,
hé mat nay hoat dong ¢ ché d6 ECB
(Electronic Code Book). Cac ban tin sé dugc
ma hoa va giai ma doc lap do vay cac 13i bit
trén duong truyén cia cic khéi chi anh
hudng dén viéc giai ma cua khéi do;

5) Vé&i n bit, sé khoa kha dung s& 1a 2"
khoa, trong tmg dung thuc t& néu ding
n>1024 va co khoang 4096 (tuong ung véi
d6 dai bit cua gia tri modulus duoc khuyén
nghi ciia h¢ mat RSA trén thyc té [5]) thi gan
nhu tham mi khong thé tdn cong bang
phuong phép vét can khoa;

6) Vi xac suat dé khoa Kk (x)tring véi
khoa k,_,(x) 1a 1/2" nén néu tach riéng n bit
khoa va truyén doc 1ap voi ban ma ¢, (x) thi

khi xay ra tring khoa s& khong phéi truyén
lai khoéa nhu mot hé mat ma dong tong quét;

7) Viéc giam dugc kich thudc ban rd
dua vao ma hoa 2n xudng con n bit dem lai
nhiéu lgi ich cho cac hé thong mat ma & phia
sau nhu tiét kiém duoc tai nguyén xu ly,
ding khdng gian n bit dé khic phuc mot s6
han ché ¢ hitu cua cac hé mat do (vi du dé
bd sung thém cac b1t gia ngdu nhién dé khic
phuc tan cong khi s6 mii ma hoa e nhé hodc
tAn cong bang ban ma duoc chon ddi voi hé
mat RSA);

MGt sO nhugce diém cua hé mat:

1) Mac du n cang 16n thi hiéu qua ma
héa ctia h¢ mat cang cao nhung do gia tri nay
can phu hop véi tai nguyén xur Iy va dic tinh
cua cac h¢ mat ma dugc st dung dé truyén
khoa bi mat. Gia tri n>1024 va 4096 la phu
hop véi cac g dung thuc té.

2) Khi khoa bi mat k. =0, Gng truong
hop ban rd 1a mdt trong 2" cdn bac hai chinh
trong vanh, vé 1y thuyét thi cac ban 15 la
khong thé che dau vi chi can binh phuong
ban ma la c6 ngay ban rd. Tuy nhién thdm
mi ciing khéng quyét dinh dugc ban rd c6



chinh x&c khéng vi c6 2" ban rd c6 khoa
khac nhau chung ban ma nay. Mac du vay
day cting la céc truong hop khong an toan va
nén tranh sur dung.

3) Mot su thay déi mot bit ctia ban rd
chi gay thay d6i dén toi da hai bit cta ban
ma, diéu nay c6 thé bi khai thac dé tin cong
bang ban ma duogc chon.

IV. KET LUAN

Bai bao da gioi thi€éu mot ing dung cua
vanh da thure ZZ[X]/(XZ” +1) trong mat ma
khéa bi mat. H¢ mat duge dé xuat c6 thuat
toan tao khoa, ma hoa va giai ma rat don gian
v6i s6 ban rd hiéu dung rat cao. Pac diém ndi
bat cua h¢ mat nay la giam dugc khéi luong
ban mi can truyén tii ma ma van dam bao
tinh bi mat, dac biét khi gia tri n>1024 thi
rat khé cho tham méd c6 thé tin cong bang
phuong phap ven can khoa. Tuy theo viéc st
dung thuat toan ma hoa khoa cong khai dé
truyén khoa ma hé mat nay c6 nhiéu bién thé
khéac nhau, trong d6 RSA 1a sy lya chon rat
pht hop. Tuy nhién, dé c6 thé khang dinh
tinh bdo mat, hé mat nay can phai dugc xem
xét ky ludng hon véi cac kiéu tin cong khac.
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